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THE PROBLEM WITH TACTICAL SECURITY MANAGEMENT

What are your organization’s most pressing IT security issues? The answer probably 

depends somewhat on your job and the perspective it gives you. When we talk to CIOs, 

CISOs, IT security managers, corporate risk officers, security analysts, architects, forensic 

investigators and more, these are some of the most typical answers:

– Lack of visibility into where business risk really lies in the context of IT; resulting in 

money spent on information security projects without necessarily improving security.

– Difficulty communicating security issues to non-technical decision-makers; resulting in 

slow or inadequate decisions that put the organization at risk or increase the cost of 

remediation.

– Too much time spent fire fighting, responding to incidents rather than identifying threats 

or risks before anything happens; resulting in wasted time and avoidable cost.

– Inefficient manual processes for repetitive work, especially generating reports, getting 

audit assessments done, and developing policies or security controls; resulting in 

wasted time and avoidable cost.

– Concerns about the security of new IT technologies or models such as cloud computing, 

and lack of solutions for dealing with these concerns; resulting in the holdup of IT 

projects that would otherwise add a lot of value.

– Difficulties embedding security into business processes, especially identifying owners of 

data and processes, getting them to understand their responsibilities in relation to IT 

security, and making it easy for them to carry these out; resulting in unrecognized and 

unnecessary exposure to risk.

Most of the people we talk to recognize that their problem is an inability to take an 

integrated approach to security that lets them be strategic rather than tactical (see Figure 

1). As a result, their security management is costly relative to the level of security they’re 

achieving and it’s a continual struggle to cope with exploding data volumes, increasingly 

stringent compliance requirements and a rapidly evolving threat landscape.

A MORE MATURE APPROACH TO SECURITY MANAGEMENT

Security guru Herbert Hugh Thompson notes that “Security isn’t about security. It’s about 

managing risk at some cost. In the absence of metrics, we tend to over-compensate and 

focus on risks that are either familiar or recent.”

What is Security Management?

It’s a nice summary of what makes security management so important and so 

challenging. Since there’s no such thing as an unlimited security budget, security 

management is essentially the job of balancing security expenditure against value-at-risk. 

To do this effectively you first need to establish what assets of value you actually have 

and whether they’re at risk beyond a tolerable level for your organization. If you don’t 

know this — if you lack metrics in Thompson’s terms — all you can do (unless you do 

nothing) is to react to the latest incident that has hit the headlines or caught your 

organization unawares. Fundamentally — and unsurprisingly — it’s lack of intelligence 

that leads to the tactical, fire-fighting mode of security management.

Security Management Maturity

The converse of this is that, if you want to take a more strategic approach to security that 

aligns security activities with organizational value, you need to create a strong, lasting 

platform for integrating information, turning it into intelligence, and sharing it —making it 

visible and actionable. Only by putting relevant intelligence into the hands of security 

professionals and non-technical executives alike can your organization make sound 

security decisions that chart a steady course between the rocks of paranoia on the one 

side and complacency on the other.

RSA Integrated Solutions for 

Security Management

– RSA® Archer™ eGRC Suite: Out-of-

the-box GRC solutions for integrated 

policy, risk, compliance, enterprise, 

incident, vendor, threat, business 

continuity and audit management

– RSA Policy Workflow Manager: RSA® 

Data Loss Prevention and RSA Archer 

eGRC Platform

– RSA Risk Remediation Manager: RSA 

Data Loss Prevention and RSA Archer 

eGRC Platform

– RSA Cloud Security and Compliance 

Solution: RSA enVision, RSA Archer 

eGRC Platform and VMware®

– Content-aware incident 

identification: RSA enVision® 

platform and RSA Data Loss 

Prevention

– RSA Security Incident Management: 

RSA enVision and RSA Archer 

Incident Management

– RSA NetWitness® Panorama: RSA 

enVision SIEM and RSA NetWitness 

monitoring
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The importance of information-sharing is reflected in the information security 

management maturity model developed by Enterprise Strategy Group (ESG) and 

illustrated in Figure 1. To advance to phases 3 and 4 — where you exchange reactivity for 

proactivity and ultimately marry security activities to business objectives — you need, in 

ESG’s words, a data-driven view of risk and integrated tools for managing security and 

business objectives.

The maturity model constitutes both an historical account of how organizations have 

responded to the changing security landscape over the past few decades; and also a 

roadmap for how you need to advance your approach to security management to meet 

the challenges of today and tomorrow. For more on the information security management 

model and why it’s important to move from phases 1 or 2 to 3 and 4, see ESG’s paper 

The ESG Information Security Management Maturity Model by Senior Principal Analyst Jon 

Oltsik (July 2011). You can find it at www.rsa.com.

SECURITY MANAGEMENT FRAMEWORK

The maturity model provides a structure for understanding where your organization is 

starting from, where it needs to get to, and why; it doesn’t give much help with how to 

get there. That’s why RSA, the Security Division of EMC, has developed a four-step 

framework for strategic security management (see Figure 2):

– Business governance. Answers the question ‘what are my organization’s goals and what 

must be protected in order to realize those goals?’ Allows you to embed security into all 

of your organization’s structures and processes, taking into account both external (eg, 

regulatory) and internal (eg, line-of-business, corporate policy) realities.

– Security risk management. Answers the question ‘what is my organization’s actual level 

of information risk relative to its acceptable level of risk?’ Allows you to identify and 

classify information risks and track risk mitigation projects.

– Security operations management. Answers the question ‘how do we run security 

operations, day-to-day, as effectively as possible so as to balance cost and security?’ 

Allows you to implement security processes and controls in line with security policy to 

reduce the number of risks that develop into security incidents.

Figure 1. The Information Security Management Maturity Model
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– Incident management. Answers the question ‘how do we respond to incidents to ensure 

that our risk tolerance level is never exceeded?’ Allows you to detect, analyze, respond 

to and report on security events to minimize their effect and the cost to resolve them.

Mastering all four steps of the framework — three within the remit of the IT security 

function and one at the business level — will move you to phase 4 of the maturity model. 

If you stay focused purely on the three IT-specific areas, you’ll typically find yourself in 

phase 3.

MASTERING THE FOUR STEPS OF THE FRAMEWORK

The framework is at the heart of RSA’s Security Management Strategy. To make the 

framework a reality we’re continually developing a tightly integrated portfolio of security 

management solutions from technologies that are already best-of-breed as standalone 

offerings. These solutions:

– Reflect best practice in security management at each step

– Streamline security management workflows at each step — for security professionals 

and business executives alike

Many products offer a certain level of integration inasmuch as they can be set up to 

accept data feeds from other products. This is certainly extremely valuable, but RSA is 

taking out-of-the-box integration further. We’re creating solutions that encompass end-to-

end security management workflows, designed to help security professionals collaborate 

with the rest of their organization to take a proactive, business-oriented approach to 

security management.

Some of these solutions are discussed below.

STEP 1: BUSINESS GOVERNANCE

As we’ve seen (Figure 1), strategic security management needs to be business-oriented. 

To identify the assets and processes that are critical to your business and determine what 

must be done to protect them, your security function needs access to information about 

business objectives, corporate policies, organizational structures, and the environment in 

which the business operates (especially the regulatory environment and the threat 

landscape).

Figure 2. Core Processes Within the RSA Security Management Framework

“We need to make security 

a cooperative goal 

involving the security 
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units. The security team 

can’t be responsible for 

securing the world on its 

own anymore.”

CISO of a technology company, quoted in 
“The ESG Information Security 
Management Maturity Model” by Jon 
Oltsik, Senior Principal Analyst, 
Enterprise Strategy Group (ESG), June 
2011
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They also need to be able to translate security management issues into the language of 

business. To non-technical executives, reports such as ‘number of viruses per month’ 

don’t provide much information. They need to know if the numbers are good or bad. They 

want answers to questions such as ‘are assets with critical business data impacted?’ or 

‘are our investments in IT security resulting in fewer incidents per month?’.

In an organization of more than a few hundred people, it’s impossible to do any of this 

effectively using spreadsheets, e-mails and SharePoint repositories. With tools not 

designed for the job you’ll get both duplication of work and important activities slipping 

through the cracks. So what tools do you need?

Ideally, you need one tool. One tool that will hold both business- and security-related 

information and enable you to create meaningful mappings between them. The RSA 

Archer eGRC Suite is such a tool. It lets you manage every element of an enterprise 

governance, risk management and compliance program (eGRC) from a single place. With 

thousands of templates, high levels of workflow automation, sophisticated reporting 

capabilities and user-friendly interfaces it gives both security and business stakeholders 

visibility of security management issues in a way that makes sense to them. And it helps 

them complete the tasks that are their responsibility within a business-oriented security 

program.

Whether it’s cataloging business-critical assets and data, managing the lifecycle of 

policies and their exceptions, assessing compliance, or managing incident investigation 

workflows, the RSA Archer eGRC Suite is designed to be a single source of truth and a 

hub for cross-enterprise collaboration. It underpins most of the integrated security 

management solutions we’ve developed.

STEP 2: SECURITY RISK MANAGEMENT

Security risk management is the proactive identification and classification of information 

security risks; and the taking of appropriate actions to mitigate them before they become 

a source of damage.

If it takes e-mails, phone calls, meetings and spreadsheets to answer a question such as: 

‘when was the last time a public-facing web application was tested against SQL injection 

attacks?’, it’s a sure sign that your organization has a serious risk management issue. 

Risk management is usually the least developed security management practice, not just 

because it requires the aggregation of information in a single place but because risk is 

difficult to quantify and mitigation involves working with owners of business information 

and business processes.

To manage security risk effectively, you need to be able to work across  

your organization to:

– Identify external and internal threats that may affect the security of your assets

– Establish workflows to prioritize and track risk mitigation projects

– Classify and protect sensitive information and other vulnerable assets

– Report on the results of all of this activity

With solutions dedicated to risk management and threat management, the RSA Archer 

eGRC Suite lets you automate much of the risk and threat assessment process and gives 

you the tools to build a registry of risks, map them to business processes and structures, 

pair known threats with identified information vulnerabilities, and report on your 

organization’s risk and threat profile in real time.

“RSA is always a top option 

due to its ease of 

integration.”

Frost & Sullivan, “World SIEM and Log 
Management Products Market”,  
November 2010
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Out-of-the-box workflow integration with other RSA products extends these capabilities 

even further. For example, the RSA Data Loss Prevention (DLP) Suite is a powerful tool for 

finding, classifying and protecting sensitive data in use (on application servers or user 

devices), in motion (over networks) and at rest (in storage media and user devices). By 

integrating RSA DLP with the RSA Archer eGRC Platform, we’ve created two solutions, RSA 

Policy Workflow Manager and RSA Risk Remediation Manager, that let you engage the 

owners of sensitive information discovered by RSA DLP to create and enforce effective 

control policies and take appropriate remediation action where data is at risk.

With these solutions, data owners and compliance officers, rather than IT administrators, 

are empowered to define sensitive information and to restrict its proliferation. The risk 

that those targeting your organization will find unprotected sensitive information is 

greatly reduced.

STEP 3: OPERATIONS MANAGEMENT

Security operations cover all your day-to-day security-related activities, whether or not 

they fall within the scope of a business-oriented security risk management strategy. 

Ideally, risk management and operations management continually inform each other; but 

even in the absence of risk management you need security operations to minimize known 

security risks and prevent incidents.

Security operations management has two facets:

– The active maintenance of security through activities such as the deployment of security 

controls (whether technological or process controls); the configuration and patching of 

servers and applications; or the management of user permissions to control access to 

systems and information.

– Continual monitoring of the IT environment to detect breaches of security such as an 

attempted or successful attack; or a policy violation through the failure of a security 

control.

To make effective investment decisions about control technologies, you need to be able 

to tie controls clearly to risk management objectives, security policies and compliance 

requirements. Not only will that ensure that you have the right controls and prevent you 

from wasting time and money on the wrong ones, it will also give IT and security 

professionals a clear understanding of why controls exist and why they’re being asked to 

perform certain tasks.

The RSA Archer eGRC Suite gives you everything you need to do this: it has more than 

6,000 device-specific control procedures mapped to more than 90 authoritative sources, 

including regulatory requirements and industry standards such as ISO, PCI, COBIT, FFIEC 

and NIST. It also has more than 12,000 assessment questions to help verify whether the 

appropriate controls have been implemented.

Our strategy is to build solutions on the RSA Archer eGRC Platform that help organizations 

tackle the security management challenges of today and tomorrow. A good example is the 

RSA Cloud Security and Compliance Solution, which lets you manage security controls, 

events and workflows across both your physical and VMware environments. We 

developed it by integrating the capabilities of the RSA Archer eGRC platform, the RSA 

enVision platform for security information and event management (SIEM), and a number 

of VMware products.

Risk management is 

usually the least developed 

security management 

practice
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STEP 4: INCIDENT MANAGEMENT

The whole point of business- oriented security risk management and operations is to 

prevent security incidents, but there’s no such thing as foolproof security. When incidents 

happen, it’s vital to be able to detect and analyze them quickly, and take action to 

resolve them and limit the damage.

Deep integration between the RSA Archer eGRC Suite, RSA enVision and RSA Data Loss 

Prevention give you a very effective incident management capability. RSA enVision 

collects, correlates, analyzes and retains complete log records in real time from every 

system that generates them. It has advanced analytical capabilities and raises real-time 

alerts of high-risk events. But when RSA enVision raises an alert, it can’t know on its own 

whether it involves sensitive data or not. Out-of-the-box integration with RSA DLP creates 

a new content-aware solution that knows not just if data has been compromised, but how 

serious that compromise is, given the nature of the data. It lets you prioritize incidents 

that involve business-critical information over those that don’t.

Once an incident has been identified and prioritized, the RSA Security Incident 

Management Solution helps you investigate and resolve it by feeding alerts from RSA 

enVision directly to the RSA Archer eGRC Suite. This is where you can streamline the 

complete incident management lifecycle, from documenting incidents and assigning 

response team members to notifying legal or law enforcement stakeholders, reporting on 

losses and recovery efforts, and providing a detailed incident history and audit trail.

Using RSA enVision with RSA NetWitness Panorama, you can also get an unprecedented 

understanding of threats and incidents in one place. RSA NetWitness Panorama is a 

module of the RSA NetWitness platform, which is recognized by the most security-

conscious corporations and government agencies around the world as the market’s most 

sophisticated network analysis tool. NetWitness Panorama will take RSA enVision’s rich 

log data feeds and leverage the power of NetWitness packet capture and network analysis 

to provide a much more complete picture of suspect activity. It automates a key part of 

threat information sharing by correlating log and session data and making it available to 

NetWitness Investigator and Informer modules for investigation and reporting.

WHY CHOOSE RSA INTEGRATED SOLUTIONS FOR SECURITY 
MANAGEMENT

RSA recognizes that security management has to go beyond point products or first-order 

integrations. Effective security management needs a strategic framework and tools that 

create end-to-end visibility and workflows. We have a clear framework for security 

management and are building an integrated security management suite to make it a 

reality. The core solutions already exist to help you make better decisions, act faster and 

more efficiently, and spend less on security management.

Our security management solutions give you the tools to connect islands of information 

and create an integrated set of views and workflows that other solutions don’t. 

Importantly, these solutions will also help you roll security management into a wider 

strategy for enterprise governance, risk management and compliance. You’ll be able to 

identify risks and prioritize threats in line with their business impact. You’ll be able to 

embed security into business processes and manage security in consistent and 

repeatable ways.

“The RSA Solution for 

Cloud Security and 

Compliance offers a 

distinctive and well-

accepted approach to 

challenges that extends 

across physical, virtual 

and cloud computing 

environments.”

Scott Crawford, Enterprise Management 
Associates, “Managing Risk on the 
Journey to Virtualization and the Cloud ”, 
September 2010
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“[RSA] has created a tool 

that automates the 

identification, 

prioritization and 

resolution of security 

incidents in real time.”

Charles King, Pund-IT, Inc, “Trusted 
Cloud: Built On Proof, Not Promises ”, 
February 2011

Figure 3. How Some of RSA’s Solutions Map to Our Security Management Framework
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