
 

Sources of Mobile Data 

Corporate data has gone mobile. Mobile IT professionals need to mitigate the risk of 

data loss by extending data loss prevention programs, compensating controls, and 

employee education initiatives to include mobile devices. Even the well-intentioned 

insider still needs to be educated and continually reminded of his or her 

responsibility to protect company data, regardless of how it is stored or accessed.  

There are three primary ways mobile devices receive corporate data: 

 Through email and especially attachments, which are the biggest exposure 

 Through enterprise apps that cache data locally on the device 

 Through web-based file downloads 

This document summarizes best practices for mitigating risk and demonstrating 

compliance on iOS using the MobileIron platform. These best practices should be 

incorporated into existing data security initiatives and can be deployed with the 

current production release of MobileIron when used with iOS 5 or iOS 6 devices. 

Best Practices for Securing Mobile Data 

MobileIron has identified the following best practices for securing data on iOS: 

1. Ensure device is under management: A policy violation should trigger if the 

user deactivates MDM or removes the MobileIron client from the device. This 

ensures all security measures described below remain active and the 

administrator always retains visibility into overall device security posture. 

2. Monitor iOS integrity: When a device’s operating system is compromised, 

i.e. “jailbroken,” ongoing data security measures are no longer reliable. 

Therefore, automated rules should immediately quarantine the device, 

remove corporate data, and notify the administrator. 

3. Monitor minimum iOS version: Devices running on the latest iOS version will 

be up-to-date with all available security patches. Automated notification is 

the recommended initial response for non-compliance rather than 

quarantine unless the new security patch is critical. 

4. Set and enforce passcode policy and encryption: Passcode enforcement 

prevents unauthorized access to the device. It also activates iOS data 

protection to enhance built-in hardware encryption in order to provide 

additional security for email messages, email attachments, and apps. 

5. Implement auto-wipe policy: This policy wipes the device completely after 

a predefined number of failed password attempts. It minimizes the risk of 

brute force attacks on lost or stolen devices. 
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Mitigating Risk of Data Loss 

Every computing deployment, whether 

mobile or not, carries some risk of data 

loss. With mobile, there are several best 

practices which regulated organizations 

follow to mitigate this risk to the point it 

is acceptable given the positive 

business value of mobile. 

This paper outlines eleven best 

practices: 

 Management control 

 OS integrity monitoring 

 OS version monitoring 

 Passcode policy and encryption 

 Auto-wipe 

 Restriction on email forwarding 

 Identity enforcement 

 Defined role for iCloud 

 Protection of email attachments 

 Blacklist of known threats 

 Protection of app data at design 
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6. Restrict email forwarding: This prevents corporate email from being forwarded through the 

user’s personal email account on the device. It also prevents emails from being moved by the 

user from a corporate inbox to a personal inbox. 

7. Establish identity: Especially in BYOD initiatives, user and device identity must be strongly 

established. Securing email, Wi-Fi, and VPN access using certificates protects identity and also 

improves the user experience since certificates provide complex credentials automatically. 

8. Define the role of iCloud: In a well-designed corporate deployment, iCloud will not increase 

the risk of data loss. iCloud does not back up any email or PIM content that comes from 

corporate sources (e.g., Exchange or Notes). iCloud also does not back up encrypted data, 

which means data from apps that use iOS Data Protection will not be stored in iCloud.  

9. Protect email attachments from unauthorized distribution: iOS has an “Open In” feature that 

allows the user to use third-party file readers or document management apps, like Dropbox, to 

open email attachments. When an attachment is opened in one of these apps, it can be 

saved or distributed completely without the knowledge of IT. As a result, email attachments 

are the biggest risk of mobile data loss on iOS today. MobileIron solves this problem by 

protecting each attachment as it passes through the MobileIron Sentry ActiveSync gateway. 

Only a trusted reader, like MobileIron Docs@Work, can then access, store, and view the 

attachment. As a result, sensitive data cannot be accessed or saved by untrusted apps. 

10. Blacklist known threats: The mobile app landscape moves quickly but most organizations 

have identified a set of file readers or other apps that they do not trust. These apps can be 

blacklisted using MobileIron App Control rules. If the end user downloads a blacklisted app, a 

remediation action will be automatically triggered. This action could range from a simple non-

compliance SMS notification to a full device quarantine which strips the device of all 

enterprise email, apps, connectivity, and settings until the threat is removed. 

11. Use data protection when writing in-house apps: This is one of a set of trusted app 

development guidelines that should be enforced. The iOS Data Protection APIs from Apple use 

the unique device passcode to generate a strong encryption key. When a device is locked 

with a passcode, this key is also locked. Data-at-rest security is enhanced, plus content from 

the app is not backed up to iCloud. All iOS apps with company confidential data should be 

required to use iOS Data Protection to encrypt data with the passcode-encrypted key in order 

to protect that data even if the device is compromised.  

Malware on iOS 

Many IT teams ask us how they should protect against malware. However, malware is uncommon on 

iOS for the following reasons: 

 Every iOS app can only access its own data container: There is no general access to the file 

system. As a result, apps can only damage their own data, unless it is a “jailbroken” device. 

 The App Store is tightly curated: Apps are tested by Apple before being made available to 

the public so incidences of malware are rare. 

 Apple controls the distribution of new operating system upgrades: Apple can quickly make 

upgrades available for the entire iPhone, iPad, and iPod device community. If Apple identifies 

a security issue, it fixes it and ensures that all devices have easy access to the newly-patched 

iOS version. The timing of the fix and distribution is entirely under Apple’s control. 

These factors leave very little economic incentive or anarchic motivation for bad actors to invest in 

writing malware for iOS. They will turn their attention instead to other platforms. As a result, both the 
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problems and traditional solutions (anti-virus, web filtering) for anti-malware have had lower priority for 

iOS deployments than for traditional laptop deployments. The overall risk of malicious attacks or 

exposure on iOS is low, not just because of iOS architecture, but also because the iOS operating 

system distribution model leaves very little incentive to create malware. 

Summary 

iOS is driving business transformation across the MobileIron customer base. Mobile IT is chartered with 

supporting that transformation while protecting corporate data. The best practices described in this 

document allow Mobile IT to mitigate the risk of mobile data loss as the organization migrates from 

BlackBerry to iOS and turns to new governance and ownership models like BYOD. 

For more information about MobileIron, visit http://www.mobileiron.com/. 
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