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“Smart phones for enterprise use have seen dramatic growth 
in the past few years, and we expect the accelerated rate of 

adoption to continue. We expect over 85% of knowledge 
workers to have a smart phone within the next 2 

years…although company IT departments were often 
instrumental in selecting and deploying a standardized or 

preferred corporate device, the burden of selection is 
increasingly being influenced by end user desires and 

consumer trends, and often by end users acquiring their own 
devices…a sound enterprise strategy for deploying a variety 
of application-enabled smart phone devices is imperative if 

Total Cost of Ownership (TCO) is to be minimized while 
keeping corporate information assets secure and compliant 

with current and proposed regulations…” 
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Introduction 
Smart phones for enterprise use have seen dramatic growth in the past few years, and we 
expect the accelerated rate of adoption to continue. We expect over 85% of knowledge 
workers to have a smart phone within the next 2 years, as costs come down, compelling 
device choices increase, and networks get faster and more reliable. Further, as the average 
life of a business mobile phone is about 18 months, many users will be acquiring their 
second or third generation (or greater) smart phone device within the coming year.  
 
Companies are increasingly realizing that smart mobile devices offer benefits such as 
increased productivity, better access to corporate applications (e.g., email, CRM, ERP, 
SFA), and enhanced communications capability amongst the increasingly mobile corporate 
workforce. And although company IT departments were often instrumental in selecting and 
deploying a standardized or preferred corporate device, the burden of selection is 
increasingly being influenced by end user desires and consumer trends, and often by end 
users acquiring their own devices for use in their work. As such, enterprises need to enable 
and support a more diverse smart phone installed base to both take into account the desires 
of the workforce as well as adopting the latest devices for their potential improvements in 
end user interaction and productivity. 
 
With this changing landscape, companies must be intelligent about how they specify, deploy, 
manage and support their smart phone users. Indeed, as more companies move to allow 
end user liable devices (i.e., devices acquired and billed directly to the end user), a sound 
strategy for deploying a variety of application-enabled smart phone devices is imperative if 
Total Cost of Ownership (TCO) is to be minimized while keeping corporate information 
assets secure and compliant with current and proposed regulations.  
 
 
What Do Users Want? What Do Users Need? 
Many companies have standardized on a particular device or small number of devices 
across the entire workforce. Often this was a BlackBerry due to its high levels of security and 
ease of manageability, making the job of IT relatively simple. However, many users are 
being drawn to the latest features and functions of consumer-driven smart devices. The 
Apple iPhone has clearly influenced this trend, but equally compelling devices (e.g., Google 
Android), have contributed to users strongly expressing their preferences in business device 
selection. Of course, not all devices are appropriate for use by all workers. It is therefore 
appropriate for companies to divide employees into user classes and to establish which 
device types are appropriate and which kinds of services will be available for each. 
 
Our research indicates that there is a growing diversity in which corporate personnel 
functions are involved in making mobile business application choices. At the same time, IT is 
decreasing in influence (see Figure 1 below). This directly reflects the growing trend towards 
more user input and less IT dictate. 
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Figure 1: Corporate Function Involved in Mobile Application Selection 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
End User Classes 
In response to this trend, enterprises must find a way to be flexible enough to accommodate 
diversity of opinion, while still maintaining a focus on cost containment and security of data 
assets. To achieve this goal, we suggest that companies classify their workers into 5 primary 
user classes. These classes and their characteristics are: 

• Executive Users – The executive ranks often express their preference for a particular 
device or device type. As high level management, it is unlikely that IT will simply be 
able to say no. These users, therefore, must be accommodated and their choice of 
device connected and managed even if it is as a one-off capability. Further, these 
users often have requirements to access many corporate systems, although 
communications and office functions are their primary need. They often carry highly 
sensitive corporate data, so securing these devices from data loss is critical. 

• Power Users – These users typically rely heavily on their devices. It is not uncommon 
for such users to utilize their smart phone devices in excess of 50% of their work day. 
Depending on the industry and company, this class of users can represent from 25%-
75% of the workforce. It is imperative that companies establish the highest level of 
support for these devices, as failure to provide adequate support for these mission-
critical devices will negatively contribute to user productivity and degrade corporate 
revenues. Further, with such heavy use, securing the contents of these devices 
becomes critical to limit any potential data asset losses. 

• Dedicated Task Users – This class of workers generally relies on a dedicated smart 
device to do their job (e.g., delivery, warehousing, inspectors, retail). As such, the 
choice of device is driven by the company and not by user preference. This allows 
companies to designate the best device for the task and to provide optimized 
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applications and manageability. Generally these devices have limited and dedicated 
purpose-built applications, and do not require connectivity to all corporate systems. 

• Occasional Users – This class of user is less mobile than the above classes and may 
use smart phones 15%-30% of the time. They require less access to general 
corporate systems and often require only specific applications (e.g., email, 
scheduling, expense management). They represent an opportunity for IT to limit the 
number of applications made available and the amount of dedicated services 
required. However, these users and their devices can not simply be ignored, as they 
must still be secured and managed to prevent data loss and minimize costs. 

• Casual Users – This class of user is often mobile less than 15% of the time, and often 
relies more on voice calls than the data capabilities of their smart devices. 
Nevertheless, providing basic communications to these users (e.g., email and 
increasingly IM) is important. Since casual users often represent the widest 
divergence of device types and the largest class of user-liable devices, limiting the 
number and type of application and connectivity options will minimize the cost and 
potential security risks. 

 
Designating user classes can provide a company with the means to define the types of 
applications and services available to each class, as well as establish corporate guidelines 
for types of devices and available access to corporate systems. It also provides the 
opportunity to select which users can have user-liable vs. corporate-liable devices, and to 
establish both manageability and security guidelines that can translate into concrete 
corporate systems and strategies. 
 
 
Expanding Beyond the Corporate Sanctioned Device 
Since companies are increasingly allowing the use of personally selected and user-liable 
devices, traditional IT control mechanisms are becoming obsolete. While not a “free for all”, 
companies are undoubtedly expanding their ownership and selection criteria to encompass 
an array of usage styles.  IT’s previous role – to standardize on one user set and the 
systems in support of that user set - is becoming outmoded. This change is a result of the 
often slow response of IT to a fast moving marketplace where new classes of smart phone 
devices appear every few months and where the cost of device change is relatively low. We 
expect 50% of enterprises to allow user-liable devices within the next 2-3 years, making tight 
controls on device types difficult to implement and enforce.  
 
IT must therefore modify its role in the selection and deployment of smart devices in the 
enterprise. Rather than attempt to compel a single standardized approach, it should 
establish broad but well defined guidelines for smart phone acquisition and use within 
corporate settings. These guidelines should include: 

• Which class of users can choose which type of device 
• What applications will be available to each device type and user class 
• How devices will be secured and data assets will be protected from loss 
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• Who is eligible for user-liable devices vs. corporate-liable devices 
• How devices will be provisioned and managed across user classes 
• What are the ramifications if a user abuses the rules governing corporate use 

Building a matrix of device types by services offered should allow companies to minimize the 
potential for anarchy while still allowing end user choice and rapid response to marketplace 
changes and new device popularity. 
 
Companies should evaluate the opportunity costs associated with preventing a particular 
smart device or user class from being deployed. Assigning the wrong type of device, 
preventing a device from being deployed, or not enabling a particular class of users may 
have seriously negative implications for the company and its overall efficiency. This last 
point may be one of the most compelling arguments for extending the corporate umbrella to 
a variety of user-friendly smart phones and user-liable devices. 
 
 
An Enterprise Checklist for Smart Phone Deployment 
Companies will generally not be able to rely on the tools provided by vendors of popular 
consumer-oriented smart devices to meet the provisioning, data protection, manageability 
and support needs of the corporate user. It will therefore be necessary to supplement the 
vendor supplied tools with third party functionality to enhance and sometimes replace the 
native capabilities of the chosen device. While this may add a degree of complexity and cost 
to the implementation, it nevertheless is necessary if companies want to be secure and 
compliant with an increasing array of governance rules and regulations. 
 
In evaluating potential additions to mobile infrastructure and the standard smart phone 
device tools, companies should identify the key features lacking in the consumer-oriented 
devices. Companies need to supplement and/or enhance off-the-shelf device security and 
manageability characteristics to enable: 

• Large scale deployments - which need provisioning tools, preferably working Over the 
Air (OTA) 

• Protecting valuable data assets - requires building protected “Data Vaults” on the 
device 

• Loss prevention – device locking and device “kill” must be enabled and easy to 
control 

• User and device policies - which must be easily created and applied to the device 
(e.g., what apps can be used, what features are disabled) 

• Reporting and analysis - including information on device state and use 
 
Further, enterprises should ask a number of targeted questions in evaluating any device 
and/or tools solution, including: 

• Can devices be made complaint with regulations (e.g., SOX, HIPAA)? 
• Can users override the policies and functions set by IT? 
• Will a change of device necessitate a change of infrastructure and/or tools? 
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• Can one manageability toolset be broad enough to control an array of popular 
devices? 

• How do compliance and reporting functions get managed? 
• What statistics/reports of smart device use are available? 
• Are supplemental tools easy to integrate into existing IT infrastructure? 

 
Key Selection Criteria 
Each organization should create a matrix of key criteria important to their device and/or third 
party enhancements selection process. Many companies can make appropriate selections 
based on 5 key criteria, including: 

• Device diversity – how many different types of devices will be used and how often will 
end users request new smart phone devices 

• Application Diversity – how many different applications beyond basic email and office 
functions must be delivered to various classes of users 

• Security and regulatory compliance – what types of regulatory compliance issues 
must be strictly adhered to in business activities, including on mobile smart devices 

• Policy management and enforcement – how critical is it to control and/or limit end 
user access to applications and usage on the device  

• Device management and reporting – How will devices be provisioned with new or 
updated applications, and what types of reporting are required for cost control (e.g., 
amount of data usage) and compliance (e.g., what types of data have been accessed 
and stored locally) 

While nearly all companies require some level of capability in each of these areas, the chart 
below indicates what we believe are the highest priorities for various industries, although we 
suggest each company modify this chart to meet its specific situation. 
 
Figure 2: High Priority Issues by Industry 
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Conclusions 
A majority of enterprises will soon diversify their end user offerings in smart phone devices, 
including enabling user-liable devices to connect to their systems. Yet few companies 
understand all of the ramifications of expanding their installed base to encompass user-
preferred devices rather than only allowing corporate sanctioned devices. It is imperative 
that companies proactively evaluate what the growing trend towards user-choice in smart 
phone selection means to their operations and infrastructure. Companies must understand 
the issues around security and manageability of these devices, and the need to supplement 
the consumer-oriented device vendor supplied tools which often prove inadequate.  
 
There is no doubt that mobile devices add to the productivity of an increasingly mobile 
workforce. There is also no doubt that diversification adds complexity to the corporate 
infrastructure. Companies must implement a strategy that supports the lowest possible cost 
of ownership while maximizing end user productivity. Without a careful understanding of the 
issues and challenges inherent in the move towards end-user choice, companies are 
doomed to substantially increase their costs without getting the true potential benefits to end 
user productivity and the corporate bottom-line which use of these devices promise. 
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