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Increasingly, intelligent mobile devices like the Apple iPhone and Apple iPad are being 
used by healthcare organizations to deliver real-time information at the point of care. 
Physicians and other healthcare workers are using a variety of apps (for example, web-
based, from the Apple App Store, and custom) to help them reference drugs, track 
patient status, gain access to patient records, and manage their hectic schedules. For 
healthcare IT, this means that mobile data protection for handheld mobile devices is 
no longer just about email. Device and data protection requires the use of data center 
facilities to treat mobile devices like laptops, meaning the protection of all forms of 
Electronic Protected Health Information (ePHI) on the entire device.

HIPAA and ePHI
Concerned by high-profile security breaches involving ePHI and driven by the recent expansion of 
the HIPAA (Health Insurance Portability and Accountability Act) Security Rule by the HITECH act, the 
Department of Health and Human Services (HHS) is ratcheting up its audits of covered health care 
entities and business associates for HIPAA compliance. The Centers for Medicare and Medicaid Services 
(CMS), which oversees HIPAA Security Rule enforcement, has published the HIPAA Security Guidance for 
Remote Use of and Access to Electronic Protected Health Information to help organizations determine 
the best way to protect ePHI available to mobile device users. 

In this white paper, McAfee shows how to implement the CMS recommendations using the McAfee® 
Enterprise Mobility Management (McAfee EMM®) solution for mobile device security and protection. 
McAfee has helped numerous large healthcare organizations manage and secure their mobile 
deployments. This white paper combines the proven best practices of our customers with the 
guidance of the CMS to help healthcare organizations learn how to harness the latest mobile 
technologies securely to deliver the best possible care to their patients. 

Overview of McAfee Enterprise Mobility Management
McAfee believes that IT can leverage the native capabilities of mobile devices like the iPhone and iPad 
with existing mission-critical applications and infrastructure to deliver laptop-like capabilities that fit in 
the pocket of the healthcare worker. The McAfee approach enables the use of mobile devices for 
a variety of healthcare purposes while also simplifying compliance with the HIPAA Security Rule.

Within the corporate network, McAfee EMM leverages existing IT services, such as Microsoft Active 
Directory and strong authentication, to ensure a secure mobile environment. McAfee EMM protects 
the enterprise network and enterprise applications by ensuring that mobile devices are compliant 
with enterprise policies, for example, not permitting “jailbroken” or modified devices to enter the 
corporate network.

McAfee EMM secures and manages the whole device, including all applications, data, configurations, 
and credentials. In addition, the McAfee EMM security umbrella supports multiple application frame-
works, including web-based applications and thick apps written for the native operating system (OS) 
software development kit (SDK). McAfee EMM leverages Apple and third-party investments in user 
interface and applications to provide the best possible user experience while keeping pace with OS 
innovations. Leveraging the native capabilities of the mobile device has operational and compliance 
benefits. For example, McAfee EMM supports an administrative “push wipe” to securely delete all 
or some information on the whole device in a way that is also verifiable for auditing purposes. This 
feature, and others, provides healthcare IT with a robust and comprehensive solution for HIPAA 
security compliance.
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HIPAA Compliance for Remote Access
The CMS has published the HIPAA Security Guidance for Remote Use of and Access to Electronic 
Protected Health Information to guide your implementation of mobile security. Many of the key 
suggestions are outlined in Table 1, along with the McAfee EMM feature that best supports the 
recommendations.

The table also highlights two areas of concern that HHS will review during a compliance audit: remote 
access of ePHI and remote storage of ePHI. In the first two columns, the CMS has identified possible 
risks associated with remote use of ePHI and possible strategies for mitigation. The third column 
identifies the McAfee EMM feature, or set of features, that can be used to implement the CMS risk 
management strategies.

Table 1. CMS Guidance for HIPAA Security Compliance

Access Risk Possible Risk Management Strategies McAfee EMM Feature

Logon/password information is lost 
or stolen, resulting in potential 
unauthorized or improper access 
to or inappropriate viewing or 
modification of ePHI

•	 Implement two-factor authentication 
for granting remote access to systems 
that contain ePHI. This process requires 
factors beyond general usernames and 
passwords to gain access to systems 
(for example, requiring users to answer 
a security question, such as “favorite 
pet’s name”).

•	 Implement a technical process for 
creating unique user names and 
performing authentication when 
granting remote access to a workforce 
member. This may be done using 
Remote Authentication Dial-In User 
Service (RADIUS) or similar tools.

•	 The McAfee EMM solution includes 
strong authentication with the ability 
to policy manage password complexity, 
expiration, re-use (history) and failure 
thresholds, and associated “penalties”

•	 Strong or two-factor authentication 
for access to internal applications and 
services requires a VPN using client 
certificates or a one-time-password 
solution, such as RSA SecurID. This 
may be problematic for email, since 
push email via Microsoft ActiveSync is 
not possible with RSA SecurID and has 
very poor performance and battery life 
under a VPN. McAfee EMM provisions 
secure sockets layer (SSL) client certifi-
cates to mobile devices, providing push 
email with strong authentication and  
no performance or battery impact.

Employees accessing ePHI when not 
authorized to do so while working 
off site

•	 Develop and employ proper clearance 
procedures and verify training of 
workforce members prior to granting 
remote access

•	 Establish remote access roles specific to 
applications and business requirements

•	 Different remote users may require 
different levels of access based on     
job function

•	 Ensure that the issue of unauthorized 
access of ePHI is appropriately addressed 
in the required sanction policy

•	 The McAfee EMM permits only 
authorized mobile devices to access the 
IT network. Authorization is driven by 
group membership in Active Directory 
or other lightweight directory access 
protocol (LDAP)-based directory services. 

•	 McAfee delivers seamless integration 
with Active Directory and simplifies 
user management with group-based 
policies and authorization-based device 
activation

•	 McAfee EMM automatically 
detects changes to things like the 
iPhone Configuration Profiles and 
other device status, automatically 
enforcing compliance without any IT 
administrative involvement. Compliance 
reporting provides audit evidence.

Home or other offsite workstations 
left unattended, risking improper 
access to ePHI

•	 Establish appropriate procedures for 
session termination (time-out) on 
inactive portable or remote devices. 
Covered entities can work with vendors 
to deliver systems or applications with 
appropriate defaults.

•	 Using McAfee EMM, the amount of 
time a mobile device can be idle before 
invoking the power-on password is 
configurable in the password policy
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Access Risk Possible Risk Management Strategies McAfee EMM Feature

Contamination of systems by a virus 
introduced from an infected external 
device used to gain remote access to 
systems that contain ePHI

•	 Install personal firewall software on 
all laptops that store or access ePHI or 
connect to networks on which ePHI is 
accessible

•	 Install, use, and regularly update virus 
protection software on all portable or 
remote devices that access ePHI

•	 Jailbroken or modified mobile devices 
like the iPhone disable the native 
capabilities that protect against this 
threat. McAfee EMM detects jailbroken 
mobile devices and prevents them from 
accessing IT services and corporate data.

Laptop or other portable device is 
lost or stolen, resulting in potential 
unauthorized/improper access to 
or modification of ePHI housed or 
accessible through the device

•	 Identify the types of hardware and 
electronic media that must be tracked, 
such as hard drives, magnetic tapes or 
disks, optical disks or digital memory 
cards, and security equipment, and 
develop inventory control systems

•	 Implement a process for maintaining 
a record of the movements of, and 
person(s) responsible for or permitted 
to use hardware and electronic media 
containing ePHI

•	 Require use of lock-down or other 
locking mechanisms for unattended 
laptops

•	 Password protect files

•	 Password protect all portable or   
remote devices that store ePHI

•	 Require that all portable or remote 
devices that store ePHI employ 
encryption technologies of the 
appropriate strength

•	 Develop processes to ensure appro-
priate security updates are deployed to 
portable devices, such as smartphones 
and PDAs

•	 Consider the use of biometrics, such as 
fingerprint readers, on portable devices

Using McAfee EMM:

•	 Compliance reporting by IT admin-
istrators is enabled to identify mobile 
devices accessing ePHI remotely

•	 Compliance reporting and enforcement 
tracks user compliance with security 
policies and prevents noncompliant 
access of ePHI

•	 Compliance enforcement ensures the 
mandatory use of mobile devices with 
always-on encryption, configured 
with power-on password for full data 
protection of ePHI, regardless of the 
source application (email, thin app, 
proprietary thick app)

•	 In addition, compliance is enforced on 
every transaction, in real time, without 
any burden on the IT administrator. 
McAfee EMM automatically detects 
changes to iPhone Configuration 
Profiles and other device status, 
automatically enforcing compliance.

•	 Compliance issues are remediated 
with automated, over-the-air (OTA) 
provisioning and management to 
deliver security policies and settings

•	 Reporting provides real-time snapshot 
of user compliance for auditing 
purposes

Use of external device to access 
corporate data, resulting in the loss 
of operationally critical ePHI on the 
remote device

•	 Develop processes to ensure backup of 
all ePHI entered into remote systems

•	 Deploy policy to encrypt backup and 
archival media

•	 Ensure that policies direct the use 
of encryption technologies of the 
appropriate strength

•	 McAfee EMM simplifies the configura-
tion of WiFi and VPN to facilitate 
the backup of ePHI stored on mobile 
devices via application servers

Loss or theft of ePHI left on devices 
after inappropriate disposal by the 
organization

•	 Establish ePHI deletion policies and 
media disposal procedures. At a 
minimum, this involves complete 
deletion, via specialized deletion tools, 
of all disks and backup media prior 
to disposal. For systems at the end 
of their operational lifecycle, physical 
destruction may be appropriate.

•	 McAfee EMM is able to deliver a remote 
“push” wipe of the entire device to 
ensure that ePHI is removed from the 
mobile device if it is lost or removed 
from service. In addition to device data, 
access configurations and credentials 
are removed to protect the integrity of 
the data center network.

•	 The wipe of the device is verifiable for 
auditing purposes

Table 1. CMS Guidance for HIPAA Security Compliance (continued)
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Access Risk Possible Risk Management Strategies McAfee EMM Feature

Data is left on an external device 
(accidentally or intentionally), such as 
in a library or hotel business center

•	 Prohibit or prevent download of ePHI 
onto remote systems or devices without 
an operational justification

•	 Ensure that the workforce is 
appropriately trained on policies that 
require users to search for and delete 
any files intentionally or unintentionally 
saved to an external device

•	 Minimize use of browser-cached data 
in web-based applications that manage 
ePHI, particularly those accessed 
remotely

•	 The McAfee EMM platform ensures that 
only security-compliant devices have 
access to ePHI

Data intercepted or modified during 
transmission

•	 Prohibit transmission of ePHI via open 
networks, such as the Internet, where 
appropriate

•	 Prohibit the use of offsite devices or 
wireless access points for non-secure 
access to email

•	 Use more secure connections for email 
via SSL, and then use the message-level 
standards such as S/MIME, SET, PEM, 
PGP, and others

•	 Implement and mandate appropriately 
strong encryption solutions for 
transmission of ePHI

•	 McAfee EMM manages the entire 
device and its services, including email, 
apps, PKI, WiFi and VPN. This ensures 
that all ePHI is only transmitted over 
secure OTA connections to the data 
center.

Contamination of systems by a virus 
introduced from an external device 
used to transmit ePHI

•	 Install virus protection software on 
portable devices that can transmit ePHI

•	 Jailbroken or modified mobile devices 
disable the native capabilities that 
protect against this threat. McAfee 
EMM detects jailbroken mobile devices 
and prevents them from accessing IT 
services and corporate data.

Table 1. CMS Guidance for HIPAA Security Compliance (continued)

Sample Security Policy
A best-practice security policy is provided in Table 2 to illustrate how IT can implement incremental 
degrees of security to protect ePHI. The sample policy describes what IT administrative capabilities are 
required to secure mobile devices like the Apple iPhone and iPad. In addition, the policy recommends 
encryption and password data protection for the entire device. This is essential, as Apple mobile devices 
support a variety of applications and access methods to enable users to access ePHI from anywhere.

Table 2. Best-Practice Policies to Protect ePHI

Policy Parameter  Data Protection Security Policy

Administrative
Support Functionality

General Administrative password for configuration profiles

Data Protection Encryption

Wipe method

Always on (iPhone 3GS)

Full device

User Authentication Password 4-character PIN, 5 attempts, wipe after failure, idle timer 5 
minutes.

Resource Control Camera On

Application Management Image lock

App Store

YouTube

Web browser

Off

On

On

On

Network Control VPN

WiFi

Configure

Configure
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Figure 1. Example of a large-scale deployment. 

Large-Scale Implementations
McAfee EMM can be deployed in a highly scalable environment that spans a large hospital system. 
Figure 1 shows a configuration that geographically may not match the typical hospital system, but it 
does illustrate how an organization can deploy McAfee EMM to support a regional healthcare system. In 
this approach, each domain’s EMM proxy enforces HIPAA compliance locally, while control of the overall 
system and management of mobile devices is done from a centralized web-based console. Policies are 
stored in a SQL database that is replicated among regions to keep all regions in sync.

Active Directory can be regionalized, or a single directory can be used to manage all domains. McAfee 
EMM delivers seamless integration with the enterprise’s Active Directory infrastructure and simplifies user 
management, enabling the use of group-based policies for operational tasks (such as device activation) 
and administrative role-based access control to the management console.

Conclusion
Today’s mobile devices—like the Apple iPhone and iPad—are much more powerful than PCs were just 
a few years ago, and they are a common way of accessing and storing ePHI. With robust auditing for 
HIPAA Security compliance, IT can no longer ignore these devices in their organization. The McAfee 
EMM solution provides healthcare IT with a simple platform that leverages existing IT infrastructure, 
training, standards, policies, and services to deliver a more efficient and proven end-to-end environment 
to secure, manage, and audit their mobile devices. For more information visit www.mcafee.com/
mobilesecurity/emm.

About McAfee, Inc.
McAfee, Inc., headquartered in Santa Clara, California, is the world’s largest dedicated security 
technology company. McAfee is relentlessly committed to tackling the world’s toughest security 
challenges. The company delivers proactive and proven solutions and services that help secure systems 
and networks around the world, allowing users to safely connect to the Internet, browse and shop the 
web more securely. Backed by an award-winning research team, McAfee creates innovative products 
that empower home users, businesses, the public sector, and service providers by enabling them to 
prove compliance with regulations, protect data, prevent disruptions, identify vulnerabilities, and 
continuously monitor and improve their security. http://www.mcafee.com.
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