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Smart about Smartphones Vol. 3 

Mobility in Healthcare: Results from the Road 
By Ajay Mishra, Co-Founder and Chief Customer Officer at MobileIron  

In the last month, I met with the CIO staff of ten hospitals and health care providers across the U.S. to 
understand the role mobility was playing in their IT and patient care strategies.  The common theme I heard 
was: 

“We have a lot of physicians who are #1 in their field.  They and their staff want the best tools available for both 
patient care and teaching.  They are bringing the coolest smartphones and tablets into the hospital, and now our 
CIO staff has no choice but to figure out how to secure and support them.”   

I also noticed that seven of these teams had members carrying iPads. 

After returning from my trip, I followed up with the teams I’d met and asked them three questions: 

1. What is your business driver for mobility? 

2. How are you planning to implement your mobile strategy? 

3. What keeps you up at night? 

Following is a summary of their responses. 

 

 

“What is your business driver for mobility?” 
I found the CIO staffs to be very forward thinking, with lots of ideas on how mobility could positively change 
their business.  Most had originally focused on regulatory compliance, with email as the “killer app,” but now 
their focus was shifting to innovation and ways to support the missions of the hospitals.  The two most common 
were: 

Offer best patient care 

• One patient rehabilitation site is planning to hand out an iPad to each admitted patient for internet 
access and entertainment during their long recuperative cycle. 

• Most organizations have already mobilized some communications (i.e., email) and reference apps (e.g., 
Epocrates), and are now looking at radiology, chronic disease management, and patient care 
applications.   

• There is substantial interest in the next generation of tablets (starting with iPad).  Though the interest is 
early, many of the organizations mentioned that they were at least thinking of bringing more of their 
laptop applications over to the new form factors. 
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Getting Ready for iPhone 4: Mobile Enterprise Apps Finally Arrive 

 

Attract the best talent 

• One teaching hospital told me that they are planning to offer iPhones or iPads to all their incoming 
medical students.  

• In most of the hospitals, IT is trying to get ahead of the physicians, since they are already being asked to 
support the latest and greatest smartphones and tablets. 

• Most firmly believe that the next generation of health care professionals will demand mobility, and it 
will be a competitive disadvantage to not offer it fully. 

“How are you planning to implement your mobile strategy?” 
Most organizations were still wrestling with the best way to manage mobility, set policies, and make decisions.  
All were attempting to do the following to prepare for the future: 

Design the right organization and process 

• Several teams had created a cross-departmental mobile task force chartered to create a workable 
mobile security policy. 

• In some organizations, the compliance/security team was now reporting to the CIO directly and was 
heavily involved in mobile policy. 

• In one hospital, each major department now had a director-level position responsible for regulatory 
policy and supervision, including HITECH / HIPAA.  Those individuals were now setting guidelines for 
mobility.   

Get visibility into what mobile assets are actually out there 

• A consistent refrain was “I need to track everything that connects to our network.” 

• In addition to BlackBerry and Windows Mobile, every hospital now had iPhones and at least a few 
Android devices – but they didn’t know the mix and quantity that was actually being used by physicians 
and hospital staff. 

• Without such visibility, these teams are finding it almost impossible to assess their security and 
regulatory exposure. 

Enforce and audit to comply with state and federal regulatory requirements 

• Most organizations had a relatively consistent interpretation of how HITECH / HIPAA might initially apply 
to mobility.  The three enforcement requirements on which they are focusing are: 

o Device wipe 

o Password policy enforcement 

o Data encryption 

• But there were also several additional requirements that the organizations viewed as being essential to 
manage mobility: 

o Inventory control 

o Remote configuration and management 
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Mobility in Healthcare: Results from the Road 

o Remedial action when devices are not compliant 

o Quick action when a device is lost 

• And finally, audit capabilities are being more seriously considered than they were at this time last year: 

o Periodic audit of risk events 

o Logging of lost devices 

o Logging of data movement and administrative actions 

Choose wireless operator carefully 

• With regard to performance, many of the hospitals have suffered from poor wireless service quality and 
coverage inside or near their locations and have had inconsistent success in addressing this with their 
wireless operator.  Some have deployed repeaters and additional infrastructure to help. 

• With regard to cost, buying power has been decreasing with the influx of employee-owned phones and 
services split across multiple operators.  Procurement and negotiation have become more difficult. 

• As a result, operator choice and relationship have a substantial impact on both the success and cost of 
the mobility strategy. 

Publish guidelines and train the staff 

• Most have realized that the majority of staff has limited awareness of mobile guidelines in the hospital. 
Therefore, many were publishing those guidelines actively. 

• In addition to publishing, a handful were also developing training programs for the staff, many of whom 
were quite new to mobility and, therefore, not well-educated on the topics of security and compliance.   

• I remember thinking, as they described their training plans, that this was perhaps the single most 
important task for every organization, though it was overlooked by most. 

“What keeps you up at night?” 
Mobility is moving faster, with more user pressure, than many expected one or two years ago.  No organization 
feels fully prepared, but these are the handful of “keep me up at night” concerns that were expressed most 
frequently: 

Platform diversity  

• Most are finding it hard to be fully responsive to user requests for different devices and operating 
system versions. 

• New smartphones are coming out more quickly, and it is difficult for an IT organization to keep up with 
the pace of consumer electronics. 

Compromise with unforeseen consequences 

• Because of the pace of change and the immaturity of the technology, many of the hospitals are finding 
that they have to make compromises on the security side to keep up with demand – saying “no” is 
usually not an option. 

• The teams I talked with had so far not suffered negative consequences from these actions, but all 
worried whether such an approach is sustainable and where the unforeseen holes might be. 
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Personally-owned devices 

• Physicians’ smartphones were the hardest to manage because many were personally-owned and most 
physicians were operating across multiple hospitals. 

• Balancing security vs privacy on such mobile devices requires both a set of policies and technical 
enforcement capabilities that these organizations are just starting to put in place. 

 

 

 

A lot is changing in the world of enterprise mobility, and healthcare is at the forefront.  I am gratified to see the 
level of engagement the organizations I met with had on this issue, because the challenges are many and the 
pace of change is shockingly fast.  But all feel mobility is essential to their IT and patient care strategies moving 
forward.  I am looking forward to seeing how their mobility strategies evolve over the next twelve months. 

 
About the author:  Ajay Mishra has been on the leading edge of mobility for the last 20 years.  He was part of the 
engineering team at Motorola that designed the world’s first commercial GSM handset in 1990.  Ajay later 
chaired the WLAN-Mobile Convergence (WMC) task force within the WiFi alliance, focused on launching new 
certifications for the industry.  He has also co-founded two mobile enterprise companies – Airespace in 2002 and 
MobileIron in 2007. You can reach him at amishra@mobileiron.com .    
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