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For Infrastructure & Operations Professionals

ExECUTIvE SUMMARy
I&O managers worldwide are significantly altering their mobile computing strategies. Why? Because 
the prevalence of consumer smartphones, maturing enterprise-class mobile applications, the upcoming 
wave of slates and tablets that will be folded into the mix, and empowered workers are all driving I&O to 
change how it supports mobile devices. I&O managers must meet the needs of workers while continuing 
to ensure that corporate data is properly managed and secured across all devices, regardless of who 
owns the hardware. Over the past six months, Forrester assisted 121 enterprise clients with developing 
or refining their mobile policy in an effort to meet these changing requirements. Forrester has identified 
15 best practices that I&O managers should use when crafting their new mobile policies. These practices 
keep corporate data secure, employees productive and happy, and costs down, while selectively 
embracing the consumerization of IT where appropriate.

THe evoluTion of mobile policies in THe empowered era

Forrester encourages infrastructure and operations (I&O) managers to take a three-step approach to 
defining their next-generation mobile computing strategies: 1) Assess the needs of the workforce; 2) 
invest in the right mobile device management and security solution; and 3) build or revisit the mobile 
policy. Through Forrester’s ongoing client discussions on mobile policies, we’ve assembled this list of 15 
best practices that I&O professionals should embrace:

1. Engage the business to understand their mobile requirements. Conducting IT and business 
stakeholder interviews can work well for infrastructure projects and applications driven by a top-down 
business need. But when it comes to discretionary technologies that employees use every day — such 
as computers, mobile phones, and voice and data plans — these techniques sometimes fail to capture 
the needs of a diverse workforce.1 As a result, Forrester recommends that firms survey their workforce, 
which is the most comprehensive and accurate technique for assessing what employees need from 
technology.2

2. Determine the varying levels of service and support options for the segmented workforce. Users 
have varying support needs, and not everyone should qualify for premium service and support 
from I&O. In fact, we’re seeing firms increasingly rolling out three tiers of service: 1) Tier one users 
qualify for corporate-liable devices and are provisioned with PIM and business applications; 2) tier 
two users qualify for personally owned devices that are “lightly” managed and supported by I&O; 
and 3) tier three users are free to connect their own devices with web-based PIM applications, but 
they don’t qualify for reimbursement of any kind nor are they supported by I&O.
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3. Reserve the right to manage all mobile devices with access to corporate resources like PCs. 
All mobile devices that connect to corporate resources — independent of who actually owns 
the hardware — must be managed at a similar level as I&O has traditionally managed corporate 
PCs.3 Require installation of the firm’s security profiles on the mobile device as a condition of 
access to corporate resources.

4. Protect the integrity and privacy of corporate data by isolating it from personal data. There 
are three predominant ways to isolate corporate data from personal data on mobile devices, 
including sandboxing it in a secure container, managing the native environment through a 
trusted approach that checks for policy compliance, and hosting it in a data center or public 
cloud and making it accessible via a desktop virtualization client.4

5. Enforce strong security policies that prevent data security breaches. Forrester recommends 
that I&O managers set a security baseline for all mobile devices. This starts with email, 
which must be encrypted in transit. From there, the combination of a minimum PIN length, 
prohibition of simple passwords, and autowipe thresholds ensures that cybercriminals can’t 
easily guess passwords without forcing the device to erase itself. Autolock and remote wipe 
features ensure that company secrets are less likely to be disclosed when a device is lost or stolen. 
And finally, policy removal prevention and refresh ensure that IT security policies can’t be 
circumvented and that they stay up-to-date.5

6. Consider disabling features and user activities in heavily regulated environments. More 
heavily regulated industries like financial services, insurance, healthcare, and public sectors may 
also consider preventing access to the camera, application stores, Internet browser, YouTube, 
and explicit content.6 Additionally, I&O managers at these organizations should consider 
tightening their password requirements, using hardware and application encryption, and 
implementing authentication policies.7

7. Extend acceptable use policies to all current and future mobile devices. Start with the 
standard employee code of conduct, but develop specific stipulations to govern the use of the 
new technologies such as smartphones and slates. Approach these stipulations based on specific 
risks with each new technology platform. For instance, when employees use personal devices 
like smartphones to access corporate data, they need to understand and accept the business 
responsibility associated with that “everywhere” access, which may necessitate a policy to wipe 
the entire handset when the employee leaves the organization.8

8. Determine a tiered reimbursement policy for voice and data services costs. This stipend is often 
only extended to a subset of employees with corporate-liable devices whose mobile voice and 
data needs and usage meet company requirements. Before implementing the stipend, identify the 
existing costs and define the cost savings target. Offer a stipend that motivates employees to feel 
invested in the device, and define the proration policy if someone leaves the company.
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9. Proactively monitor ongoing voice and data usage and expenses. As firms struggle to keep 
pace with consumer technology innovation, expense management often gets overlooked until 
it falls under the CIO’s purview. I&O managers who support mobile devices that are connected 
to corporate resources, boast larger display sizes, and deliver faster connectivity options should 
have in place a means to proactively monitor voice and data services expenses.9

10. Determine how users will be provisioned with enterprise-class applications. I&O managers 
are shifting their focus from provisioning workers with simple email and PIM applications to 
line-of-business applications, but they often lack tools to create secure applications that can be 
managed, deployed, and updated — and without any dependencies on consumer application 
stores. As IT develops their provisioning strategy, start with basic applications that every 
employee needs — email, collaboration, productivity, and communications — and then layer 
on dedicated applications — like sales, finance, and logistics applications — depending on the 
scenario.10

11. Require users to back up their own personal data. Your mobile policy should assert the right 
to wipe the device if it is lost or stolen or if the employee leaves the company. Require users to 
back up their personal data to prevent avoidable — and often personally traumatic — loss of 
data, such as contacts, messages, applications, audio, and video. Disseminate instructions on 
how users can back up their data on each of the supported mobile platforms.

12. Ensure that everything that falls outside of I&O’s technology control is baked into policy. 
The prospect of personal devices on company networks can pose difficult legal challenges if 
expectations are not set upfront, particularly in the European Union. Enterprises allowing 
personally owned devices should require employees to turn over their devices in the event 
of a legitimate investigation. For example, the US Department of Defense allows employees 
to use personal BlackBerry devices in certain cases, provided they “agree to forfeit the . . . 
[BlackBerry] when security incidents occur and to follow all required security procedures and 
install required software in order to protect the DoD network.”

13. Require users to understand and agree to an acceptable use policy. This needs to occur 
before they’re granted corporate access. The overriding goal of the mobile policy is to protect 
the integrity of the private and confidential customer and business data that resides on the 
device. The policy intends to prevent this data from being deliberately or inadvertently stored 
insecurely on a mobile device or carried over an insecure network where it can potentially be 
accessed by unsanctioned resources. A breach of this type could result in loss of information, 
damage to critical applications, loss of revenue, and damage to the company’s public image. 
Therefore, all mobile device users must agree to company-defined processes and regulations 
before being granted access to corporate resources.
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14. Address ramifications for noncompliance of corporate policies, and provide examples. 
Failure to comply with the mobile policy may result in the suspension of any or all technology 
consumption and connectivity privileges, disciplinary action, and possibly termination of 
employment. For example, the company should enforce: 1) usage infractions for not following 
security policy or not following local, state, or federal laws (e.g., texting while driving or 
not upgrading to proper software versions within a specific time frame); 2) fee-applicable 
infractions for excessive 411 usage, over budget warnings, or unauthorized replacements/
upgrades; or 3) HR-related usage infractions for downloading inappropriate material, not 
reporting lost or stolen devices, or overuse of the device for personal reasons.

15. Revisit the policy at least annually. The purpose of the mobile policy is to define standards, 
procedures, and restrictions for users who have legitimate business requirements to access 
corporate data from a mobile device. The policy applies to all hardware and related software 
that could be used to access corporate resources, even if the equipment is not corporately 
sanctioned, owned, or supplied. In order to keep it current, I&O managers should revisit their 
mobile policies at least annually and engage the business on an ongoing basis as changes are 
applied.

endnoTes
1 The smartphone landscape has evolved dramatically over the past 12 months. BlackBerry’s relentless assault, 

the iPhone’s maturation of management features, and Android’s device and carrier proliferation drive the 
evolution. This shift has had a profound effect on enterprise IT road maps. The days are numbered for 
limiting support to a single mobile operating system and not enabling workers with email and business 
resources on individually liable smartphones. Empowered workers are driving IT to support more mobile 
operating systems, but not all devices should be added to the “supported” list. Forrester recommends that 
over the next 12 months I&O execs prioritize their efforts on three mobile operating systems: 1) BlackBerry; 
2) iOS; and 3) Android. See the October 28, 2010, “The Mobile Operating System Wars Escalate” report.

2 To have a fact-based conversation about what your employees need from technology, you have to ask 
them. Field a survey when you absolutely must have the facts without bias. For a quick and dirty validation, 
interview IT stakeholders. To identify key issues, interview business managers and employees. Use focus 
groups to validate segments and gather valuable human intelligence. For major strategic investments, blend 
these techniques to get the most complete picture. These techniques are a valuable part of your assessment 
tool kit. See the September 27, 2010, “A Fact-Based Approach To Workforce Technology Needs Assessment” 
report.

3 As workers become increasingly distributed and mobile, work will no longer be confined to always-
connected devices. And as firms onboard this younger and more tech-savvy generation of employees 
(Millennials), who have loftier mobility expectations of IT than Baby Boomers, IT professionals are finding 
themselves supporting an increasing diversity of mobile devices, OSes, and applications, some of which 

http://www.forrester.com/go?docid=57272&src=57709pdf
http://www.forrester.com/go?docid=57121&src=57709pdf
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often conflict with established corporate standards and sourcing practices. IT is also facing heavy pressure 
to support personal and consumer-grade mobile devices and applications. As a result, firms are struggling 
to keep pace with a twofold challenge: 1) mobile device management, and 2) mobile security. See the 
October 21, 2009, “Twenty Mobile Device Management Best Practices” report.

4 IT managers are shifting away from a one-size-fits-all, corporate-liable smartphone model to one that: 1) 
includes support for at least BlackBerry, iOS, and Android, and 2) is much more open to individually liable 
devices connecting to corporate resources. This architectural shift will force IT and telecom managers 
to reevaluate their smartphone management solutions and services. See the August 26, 2010, “Market 
Overview: Smartphone Management” report.

5 Because every enterprise sets different high-water marks for the level of assurance it is willing to accept, 
we have divided device security policies into two sections: basic policies that every enterprise should 
implement and optional policies for enterprises with higher security requirements. See the August 2, 2010, 

“Apple’s iPhone And iPad: Secure Enough For Business?” report.

6 Configuration profiles for iPhone and iPad can enforce security settings that some enterprises might want 
to consider in cases where the company itself owns the devices. However, Forrester regards these policy 
options as excessive for employee-owned devices, and we recommend that you implement these policies 
only sparingly.

7 An enterprise might deploy applications that process protected health information (PHI) or nonpublic 
personally identifying information (PII). Security managers may also desire higher levels of authentication 
assurance than NIST 800-63 Level 1. In these cases, consider requiring stronger unlock passcodes, using 
hardware encryption, implementing certificate-based authentication, and using application encryption.

8 Employees are provisioning themselves with consumer and cloud technology. Forrester’s study of US 
information workers reveals that 37% are doing something with technology without permission. And 
not surprisingly, they’re doing it to get their work done better, using breakthrough initiatives like Twitter, 
customer service and incremental innovations like video training, partner collaboration in the cloud, 
or Facebook connections with customers. As a result, the enterprise risk landscape has changed and 
will change further. The question for you is how do you turn this phenomenon into business advantage 
while protecting the property and good name of your company? See the October 29, 2010, “Securing An 
Empowered Organization” report. 

9 The telecom expense management (TEM) market has changed considerably over the past two years. Market 
consolidation continues as weaker players either folded or were acquired. Almost all providers now support 
both fixed and mobile telecom. Traditional TEM providers have expanded their services into the business 
process outsourcing of bill verification and payment, supplier negotiation, sourcing consultancy, and 
mobile device management. The market is moving away from single-country service offerings to meet 
the needs of multinational corporations for a single global supplier. See the December 9, 2009, “Market 
Overview: Telecom Expense Management” report. 

http://www.forrester.com/go?docid=54586&src=57709pdf
http://www.forrester.com/go?docid=56659&src=57709pdf
http://www.forrester.com/go?docid=56659&src=57709pdf
http://www.forrester.com/go?docid=57240&src=57709pdf
http://www.forrester.com/go?docid=57557&src=57709pdf
http://www.forrester.com/go?docid=57557&src=57709pdf
http://www.forrester.com/go?docid=55137&src=57709pdf
http://www.forrester.com/go?docid=55137&src=57709pdf
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10 iPad has exploded onto the scene. Who could have imagined that a tablet (a category introduced in 2001) 
would capture the imagination of employees and IT alike? But it did, and it’s kicked off an arms race for 
smart mobile devices. Every day, a new tablet appears: Cisco Cius, Google Chrome OS tablet, Dell Streak, 
Samsung Galaxy Tab, RIM PlayBook, HP “PalmPad,” the list goes on. These post-PC devices will find a 
place in your company, but where? This short report introduces a simple framework to guide content and 
collaboration professionals through employee-fueled tablet scenarios and IT-led tablet projects. See the 
October 26, 2010, “How iPads Enter The Workforce” report. 

http://www.forrester.com/go?docid=57970&src=57709pdf

