
EXECUTIVE OVERVIEW  
Sales of mobile devices are robust, and Google Android 
has become the fastest growing mobile OS. Forty-six 
percent of U.S. smartphone owners report they have an 
Android device, according to the market research firm 
Nielsen.1 There are more than 300 million activated Android 
devices in the world, and more than 850,000 new devices 
are activated each day, according to Google.2  

Android is gaining momentum in the tablet market as well, 
with Amazon Kindle and Samsung Galaxy tablets driving 
the majority of sales. Android accounted for 39 percent 
of the tablet market at the end of 2011, with more than 
10.5 million Android tablets shipped, according to Strategy 
Analytics.3   

Android users have a reputation for being tech-savvy 
consumers, and increasingly, many people want to use 
their Android devices for work. However, enterprises have 
been slow to add Android to the list of approved mobile 
devices, largely because of unfamiliarity with the platform 
and concerns about securing and managing a fleet of 
Android smartphones and tablets. 

This white paper provides a technical introduction to 
Android, including an overview of the Android platform, 
software releases and getting applications, as well as core 
functionality, including storage, backup and restore, USB 
ports, and security. 

1 “More US Consumers Choosing Smartphones as Apple Closes the Gap on An-
droid,” Nielsen Research, January 18, 2011. http://blog.nielsen.com/nielsenwire/
consumer/more-us-consumers-choosing-smartphones-as-apple-closes-the-gap-
on-android/

2  “Google says 850K Android devices activated each day,” CNET, February 27, 
2012. http://reviews.cnet.com/8301-13970_7-57385635-78/google-says-850k-
android-devices-activated-each-day/

3 “Strategy Analytics: Android Captures Record 39 Percent Share of Global Tablet 
Shipments in Q4 2011,” BusinessWire. http://www.businesswire.com/news/
home/20120126005248/en/Strategy-Analytics-Android-Captures-Record-39-
Percent
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AN ANDROID PRIMER
Hundreds of hardware manufacturers, application developers and carriers are working together to make the Android plat-
form a huge success. The Android Open Source Project (AOSP) is responsible for developing and maintaining Android, 
and developers can freely customize and port the source code. 

Manufacturers can customize the Android software to meet their needs, so different manufacturers’ devices may look 
different and have different applications and capabilities. The open ecosystem has created a stunning array of Android 
smartphone and tablet devices. 

Ready for Business 
Early versions of mobile operating systems are typically focused on the consumer market. For example, the initial re-
leases of Apple iOS, Android, and Windows Phone all focused on providing a good consumer experience. Subsequent 
releases add enterprise features, such as password policy, remote lock and wipe, encryption, and e-mail provisioning. 

Android is following a similar path, as Google is adding more enterprise functionality with each release. The Android soft-
ware releases 2.2 (Froyo), 3.x (Honeycomb), and most recently, 4.0 (Ice Cream Sandwich), all added additional enterprise 
functionality (see Table 1). 

Release Key Enterprise Management Capabilities
2.2 Froyo (May 
2010)

•	 First release considered ready for the enterprise 

•	 Key enterprise management capabilities: password policy, remote lock and remote wipe

•	 Learn more about Android 2.2 Platform.
2.3 Gingerbread 
(December 
2010)

•	 No new enterprise management capabilities

•	 Refined the user interface, improved the soft keys and copy/paste features, improved gaming per-
formance, added SIP support and added support for near-field communications (NFC)

•	 Learn more about Android 2.3.2 Platform and Android 2.3.4 Platform.
3.x Honeycomb 
(February 2011) 

•	 Only available for the tablet form factor 

•	 Added encryption and additional password policies 

•	 3.0 added support for larger screen devices, new user interface features, multicore processors, 
hardware acceleration for graphics and system encryption

•	 3.1 added support for extra input devices, USB host mode, Google Movies and Books apps 

•	 3.2 added optimization for more screen sizes, a zoom-to-fill screen compatibility mode, the ability 
to load media files from the SD card and an extended screen support API

•	 Learn more about Android 3.0 Platform.

•	 Learn more about Android 3.1 Platform.

•	 Learn more about Android 3.2 Platform.
4.0 Ice Cream 
Sandwich (No-
vember 2011)

•	 Unified code base for tablet and smartphone form factors 

•	 Added Honeycomb features to smartphones, including encryption

•	 Added certificate management capabilities, camera lockdown, and developer interfaces for SSL 
VPN 

•	 Added facial recognition unlock, network data usage monitoring and control, unified social network-
ing contacts, photo enhancements, offline email searching, app folders and data sharing via NFC.

•	 Learn more about Android 4.0 Platform.

Table 1. Recent Android Releases
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Keeping up with Android Releases
A broad variety of Android devices and Android releases are available in the market today. Android is open source, 
so manufacturers may customize the Android operating system to suit the needs of their products and markets. When 
Google releases a new version of Android, the manufacturers must decide if and when to adopt the new release. 

For devices already in development, the manufacturer may decide to complete the development with an older version of 
Android. For devices already released, the manufacturer must decide whether or not to release a firmware update with the 
latest version of Android. 

In addition, the carrier, which typically provides the firmware update, must then decide whether or not to make the update 
available. Ultimately, the availability of a new version of Android for a specific device depends on both the manufacturer to 
provide updated firmware, and the carrier to distribute that firmware update to the device. 

As a result, many existing Android devices are not updated to the latest version of Android. Figure 1 shows that the major-
ity of devices accessing Google Play (previously known as Android Market) in April 2012 use the Gingerbread release. 
(Click here to see the most current distribution.) 

Figure 1: Sixty-three percent of Android devices accessing Google Play in April 2012 used the 2.3 Gingerbread releases.

And that lag may create concerns for enterprises that must make sure that employees conform to their policies for mobile 
security.

In contrast, Apple, which creates the hardware, operating system, and firmware updates, has greater control from end-to-
end, which results in a relatively rapid acceptance of new software. For example, 38% of iPhone users were running iOS 
5 within weeks of its release in November 2011.4  

To remedy this situation, Google and a number of Android phone makers and carriers formed the Update Alliance in May 
2011, which pledged timely operating system updates for at least 18 months following the introduction of a new device. 
The industry will see whether this promise will be honored.

Android Compatible
In the spirit of open source, anyone can use Android source code for any purpose, but to be part of the official Android 
ecosystem, device makers must participate in the Android Compatibility Program. The Android Compatibility Program 
defines the technical details of the Android platform and provides tools for original equipment manufacturers (OEMs) to 
ensure that developers’ applications run on the devices they manufacture. 

4  “iOS 5 adoption on iPhone nears 38%, but iPod touch lags behind at 12%,” Apple Insider, November 8, 2011. http://www.appleinsider.com/articles/11/11/08/ios_5_adop-
tion_on_iphone_nears_38_but_ipod_touch_lags_behind_at_12.html

4

http://developer.android.com/resources/dashboard/platform-versions.html


The Android Compatibility Program is a key step forward to making Android enterprise-ready. The program outlines three 
types of devices: the Google Lead Device, the Google Experience Device, and Open Devices (see Table 2). The Android 
Compatibility Test Suite (CTS) makes it easier for manufacturers and developers to ensure compatibility. 

Learn more about Android Compatibility Program. 

Google Lead Device Google Experience Device Open Devices
•	 Google works with a device manufacturer to deliver a lead 

device for new Android versions

•	 Known as “Pure Android, 100% Google,” the device runs 
the stock version of Android (no manufacturer or carrier 
customizations)

•	 Backed by Google but manufactured by another company

•	 Examples

•	HTC Nexus One

•	Motorola Xoom 

•	Samsung Nexus S 

•	Samsung Galaxy Nexus

•	 Majority of Android devices 
on the market

•	 Must pass compatibility tests

•	 OEMs can customize the 
user interface and other 
capabilities

•	 Must meet the Google Up-
grade Promise

•	 Examples:

•	Samsung Galaxy SII

•	HTC Rezound

•	Motorola Droid 4

•	 A highly customized 
version of Android

•	 No Google branding

•	 Examples:

•	Amazon Kindle 
Fire

•	Motorola ET1 
Tablet

•	Touch Revolution 
Microwave

Table 2. Android Compatibility Program

GETTING STARTED WITH ANDROID 
The first step to supporting Android in the enterprise is gaining a firm understanding of the fundamentals of setting up new 
accounts, safely installing applications, and knowledge of how storage, backup and restore, USB, location services and 
other capabilities function. 

Google Account 
When setting up an Android device for the first time, the device is optionally associated with a Google account. Adding a 
Google Account on the device enables several capabilities, including:

•	 Google Play
•	 Google Location Services
•	 Backup device data
•	 Maintain a search history, web browsing history

•	 Access to over 20 Google applications, including Gmail, Calendar, YouTube, Docs, and more

Enterprises may want workers to set up a Google Account specifically for work, rather than using a personal email and 
Google Account. Another enterprise consideration is the labor associated with setting up and maintaining accounts for a 
large number of workers. If one or just a few Google Accounts are used for all Android users, it can quickly become com-
plicated because the data and apps are shared across multiple workers’ devices. 

Opt-in Services 
Users can opt-in for Google services such as location, backup and restore. Google’s location services can be used to 
determine a device’s location. In addition, the backup service allows users to store the data on their mobile devices in the 
cloud, which makes it easy to restore. 

Enterprises and users may have privacy concerns about the ability to pinpoint the location of devices as well as storing 
personal and corporate data in the cloud. 
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Finding Apps
Android provides people with a broad variety of ways to get applications. Google Play has hundreds of thousands of ap-
plications, as well as music, books, movies and games. You can also find Android apps on the Amazon App Store, OEM 
markets such as Samsung, third-party aggregators such as AppBrain, and directly from developers. 

Most people download apps from well-known markets or enterprise app stores, which take steps to protect their custom-
ers from malware and other security risks. For instance, Google Play verifies application licenses and provides communi-
ty-based review of applications. Any app sold on Google Play must be digitally signed by the application’s developer, and 
this digital certificate is used to identify the application developer and to establish trust relationships between applications. 
In addition, the Google Play team periodically reviews applications to ensure compliance with Google Play policies. Non-
compliant applications are removed. 

Installing Apps and Permissions
When users install new apps, they must be involved in the installation process and explicitly accept the permissions 
requested by the app. During app installation, the user is shown a list of permissions that the app is requesting. This 
permissions list details the personal information this app has access to, such as email, contacts and calendar, as well as 
capabilities, such as SMS, location data, telephony functions and read/write access to storage, that the app wants to use. 
The user must explicitly accept the permissions to complete the installation. 

Many enterprises are concerned about the app installation process, because they know that most people don’t bother to 
read the end-user acceptance terms when installing applications—no matter what type of application. Even tech-savvy 
workers might overlook an app with excessive security permissions, which could open the door to a data breach. 

Businesses can take steps to mitigate this risk. Using an enterprise app store can ensure that users are directed to specif-
ic applications which have been vetted by the company. Using a whitelist can ensure that only the apps you’ve reviewed 
and approved will be allowed. 

Installing Apps from Sources Other Than Google Play
If the user installs an app from a source other than Google Play, they must explicitly allow apps to be installed from un-
known sources. This is done by selecting the Unknown sources option in the Android Settings  Applications menu. En-
abling Unknown sources is often a confusion point for enterprises, since they equate “unknown” with “unsafe.” But in this 
case, a company’s own enterprise app store would be considered “unknown,” that is, non-Google; therefore, Unknown 
sources must be enabled to install internally developed apps. 

Device Administrator
Devices with Android 2.2 and later have the Android Device Administrator API, which provides device administration 
features at the system level. The Device Administration API allows developers to create security-aware applications that 
are useful in the enterprise and to give IT managers more control over employee devices. For example, the API supports 
a variety of enterprise policies, such as enforcing passwords with an appropriate strength, password expiration dates, 
maximum failed password attempts, requiring storage encryption, and disabling the camera.

Applications that typically use the Device Administrator API include email clients, security applications that do remote 
wipe, and mobile device management applications. These applications will request the Device Administrator role, which 
must be approved by the user. If the user does not approve the role, the application will not be able to enforce policies 
and the user may not be able to synchronize data. 

Learn more about device administration.

Storage
Android devices generally have two types of shared storage: internal and external/removable. Different Android devices 
handle storage differently, depending on the release and the manufacturer’s design.
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When an Android device initializes, the first available storage is called the primary storage. This is typically the internal 
flash memory. The primary storage directory path is almost always /mnt/sdcard. Note that the use of sdcard in the 
path has NO bearing on whether a physical external SD card is in use on the system. In fact, the vast majority of devices 
have internal storage, so the primary storage directory path of /mnt/sdcard is for the internal storage. 

If additional storage is available, it is called secondary storage. This is typically an external SD card. The secondary stor-
age directory path varies by manufacturer. In some cases, it is a directory underneath /mnt/sdcard (examples include /
mnt/sdcard/external_sd, /mnt/sdcard/sd). In other cases, it is a directory under /mnt (examples include /
mnt/sdcard2, /mnt/external1, and /mnt/sd-ext).

For most modern Android devices with both internal and external storage, the primary storage is internal and the second-
ary storage is an SD card.

Starting with Honeycomb, onboard storage became mandatory (/mnt/sdcard) and the external storage path was standard-
ized as /mnt/external# (where # starts at 1 and increments for each additional external storage device). Android does not 
grant write access to the removable storage media, which means apps cannot write to /external#, nor can the files on it be 
removed on the Android device. An example of a device that implements it this way is the Motorola Xoom tablet (Google 
Lead Device). Devices that are not Google Lead Devices may or may not adhere to this standard. 

Backup and Restore
Google provides a backup service to save information associated with a device and restore that information to the same 
device after a device factory reset, or when changing to a new Android device. Information backed up includes contacts, 
email settings, system settings, and Wi-Fi network data. The backup is done to the Google cloud and is associated with 
the user’s Google account. The information can be restored to the same device or to another Android device associated 
with the same Google account. 

User must explicitly opt-in to the backup service, and the decision is on or off for the device. The settings to manage the 
backup service are found in Settings  PrivacyBack up my data (the actual menu option may be different on some 
devices).

The backup/restore system will backup some system settings and information. Some of the data that is backed up/re-
stored:

•	 Settings
•	 Wallpaper
•	 Wi-Fi network identities and passwords
•	 Spelling dictionary
•	 Latin IME settings
•	 NFC settings
•	 Most of what is visible in the Settings User Interface, with the exception of settings that are not applicable to all 

phones (such as APN definitions) and settings that have security implications (including USB debugging enabling 
and screen lock PIN/password).

•	 Applications
•	 Some Gmail settings
•	 Calendar settings
•	 Browser settings (including bookmarks)
•	 Google Play store data
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Some of the data that is NOT backed up/restored:

•	 Screen lock PIN/password
•	 USB debugging enable/disable setting
•	 CDMA or GSM network configuration
•	 SMS and call records

Some apps may use the backup service to maintain their own settings and copy persistent application data to the Google 
cloud. Developers must build their apps to use this service, and it is generally not viewable what is backed up. The backup 
service can be used by developers for their apps, but many developers do not take advantage of this capability.

Enterprise IT managers may find the backup service useful to back up user data to the cloud in case of loss and when 
upgrading users to new Android devices. Mobile IT administrators should also consider the following:

•	 The backup service is not designed for synchronizing application data with other clients or saving data that users 
may want to access during the normal application lifecycle. 

•	 Users or administrators cannot read or write backup data on demand and cannot access it in any way other than 
through the APIs provided by the Backup Manager. 

•	 Data backup is not guaranteed to be available on all Android devices. 
•	 Backup data cannot be read by other applications on the device. However, because the cloud storage and trans-

port service can differ from device to device, Android makes no guarantees about the security of your data while 
using backup. Users and Mobile IT administrators should always be cautious about using backup to store sensitive 
data, such as usernames and passwords.

Learn more about data backup on Android.

C2DM 
Android Cloud-to-Device Messaging (C2DM) is a service that enables applications to use Android’s cloud and messag-
ing capabilities. It is similar to the Apple Push Notification service (APNs). Specifically, C2DM helps developers send data 
from servers to their applications on Android devices. 

The C2DM service provides a simple, lightweight mechanism that servers can use to tell mobile applications to contact the 
server directly and fetch updated applications or user data. C2DM handles all aspects of message queuing and delivery to 
the application running on the device. With the C2DM service, the application doesn’t need to maintain an open connec-
tion to the server, which conserves battery life and lowers the data overhead.

Google C2DM operates between the device and the Google C2DM servers over mtalk.google.com (IP addresses may 
vary) and port 5228/TCP.

Learn more about C2DM. 

USB Port
USB is used to connect accessories such as docking stations, card readers, kiosks, digital cameras, keyboards, game 
controllers — and of course, removable drives. Users may connect their Android device to a computer via USB and trans-
fer files between the two. 

In addition, developers can use the USB port to access the Android Debug Bridge (adb), which is intended for debugging 
applications during development. adb can be used to communicate with an emulator or connected Android device. It can 
be used to run shell commands on a device, manage port forwarding on an emulator or device, or copy files to or from an 
emulator or device. 
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Many enterprises are concerned about the security risks of having a USB port on Android devices. Although having the 
ability to transfer files via a removable drive is convenient, it’s also a way for malware to infect devices or for employees to 
misappropriate corporate data. 

Location and Maps
Android provides location services that applications can use to determine the device’s location and register for updates. 
When you use a location-enabled Google service, Google collects and processes information from GPS, network connec-
tion (Wi-Fi and cell tower), and sensor data to determine your location. The user can turn location services on or off. 

Location services can be used to locate the device if it is lost or stolen. However, tracking the location of the device (and 
the user) can be a privacy concern for some organizations and geographical regions. For instance, in Europe, location 
data from mobile phones is afforded the same protection as the communication itself. 

SECURITY
Security Architecture
Without a doubt, security threats are escalating. As more people use mobile phones and tablets for high-value activities 
such as banking and payments, mobile devices become an increasingly lucrative target for criminals. Malware for Android, 
as for all mobile OSs, is rising in both volume and sophistication. 

Android was designed to have rigorous, multilayered security with an expectation that attackers will use social engineer-
ing and malware to compromise the user and the device. The platform itself is designed to protect user data and system 
resources and to provide application isolation. Android provides security at the operating system level through the Linux 
kernel. 

 
Figure 2: Android Security Architecture

With Android, each application runs a distinct system identity, and parts of the system are also separated into distinct 
identities. Android thereby isolates, or sandboxes, applications from each other and from the system. This means applica-
tions must share resources and data by declaring the permissions they require. The Android system prompts the user for 
consent at the time the application is installed (using the permissions model discussed earlier in the paper). Android has 
no method to grant permissions dynamically at run-time because it complicates the user experience to the detriment of 
security. That means an attacker must compromise the security of the Linux kernel to break out of an application sandbox. 
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Communications between components in the application or between applications themselves take place via intents. An in-
tent is an abstract description of an operation to be performed or a description of something that has happened and is be-
ing announced. The Android system finds the appropriate activity, service or broadcast based on the Intent. Using Intents 
allows services and applications to communicate dynamically while maintaining the isolation provided by sandboxing. 

For instance, if the user finds a restaurant on Yelp, and then wants to create a reservation, the Yelp app broadcasts a 
reservation intent. Any application on the device, which can process that intent, is made available to use. In this scenario, 
the user would be given the option to create the reservation using the OpenTable app. 

Learn more about the Android security architecture.

Learn more about Android security and permissions. 

Encryption
Android 3.0 and later provides file system encryption, which prevents unauthorized access to stored data without the 
user’s device password. (Note that the SD card is not encrypted.) All user data can be encrypted in the kernel using AES 
with 128-bit encryption with CBC and ESSIV:SHA256. The encryption key is also protected by AES-128 except for the S/
Key (or one-time password), which is derived from the user password. 

A user must choose to encrypt his or her device and enter a password to begin. The device checks to see that the bat-
tery has a full charge and the AC adapter is plugged in, so there is enough power to finish the encryption process. If the 
phone or tablet runs out of power before the encryption is complete, then it must be factory-reset (using commands on the 
phone) and all of the data will be lost. 

Once the encryption process is finished, the user must enter his password to decrypt the device any time it is rebooted. 
There is no way to recover a forgotten password. If the user forgets his or her password, the phone must be factory-reset 
and all data is lost. 

Note that some apps, such as TouchDown by NitroDesk, encrypt the data written to storage and are not dependent on the 
device for this capability.

Learn more about Android encryption.

Rooting 
Rooting an Android device is the equivalent of jail-breaking an iPhone. A small number of users may want to root their 
phones so they can alter system applications and settings, run apps that require administrator-level permissions, or per-
form other operations that are otherwise inaccessible. 

When a user roots an Android phone, he or she has bypassed all security measures provided by Android. Rooting the 
phone breaks the application sandbox model, internal security, and privacy controls. The user has direct access to ap-
plications and encrypted data on a rooted phone. It adds up to a major security risk for enterprises. Root detection is an 
essential component of a mobile device management solution. 

Learn more about rooting.

MANAGING ANDROID IN THE ENTERPRISE
MobileIron is working closely with Google, application developers, and device manufacturers to allow enterprises to man-
age Android devices as part of their Mobile IT initiatives. MobileIron is taking a three-pronged approach to deliver mobile 
enterprise device and application management across the broadest set of Android devices, by: 

•	 Working closely with Google, app developers, and ODMs to advance the core Android capabilities, such as encryp-
tion, e-mail provisioning, and application management
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•	 Leveraging our purpose-built, multi-OS architecture to support the multiple flavors of Android (and other leading 
mobile OSs) on a single management console

•	 Creating new technical approaches to hide fragmentation from the user and IT so that the broadest set of Android 
devices can be used by the company

•	 People are ready to use Android in the enterprise, and with solutions from MobileIron the enterprise will be ready 
for Android. 

More Information is available at www.mobileiron.com/android.

•	 5 Steps to Android in the Enterprise
•	 BYOD Android Toolkit
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