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This Vendor Spotlight discusses the growing use of consumer devices in the enterprise and the 
challenges organizations face. In addition, this document discusses mobile device management (MDM) 
and how cloud-based MDM is an ideal fit for this space. This Vendor Spotlight also takes a look at 
Fiberlink, a provider of cloud-based MDM. Finally, this paper offers some advice to enterprises looking 
for MDM solutions to tame the consumerization of IT. 

The Mobile Device Explosion 

Mobile consumer devices have taken the world by storm. Smartphones lead the pack with worldwide 

shipments of roughly 305 million in 2010 and an estimated CAGR of 26.4% from 2010 to 2015, but 

tablets are also gaining strength with close to 18 million units shipped in 2010. Although the majority 

of these devices are targeted at consumers, the use of consumer devices in the enterprise is 

growing, and IDC believes this trend will continue. Because consumers carry these devices at all 

times, they want to be able to leverage the connection for both work and play — and they expect that 

the mobile enterprise application experience will mirror the slick mobile consumer application 

experience. 

The mobile device explosion has given rise to an important concept now impacting businesses 

worldwide — the consumerization of IT. This has become a full-blown trend that IDC believes will 

impact any company with mobile workers. Interestingly, because tablets look more like a traditional 

PC form factor, companies are finally beginning to realize that these devices need to be managed. In 

addition, it appears that this awareness is broadening to smartphone devices as well. 

If workers are to access critical company applications and information, individually owned devices 

(also referred to as individual-liable, or IL, devices) must be folded into the corporate IT infrastructure. 

This trend is a huge positive for business — increased mobility generally increases productivity, and 

use of the IL model can save a company money. 

However, workers are accessing company applications on their personal devices, and many IT 

departments have no way of managing these devices. In some cases, IT might not even know the 

devices exist! From provisioning to security to management, these enterprises now must figure out a 

way to ensure that IL devices are properly integrated with corporate IT infrastructure and at the same 

time respect user privacy. The simple fact is that these mobile devices must be managed, giving rise 

to the growing use of MDM tools. 
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MDM in the Enterprise 

While many companies are excited about the possible cost savings of individual-liable mobile 

computing, if the devices are not managed properly, the enterprise faces a whole new set of 

concerns and costs. And, adding new device types to manage adds another layer of complexity that 

IT may not be properly equipped to deal with. So companies will likely want to evaluate new MDM 

systems that can manage a multitude of device types. 

IT departments will want to immediately evaluate how much of an additional burden will be on them to 

manage the influx of individual-liable devices, in addition to the existing corporate-liable devices. 

Because of this, they may want to consider an MDM solution that allows for some end-user self-

service capabilities. IT will need to understand how the MDM offering fits into the existing device 

management and security infrastructure. And, naturally, organizations must strike a balance between 

manageability and privacy. Therefore, IT may want to look at solutions that allow for separation of 

corporate and personal data/applications.  

MDM is a way to help enterprises gain control of their growing mobile device population. Typically, 

enterprise MDM solutions provide the standard features found in all desktop administration solutions, 

such as maintaining hardware and software inventories, performing software distribution, managing 

antivirus scan files, and enabling remote control for systems diagnostics. But enterprise MDM 

solutions also must include advanced functions that address the unique needs of mobile and wireless 

users. These solutions often include support for the following features: 

 Over-the-air (OTA) provisioning and configuration 

 Remote lock and full wipe 

 Selective wipe of corporate data 

 Policy management (password, encryption) 

 Real-time device monitoring 

 Location information 

 Enterprise application management 

MDM solutions manage devices in specific ways based on company policies. They can provide proof 

of compliance for regulatory and other audit needs through extensive reporting capabilities. These 

solutions can also provide reporting on carrier usage, group costs, usage patterns for individuals or 

groups, and even how applications are used. 

Application management is emerging as an important area that MDM solutions can help address. In 

the past, corporate-liable smartphones would have collaborative applications such as email, calendar, 

IM, and maybe a few other business applications that were pushed down by the enterprise. In today's 

environment, end users can easily download any number of applications from app stores or through 

the Web. On a corporate-liable mobile device, these additional applications can drive up costs by 

increasing data usage, as well as increase the risk of viruses that can put sensitive corporate data at 

risk and render the device itself noncompliant. 

For both individual- and corporate-liable devices, MDM can add functionality such as the ability for IT 

to whitelist or blacklist applications so that end users may download only those applications on the 

approved list. For individual-liable devices, IT departments can choose MDM solutions that allow 

them to manage the device more granularly so that they can manage only corporate applications. 
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Moreover, the creation of applications has grown beyond mobile email. Software developers, or their 

partners, are providing mobile front ends to enterprise applications, such as ERP and CRM. In addition, 

mobile workers are using social networking as a business tool. So today, many enterprises see MDM as 

a management tool to gain control of a company resource. But IDC predicts that MDM will become a 

necessary solution that provides a secure link between traditional business processes and the mobile 

worker equipped with a smartphone, tablet, or laptop, or, most likely, some combination of the three. 

Another area MDM can help enterprises manage is cost control of mobility deployments. Some 

features that are being added to MDM solutions are device usage tracking that may include voice, 

SMS, and data traffic; the ability to set policies around roaming or being able to send notifications to 

end users that they are approaching their limit on minutes, texts, and so forth; and the ability to run 

analytics and reports. This is even more important if mobile service providers decide to move to tiered 

pricing within the enterprise as they already have with consumers. This ability for MDM providers to 

help manage costs provides an additional layer of value to these solutions. In the future, MDM could 

serve as a broader platform for mobility life-cycle management. 

Delivering MDM from the Cloud  

Similar to other enterprise software implementations, multiple deployment models are available for 

mobile device management software. While each company will choose the deployment model that 

best fits its needs, there are some unique benefits to deploying mobile device management in a 

software-as-a-service (SaaS) model. SaaS is a service delivery model made up of a utility computing 

environment in which unrelated customers share a common application and infrastructure that is 

managed by an ISV or a third-party service provider, and code, or intellectual property (IP), of the 

service is typically owned by the SaaS ISV. 

The model provides access to and consumption of software and application functionality built 

specifically for network delivery and hosted, provisioned, and accessed by users over the Internet. 

Creation and delivery of SaaS services rest on the growing adoption of two key tenets, virtualization 

and multitenancy, to construct and deliver SaaS and cloud services built with technologies based on 

Internet standards, using a business model and architecture of shared services. 

For SMBs that lack the IT staff required to maintain IT infrastructure, a cloud-based MDM solution is a 

natural choice. However, larger companies may also prefer to leverage this type of solution due to its 

scalability. Today, many organizations are in the early stages of their mobility deployments, but as 

these rollouts begin to prove their value, the number of mobile workers will grow accordingly. 

Investing in a cloud-based solution offers these companies the opportunity to keep expanding the 

mobile workforce without having to worry about increasing the infrastructure spend as well.  

Another challenge that cloud-based MDM solutions are well-poised to handle is the rapid pace of 

mobility innovation — from both the device perspective and the software perspective. MDM applications 

must be able to control a wide range of applications and features on a range of devices and different 

operating system types. When deployed using a SaaS model, MDM offers the flexibility needed to keep 

up with the ever-changing fleet of personal and company mobile assets. For example, as a new feature 

is added to the MDM solution, that update is instantly available to each tenant instead of the customer 

having to wait for the vendor to send a software update to each company.  

Using the actual public and private networks that mobile workers already use allows for rapid 

deployment of applications and upgrades and enables the necessary per-device security measures. 

As mobile devices increasingly become the target of choice for hackers and distributors of malware, it 

will be imperative to have a solution in place that ensures security software is kept up to date. In 

addition, with the changing nature of mobile technology, a true cloud-based management approach 

enables the service provider to meet the needs of the enterprise on an ongoing basis and provides 

the appropriate licensing flexibility.  



©2011 IDC 4 

Considering Fiberlink 

Fiberlink was formed in 1991 and has a 20-year history of providing endpoint management solutions 

for mobile workers. Fiberlink's initial business focused on integrating connectivity and data services 

for enterprises, including remote access service (RAS) and managed virtual private network (VPN) 

services for mobile workers. As the use of laptops and other mobile computing devices rose in the 

enterprise, the company expanded its product offerings to include laptop and desktop management 

with a concentration on endpoint security and wireless services. 

In 2008, Fiberlink introduced a multitenant, cloud-based MDM solution to embrace the complete suite 

of enterprise mobile devices. Its MaaS360 platform is a cloud-based solution that provides a single 

portal for IT operations and security personnel to monitor and manage mobile devices, users, 

applications, and data. It also includes robust reporting and analytics capabilities for auditing and 

compliance. 

In 2010, Fiberlink expanded the MaaS360 platform to include support for smartphones and tablet 

devices. Today, Fiberlink manages over 1 million devices at more than 700 global companies across 

all industries. Customers include Hyatt, World Bank, GSA, Mizuno, Shell, Pepsi, UBS, and AGCO. 

Fiberlink's go-to-market strategy includes a direct sales force as well as channel partners such as 

service providers, major systems integrators, value-added resellers, distributors, and consultants. 

These firms market, deploy, and support MaaS360 solutions around the globe. 

Fiberlink calls its approach to MDM "Mobility as a Service" (MaaS) and offers on-demand tools to 

help its customers connect, control, and secure tablets, smartphones, laptops, and other mobile 

devices in the same way that SaaS providers offer their solutions. As a cloud service built on a 

secure, multitenant architecture, MaaS360 does not require customers to install servers or deal with 

ongoing maintenance associated with on-premise solutions.  

Through its cloud-based approach to mobility, Fiberlink is able to deliver continual enhancements on 

the MaaS360 platform, giving users access to the latest features and allowing them to consume the 

features much faster and easier than they could with traditional premise-based solutions. This can be 

an important advantage in mobile IT, where the pace of change is fast and having to wait for 

upgrades can be time consuming and risky.  

Fiberlink supports all major mobile device platforms, such as iOS, Android, and BlackBerry, as well 

as any other devices connected to Lotus Notes Traveler or Exchange ActiveSync. Aside from its 

exclusively cloud-focused approach, another key differentiator includes Fiberlink's ability to provide a 

single console to manage PCs, Macs, and a wide variety of smartphone and tablet platforms. 

MaaS360 for MDM includes the following capabilities:  

 Device enrollment with a built-in acceptable use policy form, OTA configuration, security policy 

management, real-time reporting, remote lock and wipe, and a self-service portal 

 Integration with Microsoft Exchange ActiveSync, Microsoft Active Directory, Microsoft Office 365, 

Lotus Notes Traveler, BlackBerry Enterprise Server, and internal enterprise certificate authorities 

that is provided through its MaaS360 Cloud Extender product 

 More advanced enterprise mobility features, including an enterprise application catalog for iOS 

and Android devices, application and document management functions, and an automated 

compliance engine 

 Mobility Intelligence dashboards for actionable insights and detailed views of mobile device 

operations and compliance  
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Challenges 

However, Fiberlink does face some challenges. With the types of devices and operating 

environments growing and changing constantly, keeping up with the speed of mobility is a daunting 

task. Fiberlink must continue to demonstrate its capabilities with real-world examples and strive to 

stay ahead of the technology curve. In addition, Fiberlink needs to continue to educate its potential 

customers on how its cloud-based approach offers unique advantages to keep up with the fast-

moving pace of the mobile environment.  

As the trend toward the consumerization of IT has continued to gain popularity, competition in the 

MDM space has increased. Vendor viability is also important in this market, and Fiberlink needs to 

differentiate itself from other MDM providers, especially by taking advantage of its financial strength 

and deep functional and technical expertise in managing mobile PCs for the enterprise.  

Conclusion and Essential Guidance 

The consumer excitement about smartphones and tablets has created a huge challenge for 

enterprises as mobile workers insist that they be allowed to access company applications and data 

from their personal devices. This consumerization of IT is a double-edged sword. Many of these 

devices are purchased by the worker, lessening capital expenditures for the enterprise.  

However, organizations now must find a way to manage a broader range of devices linking in to 

corporate applications and accessing sensitive company information. As a result, enterprises are 

turning to mobile device management to create a secure, policy-based environment for mobile 

workers to use their leading-edge devices as another tool to improve efficiency. 

In addition, IDC sees a growing parallel between the enterprise trend toward cloud-based SaaS and 

the use of cloud-based MDM. Cloud-based services are a natural solution, as the majority of the 

devices that need to be managed already are linked to the cloud. These services, along with the 

following recommendations from IDC, will help enterprises quickly come to grips with the 

consumerization of IT. 

First, enterprises must determine what role their own IT will play in managing mobile devices and 

when they will use a third party. This includes determining what devices and applications are 

acceptable to the organization and how they will be delivered and supported. 

Due to the changing nature of the mobile market, IDC believes that dedicated MDM providers are a 

good choice because they are devoting all of their resources to this task. When selecting an MDM 

vendor, organizations should pick one that supports a broad range of devices and operating 

environments. Of critical importance, enterprises should ensure that their MDM provider offers 

security solutions that match company policies. 

Enterprises should also determine how much self-service provisioning they will allow and work with a 

vendor that has the flexibility to meet their needs, because they will change over time. Finally, 

enterprises that are looking for an alternative to an on-premise solution should consider working with 

an MDM vendor that offers a true cloud services model. With a cloud services approach, enterprises 

can take advantage of the inherent flexibility and scalability of this model; in addition, enterprises can 

also achieve further economies of scale because the same delivery mechanisms that are already in 

place for mobile devices can be utilized for MDM solutions. 

To the extent that Fiberlink can meet the challenges described in this paper, IDC believes the 

company has significant opportunity in the MDM market. 
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