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Distributing more software 
to more endpoints—more 
effectively
IBM Endpoint Manager delivers a comprehensive 
approach for complex environments

Highlights
●● ● ●Quickly deploy applications to distributed 

endpoints across the organization

●● ● ●Ensure near error-free distribution of key 
business tools

●● ● ●Consolidate tasks to reduce management 
workload

●● ● ●Eliminate overhead and costs associated 
with maintaining software distribution 
scripts and other manual processes

When it comes to distributing software across thousands of machines, 
free tools are not without administrative and labor costs, focused point 
products may not be able to properly manage complex environments,  
and conventional “push” solutions can run at a snail’s pace trying to  
get through bandwidth bottlenecks (potentially decimating production 
network performance in the process). Administrators can be left strug-
gling to manage tools rather than supporting the organization.

Instead, administrators need a comprehensive approach to effectively 
deploy applications across the organization—including off-the-shelf, as 
well as internally developed software and updates that desktops, servers, 
roaming laptops and the host of other endpoints that today’s distributed 
organizations require. They need a solution that can quickly deliver  
applications to employees wherever and whenever they need them, 
reduce management workload and complexity, and ensure near error-free 
distribution of key business tools.

IBM Endpoint Manager for Lifecycle Management, built on BigFix® 
technology, gives you a single, comprehensive software distribution tool 
that allows you to consolidate deployment tasks across multiple platforms 
for the full range of distributed endpoints. Integrated with the solution’s 
additional policy-based management capabilities, including asset discov-
ery and inventory, patch management, operating system deployment and 
remote desktop control, it provides a cost-effective and high-performance 
alternative to the limitations of point tools.
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IBM Endpoint Manager can eliminate the expensive adminis-
trative overhead and costs associated with writing, updating  
and managing scripts that point solutions often require. It  
also often improves the software distribution success rate and 
enhances visibility into the entire distributed environment—
including virtualized environments supported by Microsoft 
Application Virtualization (App-V)—from ensuring configura-
tion compliance to reporting on software utilization. At the 
same time, it can overcome bandwidth and resource limitations 
associated with keeping hundreds of thousands of endpoints 
current and optimized to drive business success.

A distributed approach is required to 
meet distributed needs
The free installation tools that software companies provide with 
their products not only provide limited functionality, they also 
do not satisfy a large percentage of software distribution needs, 
including deploying packages to endpoints, checking and 

remediating prerequisites and performing post-installation tasks 
such as configuration changes or “top off” patches. Point tools 
are not much better, as they typically assume that the endpoints 
that will be receiving software are connected to the same high 
bandwidth enterprise network that contains the distribution 
server. This, however, is an increasingly unlikely scenario  
in today’s distributed environments that include Internet-
connected mobile devices and endpoints connected via low 
bandwidth, highly latent wide area networks.

In these traditional scenarios, deployments can be slow due to  
a lack of scalability, and a lack of bandwidth controls can cause 
bandwidth bottlenecks, impacting business-critical operations. 
A lack of visibility into success or failure, coupled with high  
failure rates, also results in inaccurate software inventory data 
and high costs. As a result, these approaches are no longer 
acceptable.

From a single, centralized console, administrators can quickly, easily and confidently distribute applications across the entire enterprise.
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The IBM Endpoint Manager approach can fully automate most 
of the software distribution process, even supporting self-service 
portals where users can request software installations them-
selves. It can increase first-pass install success rates to greater 
than 95 percent—reducing administrative overhead, saving 
money and increasing service levels accordingly. More effective 
software distribution can help increase license compliance by 
ensuring that users receive only the software to which they are 
entitled, and it can reduce help desk overhead by decreasing the 
numbers of software installation requests and problems.

Ensuring success with bandwidth 
throttling and prerequisite resolution
The software distribution capabilities of IBM Endpoint 
Manager for Lifecycle Management provide a reliable solution 
designed to distribute software packages to endpoints anywhere, 
anytime, over virtually any network link. Precise bandwidth 
controls allow large installation packages to be “trickled” to the 
endpoint, ensuring that network links and user endpoints are 
not affected during the transfer. Once the package has been 
completely received, users may be given the option to install the 
software immediately or defer installation to a more convenient 
time. Installations can also be scheduled for a specific time to 
support endpoints with defined maintenance windows.

These efficiencies are made possible by IBM Fixlet® technol-
ogy, which is a policy that IT administrators create with an 
easy-to-use wizard, and then invoke via the IBM Endpoint 
Manager console to manage the software distribution process. 
Fixlet technology provides intelligence that not only ensures  
the right applications are delivered to the right devices; it can 
also ensure that endpoints meet required prerequisites before 
initiating the software installation process.

A prerequisite, for example, that a particular version of 
Microsoft .NET or Java be in place for successful deployment 
of new software, can prevent an automated installation, necessi-
tating manual intervention before the installation can proceed. 
The IBM Endpoint Manager approach ensures that necessary 
prerequisites are automatically installed if (and only if) needed, 
while those endpoints that meet all of the prerequisites proceed 
directly to the software installation.

The result is a significantly enhanced software distribution  
success rate—to greater than 95 percent in most cases, with  
little manual intervention required.

The App-V client deployment dashboard displays a summary of App-V cli-
ent deployments, including installed versions and configuration settings.
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Saving time and money globally

IBM Endpoint Manager can improve software distribution in any 

industry, anywhere:

●● A global hotel chain based in the Washington, DC, area dis-
tributed software updates to its locations as far away as 
Kuala Lumpur with no noticeable impact on the network.

●● In a large HMO, new devices automatically become active 
within a group and inherit the baseline characteristics of 
that group. Devices then are automatically configured with 
the appropriate settings, and the appropriate applications 
are installed—dramatically decreasing the provisioning time 
required for new devices.

●● An energy company using IBM Endpoint Manager to per-
form a licensing true up saved tens of thousands of dollars 
in software licensing fees when it discovered significant 
amounts of unnecessary software installed on laptops.

Technology innovation keeps software 
moving
Adding still more value with its approach to the software  
distribution process, IBM Endpoint Manager provides a range 
of leading capabilities to meet today’s business software needs, 
including:

Policy-based distribution
IBM Endpoint Manager can intelligently distribute software 
based on endpoint characteristics, grouping defined baseline 
configurations that determine whether a device should receive 
specific software. For example, when a new device becomes  
part of a group or a device changes state and becomes active 
within a group, it inherits the baseline for that group and all 
relevant software packages are automatically downloaded and 
installed. The process further reduces network bandwidth usage 
by eliminating distribution of software packages to devices that 
do not need them.

Elimination of coding and scripting
With many solutions, software distribution involves complex, 
multi-step script and code writing. These manual, multistep 
processes, however, can increase the likelihood of errors and 
drive up costs. IBM Endpoint Manager requires no code  
writing or scripting, whether the endpoint is running  
Microsoft Windows, Linux, UNIX or Mac operating systems. 
IBM Endpoint Manager administrators can use wizards to sim-
plify the software distribution process by walking administrators 
through the process of creating Fixlets for both commercially 
available and internally developed applications.

Bandwidth throttling
For high-latency, low-bandwidth networks that stretch to  
environments such as satellite offices or retail stores,  
IBM Endpoint Manager can dynamically throttle the use of 
endpoint bandwidth to ensure software distribution does not 
slow network performance and reduce end user productivity. 
The IBM Tivoli® software can be configured to consume no 
more than a specified percentage of actual available bandwidth 
based on policies and defined characteristics such as the type  
of asset, version of software, type of payload or any combination 
of these properties.

User self-provisioning
IBM Endpoint Manager allows administrators to create  
portals where end users can self-provision authorized software. 
Additionally, as administrators define distribution policies, they 
also can create “offers” that appear as pop-ups on devices that 
give end users the choice to accept, define or defer a software 
installation. This flexibility in distribution can improve both 
user satisfaction and IT efficiency. Allowing software distribu-
tion according to user needs and preference rather than a mass, 
simultaneous deployment further reduces the load on network 
bandwidth.
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Faster, better software patching

Software patching is a related key function also made more effective 

by IBM Endpoint Manager. Chichester School District in Pennsylvania, 

with more than 2,000 Microsoft Windows desktops and 50 Microsoft 

Windows servers in a six-school network, recently distributed, 

installed and validated patches on 1,000 machines in approximately 

an hour—a process that would have taken a week using its previous 

tool. And the district achieved a 99 percent first-pass success rate—

a marked improvement over its previous tool’s 50 percent average.

Dynamic relay selection
IBM Endpoint Manager enables rapid software deployment 
through the use of relays—managed assets such as workstations 
or shared servers that act as proxy points between a remote set 
of machines and the management server. Functioning as cach-
ing points for distributing software packages to downstream 
devices, relays can greatly reduce the network workload across 
globally distributed and low-bandwidth environments. Dynamic 
relay selection increases efficiency further by enabling managed 
devices to find the closet relay, even when connecting through 
an open Internet connection such as a wireless hotspot.

Massive scalability
While most software distribution tools can scale as the  
enterprise grows, this scalability comes at a high cost and can 
require a substantial investment in additional infrastructure. 
IBM Endpoint Manager, by contrast, eliminates the need  
for server-based processing and layers of hierarchical servers, 
instead supporting software distribution to hundreds of thou-
sands of globally distributed endpoints in a dynamic network 
environment with a single server. Even in the largest distribu-
tions, time to implementation typically can be measured in 
days—enabling rapid time to value.

Virtualization support
IBM Endpoint Manager supports the distribution and manage-
ment of Microsoft App-V packages without the need for a sepa-
rate App-V server infrastructure. Using the same distribution 
tools and processes as non-virtual packages, it can configure and 
maintain App-V clients, configuration profiles and packages to 
reduce infrastructure cost and maintenance time. An App-V 
deployment wizard creates tasks for installing and configuring 
App-V clients. With this wizard, administrators can easily  
specify and upload client installers for use; they can also set up 
and apply configuration templates as policies.

For more information
It’s easy to take the next step to better software distribution. 

You can learn more about IBM Endpoint Manager by contact-
ing your IBM sales representative or IBM Business Partner, or 
by visiting the following website: ibm.com/tivoli/endpoint

You can download a free trial of IBM Endpoint  
Manager for Lifecycle Management, with its software  
distribution capabilities, enabled for up to 30 endpoints  
for 30 days. Simply visit the following website:  
ibm.com/developerworks/downloads/tiv/endpoint

You can get a video overview of IBM Endpoint Manager  
for Lifecycle Management at the following website:  
ibmtvdemo.edgesuite.net/software/tivoli/demos/
TEM_LifecycleMgmt_Intro

You can download the IBM Endpoint Manager Buyer’s Guide 
at the following website:
ibm.com/common/ssi/cgi-bin/ssialias?infotype=PM&subtype= 
RG&appname=SWGE_TI_PA_USEN&htmlfid=TIO14008USEN& 
attachment=TIO14008USEN.PDF

http://www.ibm.com/tivoli/endpoint
http://www.ibm.com/developerworks/downloads/tiv/endpoint
http://www.ibmtvdemo.edgesuite.net/software/tivoli/demos/TEM_LifecycleMgmt_Intro
http://www.ibmtvdemo.edgesuite.net/software/tivoli/demos/TEM_LifecycleMgmt_Intro
http://www.ibm.com/common/ssi/cgi-bin/ssialias?infotype=PM&subtype=RG&appname=SWGE_TI_PA_USEN&htmlfid=TIO14008USEN&attachment=TIO14008USEN.PDF
http://www.ibm.com/common/ssi/cgi-bin/ssialias?infotype=PM&subtype=RG&appname=SWGE_TI_PA_USEN&htmlfid=TIO14008USEN&attachment=TIO14008USEN.PDF
http://www.ibm.com/common/ssi/cgi-bin/ssialias?infotype=PM&subtype=RG&appname=SWGE_TI_PA_USEN&htmlfid=TIO14008USEN&attachment=TIO14008USEN.PDF
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You also can arrange through your IBM sales representative  
a free proof of concept, which will enable you to compare  
IBM Endpoint Manager’s capabilities with your incumbent 
solution.

About Tivoli software from IBM
Tivoli software from IBM helps organizations efficiently  
and effectively manage IT resources, tasks and processes to 
meet ever-shifting business requirements and deliver flexible 
and responsive IT service management, while helping to  
reduce cost. The Tivoli portfolio spans software for security, 
compliance, storage, performance, availability, configuration, 
operations and IT lifecycle management, and is backed by 
world-class IBM services, support and research. For more 
information on Tivoli software from IBM, visit: ibm.com/tivoli

Additionally, IBM Global Financing can help you acquire the 
IT solutions that your business needs in the most cost-effective 
and strategic way possible. We’ll partner with credit-qualified 
clients to customize an IT financing solution to suit your busi-
ness goals, enable effective cash management, and improve your 
total cost of ownership. IBM Global Financing is your smartest 
choice to fund critical IT investments and propel your business 
forward. For more information, visit: ibm.com/financing
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