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Investing in the right mobile device management and security solution is important for all IT decision-makers. But 
it’s even more crucial for the education industry over the next 12 months because the number of post-PC devices, 
such as slates, tablets, netbooks, and smartphones, has already eclipsed traditional PC devices, such as desktops and 
notebooks. With this surge in post-PC devices that do less but do it in more places, IT managers no longer have the 
authority to veto the use of mobile devices or limit use to a specific brand or operating system. As a result, Forrester 
recently found that more than 80% of IT decision-makers within the education industry have already implemented 
or are planning on implementing mobile device management solutions that can scale across all devices, regardless 
of who actually owns the hardware (see Figure 1). 

Figure 1 
Extending Mobile Management To All Devices Is A Top Priority For IT Managers Serving Educational Institutions 

 
Base: 55 North American IT decision-makers within the education industry 

Source: A commissioned study conducted by Forrester Consulting on behalf of Fiberlink, December 2010 

Consumer-grade smartphones and slates in particular pose a difficult challenge to IT managers within the 
education industry that they must overcome —soon. Meeting these management, security, and cost challenges is 
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critical as more and more educational institutions provision their incoming students, teachers, and administrative 
staff with smartphones and slates. Increasingly, many schools and universities are providing access to school-owned 
slates in learning environments, such as libraries and labs, and phasing out printed textbooks altogether by 
delivering lecture notes, audio files, background documentation, and textbooks through custom applications (see 
Figure 2). With these mobility and consumerization of IT trends already largely prevalent today, there’s never been 
a better time for IT managers to revisit their mobile device management and security investment. 

Figure 2 
As Displays Grow And Touch Becomes Standard, Schools Are Mobilizing Applications To Boost Productivity 

 
Base: 55 North American IT decision-makers within the education industry 

Source: A commissioned study conducted by Forrester Consulting on behalf of Fiberlink, December 2010 

PCs, slates and tablets, and smartphones in schools and universities are filled with sensitive student, medical, and 
financial information that could reap major rewards for hackers and thieves. Through collaboration tools, web 
browsing, and network vulnerabilities, educational institutions are at risk of a data security breach that could 
ultimately cost more than $1 million in data loss notifications and remediation services. For educational 
institutions, securing sensitive data is of the utmost importance. In fact, 95% of security decision-makers within the 
education industry reported data security as a top IT priority over the next 12 months (see Figure 3). 
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Figure 3 
Data Security Is The No. 1 IT Security Priority Among IT Managers Serving The Education Industry 

 
Base: 82 North American security decision-makers within the education industry  

Source: Forrsights Security Survey, Q3 2010 

Because nearly all colleges and universities accept credit cards as a form of payment for tuition, room and board, 
textbooks, and other services, higher educational institutions are required to comply with Payment Card Industry 
Data Security Standard (PCI DSS) standards. Many institutions have implemented a multilayered security solution 
not only to comply with these standards but also as an industry best practice to secure critical systems and sensitive 
data. Unfortunately, mobile devices often get overlooked or fall between the cracks as educational institutions 
increasingly add support for personal devices. To help schools secure sensitive data and maintain regulatory 
compliance, IT directors are prioritizing mobile device management and security investments to more effectively 
monitor and control the proliferation of mobile devices found on and off campus. This represents a radical change 
as the industry has historically lagged others in enforcing mobile management and security controls (see Figure 4). 

Traditionally, IT managers have had to cobble together behind-the-firewall management solutions — many of 
which they have found to be too complex and expensive, required significant backend infrastructure investments, 
or needed professional services assistance to install and configure — that all too frequently lacked support of key 
mobile devices that students, teachers, and administrative staff really desired. On top of these challenges, three out 
of every four IT decision-makers reported that they have to invest 20 or more hours every week on supporting 
mobile devices (see Figure 5). 

IT managers within the education industry are committed to finding a more efficient strategy. As a result, schools 
are increasingly turning to cloud-hosted mobility-as-a-service solutions that are quicker to deploy and that deliver 
on key functionality, including strong password policies, full disk encryption, remote lock/wipe, asset and activity 
visibility and management, and application control, across all types of mobile devices including laptops, 
smartphones, netbooks, and slates and tablets. 

49%

46%

51%

61%

60%

22%

28%

24%

26%

35%

Managing information risk

Cutting costs and/or increasing efficiency

Business continuity/disaster recovery

Managing vulnerabilities and threats

Data security 

High priority Critical priority

“Which of the following initiatives are likely to be your firm’s/organization’s top IT 
security priorities over the next 12 months?”

(Top five results)



Forrester Consulting 

Building An Effective Mobile Device Management Strategy For Education 

Page 4 

Figure 4 
The Education Industry Lags In Mobile Management And Security Protections 

 
Base: 714 North American security decision-makers 

*Base: 34 North American security decision-makers within the education industry 

Source: Forrsights Security Survey, Q3 2010 

Figure 5 
Mobile Device Management And Support Consumes Too Many IT Resources Within The Education Industry 

 
Base: 55 North American IT decision-makers within the education industry 

Source: A commissioned study conducted by Forrester Consulting on behalf of Fiberlink, December 2010 
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Methodology 
This Technology Adoption Profile was commissioned by MaaS360 by Fiberlink. Forrester leveraged its Forrsights 
Security Survey, Q3 2010, isolating responses from security decision-makers at educational institutions in North 
America. Forrester Consulting supplemented this analysis with custom survey questions asked of 55 IT decision-
makers within the education industry in North America to determine their adoption plans for mobile device 
management and security. The supplementary survey was conducted in December 2010. For more information on 
Forrester’s data panel and Tech Industry Consulting services, go to www.forrester.com. 

About Forrester Consulting 
Forrester Consulting provides independent and objective research-based consulting to help leaders succeed in their organizations. Ranging 
in scope from a short strategy session to custom projects, Forrester’s Consulting services connect you directly with research analysts who 
apply expert insight to your specific business challenges. For more information, visit www.forrester.com/consulting. 
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resources. Opinions reflect judgment at the time and are subject to change. Forrester®, Technographics®, Forrester Wave, RoleView, TechRadar, 
and Total Economic Impact are trademarks of Forrester Research, Inc. All other trademarks are the property of their respective companies. For 
additional information, go to www.forrester.com.  
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