
University of Washington Medicine Thwarts 803,000 
Zotob Attacks in Week-Long Attack at World-Renown 
Medical Center

This degree of security must extend throughout UW 
Medicine’s huge Gigabit network that supplies 
20,000 users via 136 subnets at UW Medicine’s 
two principal hospitals: the 450-bed University of 
Washington Medical Center, rated by U.S. News 
and World Report as the nation’s ninth best hospital, 
and the 413-bed Harborview Medical Center, which 
serves as the disaster control center for King County. 
At both centers, multi-vendor Gigabit networks support 
on-line patient charting and radiology, real-time video-
conferencing, and vital medical devices like heart-
monitors and diagnostic equipment.

After a disruptive assault from the MSRPC worm in 
2003, UW Medicine introduced BlackICE Firewalls 
and Snort Intrusion Detection systems for its subnets, 
but the systems failed to provide pervasive protection 
against malicious attacks. Nor could they indicate 
where on the network a threat originated, making 
it difficult and time consuming for IT staff to identify 
and cleanse infected departments before worms and 
viruses spread further. Most importantly, however, 
these security solutions did not deliver pervasive 
protection in advance of threats, leaving UW 
Medicine vulnerable to evolving cyber attacks.

To safeguard its network and the patients it serves, 
UW Medicine sought a powerful security solution 
that could continuously protect its high-throughput 
network without compromising network performance. 
The security system needed to be cost-effective and 
interoperate transparently with UW Medicine’s 
multivendor infrastructure.

Why HP TippingPoint
In the summer of 2004, UW Medicine’s IT team 
began analyzing competing security solutions and 
read a series of reviews on how the award-winning 
TippingPoint Intrusion Prevention System (IPS) provided 
the pervasive, proactive protection it required for 
similar institutions.

“The testimonials convinced us the TippingPoint IPS 
could thwart attacks in advance, and we decided 
to give it a try,” confirmed Cindy Jenkins, security 
engineer, UW Medicine. “After test-driving the 
TippingPoint IPS, we found that it was the only solution 
that met our need for pervasive protection in advance 
of exploit. After seeing the number of threats the 
TippingPoint IPS was blocking, we didn’t dare uninstall 
it and purchased the test model on the spot.”

Benefits: Blocks 803,000  
Zotob Exploits
With the TippingPoint IPS at its gateway portal, UW 
Medicine today blocks two million-plus attacks weekly 
— including potentially devastating worms, viruses, 
Trojans, Web server assaults, Denial of Service (DoS) 
floods and a host of other malicious activity. Recently, 
however, UW Medicine faced its most serious threat 
to date, a massive attack from Zotob worms, the latest 
virus to have gone global. The Zotob worms have 
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The Challenge
At University of Washington Medicine (UW 
Medicine, http://www.uwmedicine.org), delivering 
world-class patient care involves more than the 
expertise of its nearly 1000 physicians. It also 
requires a healthy network — one safe from 
hackers, worms, viruses, and spyware that can 
compromise the performance of the organization’s 
life-critical applications or the federally mandated 
confidentiality of its medical records.
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wreaked havoc in networks at CNN, ABC, and The 
New York Times, with global outbreaks also reported 
in Germany and China.

Thanks to the TippingPoint Digital Vaccine® automatic, 
real-time inoculation service, UW Medicine was 
protected in advance of the Zotob invasion.

On August 9, 2005, the MS05-039 Plug and Play 
vulnerability was announced in the monthly Microsoft® 
Security Bulletin, issued on the second Tuesday of 
every month. Within hours, HP TippingPoint issued 
a Virtual Software Patch through its Digital Vaccine 
automatic update service. This filter was designed to 
protect against potential attacks on the vulnerability, 
and was automatically distributed to customers’ 
devices. At the time of the vulnerability announcement, 
there were no known attacks, but experts on the HP 
TippingPoint Digital Vaccine security research team 
feared a worm would evolve, and stated such in an 
August 9 press statement:

“The Plug and Play service running on Windows® 
2000 could be exploited by attackers to obtain 
complete control over a vulnerable system. Since 
Windows 2000 still enjoys a wide deployment, 
a network worm targeting this vulnerability could 
cause widespread damage,” said Rohit Dhamankar, 
manager of the Digital Vaccine security research team. 
“TippingPoint’s Virtual Software Patches delivered 
through the Digital Vaccine service are the best 
solution to expedite early protection for vulnerabilities 
prior to the emergence of an exploit.”

On August 11, just two days after the vulnerability 
was announced, the exploit code for MS05-09, which 
led to the Zotob worm, was posted on the Internet. 
This exploit was automated on August 13, becoming 
the Zotob worm, exploiting the Plug and Play buffer 
overflow vulnerability so that it opened a back door 
on a compromised system and started an FTP server. 
The worm also disrupted the regular anti-virus update 
to the infected system.

By Monday, August 15th between 4:00 and 5:00 
p.m., the TippingPoint solution blocked a remarkable 
160,000 Zotob threats in a single hour at UW 
Medicine. As the week unfolded, the TippingPoint IPS 
thwarted a total of 803,000 Zotob attacks without 
allowing a single one to penetrate the network.

Since the first appearance of Zotob, there have been 
several variants of the worm, which have the added 
capabilities of sending spam and infected e-mails. 
With one security filter, HP TippingPoint effectively 
blocked the original Zotob worm, its subsequent 
variants, and the other family of worms that have since 
exploited the same Microsoft vulnerability including 
IRCBot, EsBot, and Bobax. Zotob, itself, has over 10 
variants now. A new trend that has been observed is 
as soon as a reliable exploit is published, the exploit 
is incorporated into existing worm families. This 
increases the infection probability for an enterprise 
many-fold.

“Our Security Team put an unprotected Windows box 
on the network as a trial,” asserted Jenkins, “and the 
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time to infection was eight seconds. Because this bot 
worm attacks neighboring devices on the network, the 
infection rate could have been disastrous if even 100 
of those 803,000 attacks had penetrated the system. 
Up to half of our network could have been infected 
in no time, and it might have shut down our hospitals 
or severely impaired patient care. The worm could 
easily have infected medical devices, putting patients 
at risk. It is a good thing we were protected by the 
TippingPoint IPS.”

Although not a single Zotob attack infiltrated 
the TippingPoint IPS, users with infected laptops 
inadvertently brought the worm into the UW Medicine 
network. Again, the TippingPoint IPS instantly detected 
it and reported the IP address of the offending device, 
allowing IT staff to remove and clean the system 
before it could do damage.

The TippingPoint IPS also protected UW Medicine 
from the costly clean-up from episodes like the MSRPC 
attack, also known as Blaster, it experienced in 2003. 
Although UW Medicine was able to keep its two 
hospitals fully functional, its entire 11-member IT-staff, 
along with four specially hired engineers, labored five 
full months to cleanse devices on its network, costing 
UW Medicine hundreds of thousands of dollars. Had 
the TippingPoint IPS been deployed, the healthcare 
organization would have been completely protected.

“Over the past year, the TippingPoint IPS has given us 
continuous protection against cyber threats, improving 
network performance and minimizing risks,” explained 
Jenkins. “But when an all-out onslaught that has 
damaged networks around the world comes kicking 
at your gateway, the TippingPoint IPS has proved it’s a 
terrific security solution. I can’t imagine how we could 
survive without it.”

* The products referenced in this publication were developed and sold by 
3Com, H3C, or TippingPoint, which were acquired by HP in April 2010. 
Many references to HP herein refer to 3Com, H3C, or TippingPoint or those 
products acquired from 3Com, H3C, or TippingPoint and not the HP product 
line generally.
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