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Abstract
The objective of network-based telephony is to integrate IP telephony and traditional data services onto a shared 
infrastructure without compromising the security of either the voice or the IP network. A layered defense is 
essential. A comprehensive risk mitigation strategy must be implemented in combination with native IP telephony 
features and standard network security measures.

Failure to implement an IP telephony security framework is likely to expose company security breaches and 
service disruptions, leading to expensive reactive measures.

The following key threats must be addressed:
	 •	Malicious	degradation	of	voice	service	(denial-of-service	[DOS],	virus,	and	hacker	attacks).
	 •	Intrusion	of	other	network	services	facilitated	by	IP	telephony	implementation.
	 •	Non-authorized	or	fraudulent	use	of	IP	telephony	equipment.

The	most	threatening	attacks	for	VoIP	service	providers	and	enterprises	are	those	that	can	degrade	the	quality	of	
voice,	thus	rendering	the	service	useless.	The	simplest	way	to	achieve	voice	quality	degradation	is	through	DoS	
and	Distributed	Denial	of	Service	attacks	[DDoS].	Although	internet	connected	networks	have	been	suffering	from	
DoS and DDoS attacks for at least six or seven years, today’s security solutions still struggle to effectively detect 
and, more importantly, to effectively mitigate these attacks without blocking legitimate traffic at the same time.

VoIP communication brings another dimension into the security challenge by introducing both control (signaling) 
and content (voice) parallel channels which together form the VoIP service1.

The dependence of these channels on one another drastically increases the risk that VoIP service can be 
damaged, as each one of the channels has its own vulnerabilities. It doesn’t matter which vulnerability is being 
exploited because, in the end the attack renders the whole service useless.

Taking these aforementioned threats into account, in addition of the known inherent IP infrastructure 
vulnerabilities, effective protections for VoIP service are essential for every VoIP service provider, and for any 
organization	that	leverages	or	plans	to	use	IP	telephony	as	part	of	their	ongoing	business	operation.

This paper provides a brief introduction to VoIP and outlines the major security threats to VoIP networks. It also 
provides an explanation of the technological challenges that these threats raise and the detection and prevention 
technologies	that	are	required	in	order	to	confront	these	threats	effectively.

Finally there is a description of Radware’s DefensePro providing diverse attack prevention technologies for VoIP 
networks	and	their	vital	task	in	maintaining	safe	and	high	quality	VoIP	service.

What is VoIP
Internet Protocol was specifically designed to efficiently route data. Traditional phone networks open up a 
dedicated	circuit	that	cannot	be	used	for	any	other	purpose	for	the	duration	of	the	call.	On	the	other	hand,	IP	
breaks up the voice stream that makes up a call into packets of data that cross the network independently and 
reunite at their destination. The result is that many more calls can share the same amount of bandwidth, creating 
a tangible benefit for the operator.

1 Actually there are a few dimensions that form the VoIP service, including DNS, RADIUS, and other supportive services, that need to work in 
concert in order to provide an efficient VoIP service, but this is out of the scope of this paper.
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VoIP Protocols
VoIP service is enabled through two types of protocols; the Signaling Protocol and the Voice Media Transport Protocols.

There	are	two	major	signaling	protocol	suites	that	dominate	today:	Session	Initiation	Protocol	[SIP]	and	H.323.

The voice media transport is almost always2	handled	by	a	Real-Time	Transport	Protocol	[RTP]	and	RTCP.

Besides	these	protocols,	VoIP	service	requires	a	large	number	of	supporting	protocols	used	to	ensure	quality,	
allow software upgrades, provide name resolution, and more.

The SIP forms a framework which sole purpose is to establish sessions. SIP messages are ASCII encoded similarly 
to	HTTP	or	SMTP,	making	them	more	lightweight	and	flexible	than	other	signaling	protocols	(such	as	H.323).

H.323	on	the	other	hand,	is	an	ITU	protocol	suite.	The	H.323	standard	provides	a	foundation	for	audio,	video	and	
data communication across IP-based networks.

Both protocol suites rely upon supplementary protocols in order to provide voice services.

Both	protocols	utilize	TCP	and	UDP	and	both	open	a	minimum	of	five	ports	per	VoIP	session	(call	signaling,	two	
RTP and two RTCP). Both protocols offer comparable features but they are not directly interoperable.

H.323	has	traditionally	led	the	market;	however	SIP	is	rapidly	displacing	H.323.	Therefore,	in	this	paper	we	will	
focus	on	the	VoIP	applications	that	utilize	the	SIP	signaling	protocol.

VoIP Architecture
Over	the	past	few	years,	a	need	was	identified	for	a	protocol	that	would	enable	participants	in	interactive	gaming,	
videoconferencing, chatting and other media.

SIP was developed as the solution that that would provide a standard set of rules to define how computers would 
interact with each another.

Users of voice, messaging and media programs are not always easy to locate. They often use different computers, 
and may log on through different accounts and user names, at different locations. SIP identifies users no matter 
from where or how they connected to the program, through use of a variety of network components. Proxy servers 
are	used	to	connect	users	through	registering	and	directing	requests	to	the	user’s	location.

The	Real-Time	Transport	Protocol	[RTP]	is	used	to	transport	real-time	data	across	a	network,	thus	managing	the	
transmission of multimedia over IP networks.

The RTP header includes information about the media, such as how the data should be reconstructed, and 
provides information about the codec bit streams.

In order to understand how this works, let’s look at a basic VoIP architecture and the associated network 
components that allow the establishment of a call and the media exchange:

2 There are other protocols (such as SCTP – Stream Control Transmission Protocol) that were proposed and certified by the IETF but these are 
less in use.
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Registrar Proxy Server

User Agent

Figure 1 Registration Process

As we can see in Figure 1 Registration Process,	before	a	user	can	make	a	request	to	start	communication	with	
another client, each participant needs to register with a Register server. In order to do that, the User agent sends 
a	SIP	Register	request	to	the	SIP	server	which	is	responsible	for	the	registration	service.	Once	the	registration	
is accepted, the Registrar adds the SIP and IP addresses that the user provides. These details represent the 
“location” of the user.

SIP Address (SIP URIs) – SIP uses addresses that are similar to email addresses. 

The URI shows the domain where the user’s account is located, and a host name or phone number that represents 
the user account.

Figure 2 Session Flow through Proxy Server

In	general,	requests	and	responses	from	users	are	initially	made	through	an	SIP	proxy	server.

As we can see in Figure 2, the call is established in the following way:

1.  User A sends an Invite SIP message through the SIP proxy to User B, using the SIP URI of user B.
2.  The SIP proxy server checks with the location service (registrar server) to determine the IP address of the  
	 client	being	invited	for	a	call.	The	ability	to	find	the	location	of	users	requires	the	proxy	server	to	be	capable	of	 
 translating the user name into an IP address. In the interest of simplicity, Figure 2 includes one SIP proxy  
 server but it should be noted that session setup messages usually pass thorough multiple SIP proxy servers,  
 according to the recipient’s user domain name, in order to reach the end point – the call recipient.
3.		 After	retrieving	the	location	information,	the	proxy	server	passes	the	invite	request	to	user	B.
4.  User B then responds back to the proxy server. The response of user B represents his availability, i.e., his  
 opportunity to accept or refuse the call invitation.

Proxy ServerRegistrar

User A User B

2

1 3
4

5

6
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5.  In return the SIP proxy server passes the response back to the call initiator, User A During all this time, the  
	 users	and	the	proxy	server	exchange	these	requests	and	responses	using	the	Session	Description	Protocol	 
	 [SDP],	which	includes	all	the	information	that	is	required	to	establish	a	voice	channel	between	the	two	users
6.		 Once	this	process	is	completed,	and	both	clients	receive	an	acknowledgment	from	the	SIP	proxy	server,	a	 
 voice session can be created between the two users’ agents (A and B). Now, users A and B can use RTP to  
 transfer media directly between them, without the mediation of the SIP proxy server. 
 
 For more detailed information about SIP and RTP protocols please refer to RFC’s 3261 (SIP) and 3550 (RTP).

Figure 3 describes a basic VoIP network:

Figure	3	Basic	VOIP	Network

As mentioned previously, VoIP communication involves more voice related and supportive protocols such as: RTSP 
(Real Time Streaming Protocol), RSVP (Resource Reservation Protocol), SDP (Session Description Protocol), DNS, 
DHCP	and	others.	Detailed	information	about	these	protocols	can	be	found	in	the	associated	RFC’s	as	specified	in
Table 1.

Table	1	-	VOIP	Related	and	Supportive	Protocols

Protocol RFC number

DNS 1034,1035

DHCP 2131

RSVP 3936

SDP 3266, 3605

The VoIP Market & Standards
IP telephony adaptation is ramping up dramatically for a number of reasons; IP switches are cheaper and can offer 
more	features	than	traditional	Private	Brach	Exchange	[PBXs],	VoIP	technology	has	overcome	its	quality	obstacle,	
and	traditional	PBXs	and	related	Telco	equipment	is	nearing	its	end-of-life.	As	a	result,	VoIP	has	become	attractive	
to	organizations	and	to	broadband	end	users	as	they	try	to	get	maximum	value	from	their	existing	infrastructure.	
Replacing circuit–switched voice with packet switched voice within the enterprise and at home across broadband 
connections is the current market trend.

SIP
Proxy Server

Registrar
(Location)

SIP Users

SIP Users

SIP
Proxy Server

Internet
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Having	said	this,	and	taking	into	consideration	the	points	made	about	VoIP	protocols	in	the	previous	section,	VoIP	
standards	are	still	not	properly	stabilized	and	adopted.	Proof	of	this	is	that	the	major	VoIP	equipment	vendors	use	
multiple protocols, or variations of the same protocol, for the same purpose.

However,	as	is	the	normal	maturity	process	of	every	new	and	evolving	market,	VoIP	standards	will	be	quickly	established	
in the form of a single or very few protocols that all vendors will adapt in order to allow ”transparent” interoperability.

Because VoIP service aims to connect everyone to everyone, as in the case of mail and web services, VoIP 
hardware	and	software	components	(e.g.,	Servers,	IP	phones,	Session	Border	Controller	[SBC’s],	etc)	will	eventually	
have to adopt one standard that will enable very simple connectivity between all Voice over IP end points.

As mentioned in the former section, there are still a few signaling control protocols that are used by the VoIP 
industry.	However,	according	to	market	dynamics	and	several	analyst	groups,	during	2007	vendors	will	replace	their	
proprietary protocol and will put all their “eggs” in the SIP basket.

Speaking on both Industry standards adaptation and market growth forecasts, below are some representative 
analyst	quotes:

	 •	 IDC3	expects	that	the	number	of	U.S.	subscribers	to	residential	VOIP	services	will	grow	from	3	million,	back	
	 	 in	2005,	to	27	million	by	the	end	of	2009.
	 •	 	According	to	Infonetics4	Research	firm	study:	“…	SIP	has	become	so	ubiquitous	to	VoIP	services,	in	fact,	that	
	 	 respondents	to	the	Infonetics	survey	predicted	the	SIP	protocol	will	reach	100	percent	penetration	by	2007”.	 
	 	 This	study	also	shows	that	VoIP	service	revenue	roughly	doubled	in	North	America,	Europe,	and	Asia	Pacific	 
	 	 from	2004	to	2005,	and	is	expected	to	continue	booming	at	least	over	the	next	5	years.

Carrier, enterprise networks and residential users are all expected to leverage the SIP protocol in order to replace 
their traditional phones with the more functional and cheaper VoIP service.

Taking into account the already large deployment of SIP enabled devices and the rapid development of more and 
more VoIP applications that are based on SIP as their signaling protocol, we cannot overlook the great importance 
associated	with	protecting	SIP	assets	from	being	exploited	in	a	way	that	will	disrupt	the	quality	of	voice	or	will	use	
VoIP service not as intended by the VoIP providers or by the end customer.

The VoIP Multi-layer of Threats
Because VoIP services become more beneficial as part of a converged network architecture, which means that 
both data and voice co-exist on the same media, the security threats facing the market have become multilayered.

Because	we	see	the	trend	of	adapting	SIP	to	be	the	facto	standard	for	VoIP	networks	(as	opposed	to	H.323	
protocols), the following section focuses on emerging SIP threats, as well as threats that impact the overall IP 
infrastructure, thus also putting at risk the VoIP service which relies on it.

1st Layer Threats and Risks – The Network Layer
The first layer of threats includes exploitation of the inherent vulnerabilities in the IP infrastructure. These 
vulnerabilities include network level threats such as native DoS, DDoS and Network scan attacks. These attacks, 
although	recognized	for	at	least	seven	or	eight	years,	still	impose	a	great	deal	of	risk	and	cause	significant	loss	for	
all	types	of	internet	connected	organizations.	These	attacks	are	continuing	to	develop	and	become
complicated for most existing security solutions to cope up with.

3	U.S.	Residential	VOIP	Services	2005-2009	Forecast	and	Analysis:	Miles	to	Go	Before	We	Sleep,	IDC,	April	2005
4 New study: Carriers look to VoIP to generate new revenue, Infonetics , July 31, 2006
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Unlike	data,	VoIP	is	far	less	tolerant	to	momentary	delays	and	transmission	errors.	Such	problems	quickly	degrade	
voice	quality.	Specifically,	VoIP	traffic	is	sensitive	to	dropped	packets,	network	latency	(delay),	jitter	(packets	arriving	
at variable rates) and packets arriving out of order.

DoS, DDoS and intensive network scans attacks5 all cause high delay and frames to be dropped. This degrades 
the	Voice	QoS,	which	is	the	number	one	concern	of	players	in	the	VoIP	market:	VoIP	equipment	vendors,	service	
providers and end customers.

Except for the aforementioned more traditional first layer threats, VoIP networks also face a new attack vector: 
the	Malicious	RTP	Streams	flood	attack.	An	attacker	can	create	“abnormally”	large	RTP	packets	(the	extra	
information	would	either	be	discarded	or	converted	into	frequencies	outside	the	audible	range),	thus	achieving	
the desired QoS degradation.

2nd Layer Threats and Risks – The Transport Layer
The second layer of threats includes exploitation of vulnerabilities that exist mainly in the TCP/IP stacks of  
SIP servers.

This layer of threats includes attack vectors that aim to misuse the resources of the transport layer in a way that 
can disturb, deny or bring down VoIP calls.

SIP over TCP6 is more vulnerable to these types of threats because it is easy to exhaust the TCP resources of the 
client	or	server	through	several	attack	vectors,	such	as	TCP	Syn	attacks	and	TCP	established	connections	floods.	
The latter, although very easy to generate, cannot be effectively detected and prevented by most existing security
products. This attack can bring down or seriously damage the operations of the servers by consuming large 
amount of the server’s TCP resources. These misuse of TCP resources attacks are not necessarily large scale 
attacks and are therefore difficult to detect and prevent.

Because SIP servers have a finite amount of TCP stack resources (i.e., amount of connections they can maintain 
simultaneously) and because each connection controls an open RTP (voice) session, it is usually maintained for a 
long	time.	This	makes	the	connection	resource	a	very	precious	asset	to	maintain.	Therefore,	the	connection	flood
attack	is	another	example	of	a	TCP/IP	inherent	vulnerability	that	can	be	utilized	in	order	to	specifically	attack	the	
VoIP service.

In regards to threats on VoIP supportive services, DoS attacks which consist of sending a large number of valid 
queries	to	a	support	server	providing	VoIP	services	such	as	a	DNS	server,	Directory	Server,	DHCP	server,	etc.,	
could cause the associated server to crash, reboot, or exhaust all processing resources.

The VoIP (SIP) servers and VoIP clients that rely on this service would then be taken out of service.

Transport	layer	threats	also	include	the	“traditional”	Operating	System	attack	vectors.	SIP	servers	and	clients	use	
standard operating systems. Each of these common operating systems has a list of known vulnerabilities. If any of 
these vulnerabilities is being exploited, the SIP server or client can be compromised, hence risking the VoIP service 
as	well.	Examples	of	such	known	vulnerabilities	include:	DOS-Linux-Chunkless-SCTP	,	Microsoft	Windows	buffer	
overflow	vulnerability	(MS05-019)	and	many	more.

5 Network scan events, which are usually used as pre-attack probes by automatic tools or by network worms, exist all the time almost 
everywhere as a white noise in the Internet. In network aggregation points, the activity of network scans is very intensive.
6 Although current SIP implementations use SIP over UDP, we see more and more adaptations of SIP over TCP for the purpose of encryption 
(TLS),	and	also	because	standards	require	that	SIP	be	supported	by	TCP	as	well	as	UDP	–	as	long	it	is	supported,	the	vulnerability	exists.
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3rd Layer Threats and Risks – The Application Layer
Moving on in the road of layers, we have arrived at the layer that contains specific SIP application attack vectors.

The vulnerabilities that are associated with this layer of threats can be divided into two families:
 a. “Single-bullet“ application threats.
 b. Behavioral application threats.

“Single Bullet” Application Threats
“Single Bullet” attacks refer to attacks which can take effect by a single or very few events or packets. These 
attacks are usually based on a known vulnerability of applications software.

Because the SIP protocol is relatively immature it is deliberately open ended to allow for additional capabilities 
over	time.	It	means	that	“Single	Bullet”	type	of	attacks	can	also	try	to	exploit	new	unknown	(zero-day)	
vulnerabilities that exist in the SIP protocol by sending permutations of both legitimate but complex and non-
legitimate (malformed) SIP packets. These attacks aim to take the SIP applications (parsers) to their limits, thus 
exposing	application	design	flaws.

Representative categories of SIP “single bullet” attacks include:
 a. Buffer overflow vulnerabilities	–	SIP	stacks	without	adequate	length	check	validations	could	bring	about	the	
  compromise of the server, by processing data of unexpected lengths.
 b. SIP SQL injection vulnerabilities – Similar to Web applications, SIP servers also use database applications 
	 	 in	order	to	query	and	validate	user	information	and	authorizations.	SIP	registrars	without	adequate	input	 
  validation could allow for the injection of SQL statements into their databases, bringing about the  
  compromise of the database, and possibly the database server itself.
 c. Format string vulnerabilities – Poorly programmed SIP stacks could bring about the compromise of the 
  server, because of misused functions which support format string specifiers, by processing data containing  
  format string specifiers.
 d. Non-ASCII - Insertion of malicious non-ASCII characters into SIP header values is an anomaly that can crash 
  the service or suggest a shell code injection.
 e. Malformed SIP packets – The ability of an invalid message to be accepted by a SIP call processing element 
  can result in triggering self-destructive behavior that creates a service DoS condition.
 f. SIP known vulnerabilities	-	Specific	known	SIP	vulnerabilities,	such	as	SIP	Asterisk-BO,	SIP	sipd	resolve-DoS	
  and others, results in the termination of the SIP service, thus creating denial of service conditions.

Behavioral Application Threats
Behavioral	application	threats	can	be	typified	by	a	sequence	of	“legitimate”	events	that	will	create	a	full	or	
partial denial of service condition, expose information that could be used for VoIP call frauds, as well as a direct 
exploitation of vulnerabilities that will allow an attacker to take control of client and server operations.

The	behavioral	application	attack	vectors	include	application	layer	attack	flood	tools	and	application	scan	and	
brute-force attack tools.

A representative selection of VoIP application behavioral attacks include:

SIP Server Flooding - A DoS attack of an SIP server could consist of sending a large number of valid or invalid call 
set up or other SIP messages (e.g., Invite, Register, etc.) which could cause the SIP server to crash, reboot, or 
exhaust all call resources.
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The SIP server may, for example be more sensitive to these types of attacks when the Invite message includes a 
spoofed SIP URI, or the Register message includes a nonexistent user. These two examples force the SIP server to 
wait	a	longer	time	for	a	response	to	his	queries	that	will	be	directed	at	the	Location,	DNS	or	DHCP	servers,	thus
exhausting the server’s resources faster.

This attack affects a large number of endpoint IP phones (i.e. clients) at one stroke, leaving them unable to initiate 
or receive calls.

SIP Client Call Flooding - A DoS attack on an SIP client phone consists of sending a large number of valid/
invalid call set up messages (e.g., SIP INVITEs) which could cause the SIP client to crash, reboot, or exhaust all 
resources. As opposed to the previous SIP Server Flood, in this case while the SIP server(s) might be able to 
process	the	requests,	the	client(s)	will	be	under	a	DOS	condition	or	continually	interrupted.

Additional examples of these types of attacks include SIP re-invite and SIP re-register, both of which impose similar 
threat and risk on the SIP servers and client phones.

SIP Brute-force and Scanning Attacks - SIP brute-force and scanning attacks automatically send different types of 
SIP	messages	(e.g.,	Invite,	Register,	Options	etc.)	over	a	relatively	short	time.	Through	analysis	of	the	SIP	server	or	
client responses, the attacker can expose information such as the server’s application information, user
information, registered users etc.

This	information	gathering	activity	leads	to	unauthorized	use	of	the	SIPs	server	resources,	SPAM	over	Internet	
Telephony	[SPIT]7, fraud (i.e., call impersonations), call redirection, exploitation of known application vulnerabilities 
and DoS conditions on the SIP servers.

Radware’s DefensePro VoIP Multi-Layer of Defense
Introducing DefensePro
Radware’s award-winning DefensePro® is a real-time network attack prevention device that protects your application 
infrastructure against network & application downtime, application vulnerability exploitation, malware spread, 
network anomalies, information theft and other emerging network attacks.

•	DefensePro	includes	the	required	set	of	security	modules	-	DoS Protection, NBA and IPS - to fully protect networks 
 against known and emerging network security threats. DefensePro employs multiple detection and prevention engines  
 including signature detection, protocol and traffic anomaly detection, heuristics and behavioral analysis. The secret  
 sauce of DefensePro is its patent protected, behavioral-based, real-time signature technology that detects and  
	 mitigates	emerging	network	attacks	in	real	time	such	as	zero-minute	attacks,	DoS/DDoS	attacks,	application	misuse	 
 attacks, network scanning and malware spread. All without the need for human intervention and without blocking  
 legitimate user traffic.

•	DefensePro	uses	a	dedicated	hardware	platform	based	on	OnDemand Switch supporting network throughputs up to 
	 12Gbps.	It	embeds	two	unique	and	dedicated	hardware	components:	a	DoS	Mitigation	Engine	(DME)	to	prevent	high	 
	 volume	DoS/DDoS	flood	attacks	–	without	impacting	legitimate	traffic–	and	a	StringMatch	Engine®	(SME)	to	accelerate	 
 signature based protection.

•	APSolute Vision	offers	a	centralized	attack	management,	monitoring	and	reporting	solution	across	multiple	
	 DefensePro	devices	and	locations.	It	provides	users	with	real-time	identification,	prioritization	and	response	to	policy	 
 breaches, cyber attacks and insider threats.

7 SPIT has the potential to become a security issue for any Voice over IP deployments. Similar to email SPAM, SPIT refers to unsolicited, bulk 
voice calls that are received during the day or, if unanswered, are left in the user’s voice mailbox.
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VoIP Security: A Layered Approach
As	VoIP	threats	are	categorized	into	three	different	layers	that	typify	three	different	“natures”	of	attacks,	the	
protection	strategy	should	also	be	constructed	of	three	layers	of	security	technologies	that	will	effectively	analyze	
and repel each one of the attack behaviors. The following section describes Radware’s Intrusion Prevention Multi-
layers of Defense for VoIP networks.

The following diagram (figure 4) describes the Multi-layer of VoIP defenses that are included in DefensePro in order 
to confront all types of VoIP threats, as discussed in the VoIP multi-layers threats section:

Figure 4 Multi-Layer VoIP Defense

1st Layer of Defense
Radware’s DP includes an innovative Network Behavioral Analysis Technology. This technology is particularly 
effective	against	the	following	types	of	known	and	unknown	(zero-day)	network	attacks:
	 •	SYN	Flood
	 •	TCP	Floods	(Fin+Ack,	Reset	floods,	Psh+Ack)
	 •	UDP	Floods
	 •	RTP	Floods
	 •	ICMP	Floods
	 •	IGMP	Floods
	 •	Zero-Day	high	and	low	rate	self-propagating	worms	(e.g.,	SQL	Slammer,	Blaster,	Welchia,	Zotob,…)
	 •	Network	pre-attack	probes	(network	scanning)

Using	advanced	statistical	analysis,	fuzzy	logic,	and	a	novel	closed-feedback	filtering	mechanism,	Radware’s	
Behavioral	Network	Analysis	module	automatically	and	proactively	block	known	and	zero-day	network	flood	DoS	
attacks and self-propagating worms before they can cause harm.

Radware’s Network Behavioral Analysis module learns network behavior, establishes normal baselines, and 
identifies	deviations	from	the	normal	behavior	through	an	advanced	fuzzy	logic	correlation	engine.

Through	use	of	probability	analysis,	this	module	characterizes	the	ongoing	anomaly	in	real	time,	using	a	large	set	
of parameters which are taken from the packet headers and payload, such as ID (packet identification number), 
TTL	(Time	to	Live),	Packet	size,	L4	Packet	Checksum	values	and	other	parameters	-	up	to	17	parameters.	The	
protection	tailors	these	attack	characteristic	parameters	through	AND	and	OR	logical	expressions	in
order to block the attack without locking legitimate users out of the network.

Network-Based
Behavioral Analysis

Transport Behavioral and
Signature-Based Technologies

SIP Behavioral and
Signature-Based Technologies

2nd Layer - VoIP
Transport Threats

Safe VoIP
Environment

3rd Layer - VoIP
Application Threats

1st Layer - VoIP
Network Threats
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The whole process takes place automatically with no need for user intervention, delivering precise prevention 
of	known	and	zero-day	DoS/DDoS,	self-propagating	network	worm	attacks	and	network	scans	in	multi-gigabit	
network environments.

Although the network layer of defense provides generic protection, it is essential for VoIP services for the following reasons:
 a. As mentioned previously, network layer attacks directly impact the QoS of voice. Without this layer of  
	 	 defense,	VoIP	service	will	not	be	able	to	maintain	a	proper	Service	Level	Agreement	[SLA].
 b. An important responsibility of this network layer is to protect the internal network security components as  
  well (e.g., firewalls, specific application protection such as mail and web security products, host-based  
  security solution etc.). Without effective functioning of the 1st layer, meaning the inability to efficiently  
  filter network attacks, internal security products would suffer from a degradation in their functionalities, a  
	 	 vulnerability	to	denial	of	service	flood	and	worm	attacks	and,	as	a	result,	the	whole	network	will	be	more	 
  vulnerable to all kinds of attacks.
 c. From an internal product architecture point of view, a first layer of technology which detects and mitigates  
	 	 high	rate	network	wide	attacks	is	important	in	order	to	optimize	the	resources	of	the	whole	protection	 
  system, thus preventing it from getting into a DoS condition by it itself.

For more in-depth information about 1st layer of defense mechanisms, please refer to the following white paper:
	 •	Rethinking	perimeter	security:	A	DefensePro	White	Paper	 
  http://www.radware.com/workarea/showcontent.aspx?ID=5557

2nd Layer of Defense
Traffic	that	successfully	passes	the	1st	network	layer	protections	is	analyzed	by	the	2nd	layer	of	defense.

DP’s 2nd layer of defense includes both behavioral and content-based (attack signatures) protections. The 
behavioral technology includes generic server-based DoS protections and bandwidth management capabilities. 
2nd layer content based protections include a group of attack signatures that protect VoIP servers and clients from 
attempts to exploit known operating system vulnerabilities.

On	the	behavioral	side,	the	DP	is	capable	of	detection	and	blocking	or	rate-limiting	any	kind	of	misuse	of	DNS	
server	resources	such	as	DNS	query	floods	and	TCP	misuse	of	resources	attacks,	such	as	TCP	established	
connection	flood	and	spoofed	SYN	attacks.

Radware’s	advanced	attack	identification	methods	include	capabilities	to	detect	TCP	connection	flood	attacks	that	
are accomplished by connections that are built up slowly on a protected server and thus by-pass8 (evade detection) 
most of the existing security products in the industry.

In	regards	to	Service	Infrastructure	Flooding	such	as	DNS	floods,	the	DP	Adaptive	Behavior-based	DNS	protection	
learns the characteristics of DNS traffic and establishes normal traffic behavior baselines. An embedded decision 
engine	constantly	analyzes	DNS	traffic	and	detects	when	deviations	from	the	adapted	normal	baselines	occur.	
When a deviation is detected, the system performs an in-depth analysis of the suspicious DNS packets in order to 
identify	abnormal	appearances	of	parameters	in	the	packet	headers	and	payload	such	as	the	requested	domain	
names,	DNS	query	ID,	number	of	entries	in	the	question	section	(question	count),	TTL	(time	to	live)	which	is	used	
to differentiate between spoofed and non-spoofed packets and more parameters. Based on these parameters, the 
protection creates a highly granular blocking rule that mitigate the ongoing attack.

As discussed previously, DNS service is one of the supportive servers that the VoIP service relies upon.

8	Evasion	technique	that	is	used	to	bypass	devices	which	can	only	detect	attack	that	are	generated	in	a	very	high	rate.

http://www.radware.com/workarea/showcontent.aspx?ID=5557 
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3rd Layer of Defense
Traffic that passes the first two layers of defense reaches the 3rd layer of defense – the very specific SIP 
application protections.

As discussed earlier, the 3rd layer of threat includes two types of threats:
 a. “Single bullet“ application threats
 b. Behavioral application threats

In order to protect against each one of these threats, Radware’s DP introduces two types (sub-layers) of 
protection technologies:

SIP Content-based (signatures) Protections
SIP content-based “single bullet” attacks can be mapped into six threat categories. For each one of the categories, 
Radware’s DefensePro includes a comprehensive set of attack signatures that are used to prevent the relevant 
threat. Below is an example of attack signature protections per threat category:
	 •	SIP	Buffer	overflow	–	Signature	rule	that	catches	Call-ID	header	values	which	are	128	bytes	or	larger	in	size.
	 •	SIP	SQL	injection	-	Signature	rule	that	catches	various	SQL	injection	techniques	used	within	the	 
	 	 authorization	header.
	 •	SIP	Format	string	–	Signatures	rule	that	catches	format	string	usage	within	the	“Cseq”	header.
	 •	Non-ASCII	characters	–	Signature	rule	that	catches	Call-ID	header	values	containing	non-ASCII	characters	 
  Such a signature can detect shellcode traveling inside the header’s value.
	 •	Malformed	SIP	packets	–	A	signature	rule	that	catches	SIP	protocol	violations	such	as	unknown	data	type.
	 •	Known	SIP	vulnerabilities	–	A	signature	of	specific	SIP	vulnerability	exploitation	attacks	such	as	 
	 	 SIP	Asterisk-BO.

Radware’s	Security	Operation	Center	(SoC)	includes	a	group	of	security	experts	that	research	network	and	
application vulnerabilities and are devoted to developing new attack signatures for each new type of attack, 
including VoIP attacks (a particular area of expertise of the group). For more information about SIP attack 
signatures please refer to Radware’s web site at http://www.radware.com/Customer/SecurityZone/default.aspx.

SIP Application Behavioral Analysis
Radware’s	SIP	behavioral	layer	of	defense	includes	a	new	proactive	technology	which	analyzes	both	SIP	messages	
towards the servers and SIP server reply codes. 

Through an expert decision engine that correlates between the different types of SIP messages and reply codes, 
source	and	destination	parameters	(SIP	From	tag	and	SIP	To	tag)	and	the	frequency	in	which	each	one	of	the	SIP	
messages and reply codes are generated; the system decides if a SIP application attack is on the way.

This	new	SIP	behavioral	analysis	mechanism	identifies	both	known	and	unknown	(zeroday)	SIP	attacks,	and	blocks	
the SIP users that were identified as the origin for the malicious activities. Thus, the protection can prevent the 
attack without blocking legitimate SIP traffic at the same time.

The new behavioral-based protection mitigates behavioral threats with no need for user intervention or the need for 
attack signature updates.

A selection of the SIP application attack categories that this mechanism protects from are: SIP server and client 
flooding,	SIP	brute-force	and	SIP	application	scanning	attacks,	pre-SPIT	activities	and	more.	For	more	information	
about these categories of threats and their impact, please refer to the 3rd Layer threat and Risks section.

http://www.radware.com/Customer/SecurityZone/default.aspx
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Traffic Shaping	–	On	top	of	all	other	protections,	the	DefensePro	includes	an	advanced	application	Bandwidth	
Management (BWM) module, performing bandwidth shaping and isolating attacks. By dynamically controlling 
bandwidth	per	client,	session	or	service,	SIP	floods	attacks	(including	SIP	invite	and	Register	floods)	are	 
effectively mitigated.

Summary
Converged networks (Voice and Data) offer an array of new vectors for traditional vulnerabilities and malware. 
Security issues that converged network should be aware of and concerned about occur both in the network and 
application layer.

As in the case of other information security areas, VoIP service can also be disrupted by known and unknown  
(zero-day)	attacks.

Effective protection against network and application level VoIP attacks should include the following key capabilities:

Wide Security Coverage – VoIP protection should include a multi-layer of defense technology that includes network, 
transport and application layer protections. Both known and unknown attacks should be confronted through both 
proactive behavioral-based and signature-based security technologies.

Scalability – The product should be able to work in a high-speed environment with minimal impact on traffic latency. 
This important capability should be supported through advanced hardware architecture accompanied by advanced 
security technologies.

Low TCO	–	Maintaining	low	Total	Cost	of	Ownership	forces	systems	to	be	more	independent	of	the	human	factor	
(“hands-off” systems). Relying less on the human factor means that operations that were usually conducted by the 
security expert need now to be performed automatically by the systems themselves.

Accuracy - The accuracy of both the detection and prevention technologies that the product has to offer, especially 
in real-time environments such as VoIP, are paramount. Even low percentages of false positive detections or false 
preventions (i.e., packets that are dropped unnecessarily) render the security product useless or oven worse – 
degrade	voice	quality.

Radware’s DefensePro introduces a Network Intrusion Prevention System that was deigned to fulfill all the 
aforementioned key capabilities.

Radware has invested vast research and development resources in order to provide the most accurate, scalable 
and automated detection and prevention solution possible.

To read more about Radware’s DefensePro, please refer to:
http://www.radware.com/DefensePro
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