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Modern Malware: The Heart of Network Attacks 
Modern malware is at the center of today’s most sophisticated attacks, enabling attackers to gain a 
foothold and persist within an enterprise which they can use to dig deeper into the network, control their 
attack, and steal information over a period of weeks, months, or even years. Furthermore, this malware 
puts the attacker inside a trusted position in the network, allowing for a sophisticated network attack 
that is performed from the inside out. Malware also has the advantage of being extremely easy to modify 
and thus avoid security controls. Malware can be re-encoded, recompiled or further customized for the 
target in order to avoid antivirus signatures. This combination makes malware both one of the most 
powerful parts of an attack, but also one of the most difficult to detect.  

As a result, IT security teams simply must be able to address these new threats proactively as a part of 
their everyday security practice, or risk ceding the intrusion prevention battle to the attackers. This 
requires new solutions and techniques designed to control these modern threats, but also meet the 
established enterprise requirements of accuracy, prevention and scalability.  

Why Existing Solutions Can’t Fix The Problem 
Traditional network security products have a variety of deficiencies that limit the ability to control 
modern and evolving malware. Traditional firewalls only look at packet headers, and generally were not 
designed to detect malware. Other network-based anti-malware solutions are proxy-based, which are 
typically prohibitively slow and limited to only protecting against web-based malware. However, antivirus 
web-proxies, IPS products and email gateway products share a far more serious and fundamental flaw – 
namely they only protect against known malware that has been submitted to the vendor or captured in a 
honeypot. These generic detections often have little relevance to the new, polymorphic or targeted 
malware that hits a given network on a daily basis. In short, these solutions only protect against things 
that are already known to be bad, and lack the ability to detect new threats hitting the network. 

Another key challenge in the control of modern malware is the seemingly simple requirement of visibility 
into traffic. As an example, as much as 33% of enterprise network traffic is protected by SSL encryption, 
which can prevent security solutions from inspecting the traffic within.  This trend is expected to 
continue, as many web-based email, social networking, and other Enterprise 2.0 web applications default 
to HTTPS to protect data in transit.  While this technology obviously provides benefits in the form 
improved session privacy for the connection, it also provides an encrypted channel to distribute malware 
to hosts on a network. This is just the tip of the iceberg, as malware and their authors have increasingly 
adopted a variety of additional techniques to obscure both the infecting files as well as the ongoing 
command and control traffic that modern malware depends on. This includes tunneling communications 
within approved protocols or traffic as well as using proxies, circumventors and non-standard ports in 
order to avoid traditional security solutions. These techniques, like SSL allow threats to remain hidden 
even as they repeatedly cross the perimeter without inspection. 

While more traditional solutions certainly have their own set of problems, many newer solutions with 
more advanced analysis capabilities fail to meet the standard of quality needed in enterprise deployments 
in terms of the ability to analyze all traffic and threats, actually prevent detected threats, and scale to 
meet the traffic demands of a modern enterprise network. To meet the challenge a new solution is 
required that combines new automated malware analysis techniques with industry-standard levels of 
prevention, performance and scalability. 
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Palo Alto Networks WildFire® 
To meet the challenge of modern-day malware, Palo Alto Networks has developed WildFire, which 
extends the power of the next-generation firewall to detect and prevent modern malware by directly 
executing them in a virtual environment and observing malicious behavior. IT teams are notified within 
minutes of analysis, and true malware protections are created, tested and delivered to all WildFire 
subscribers within an hour of initial detection. This enables Palo Alto Networks to identify and control 
malware quickly and accurately, even if the malware has never been seen in the wild before. 

WildFire combines the unmatched visibility and enforcement of the next-generation firewall with the 
unlimited scalability of the cloud to deliver a solution to modern malware that is reliable, practical and 
actively protects the network. WildFire begins by leveraging the power of a customer’s on-premises 
firewalls to ensure full visibility of all traffic to detect malware on non-standard ports, hidden with 
tunnels or SSL encryption. Unknown files are securely forwarded to the WildFire cloud where they can 
be safely executed in a virtual environment, and where true malware signatures are developed and 
regression tested. Protections are delivered back to all firewalls, worldwide where enforcement is again 
performed by the firewall at speeds up to 10Gbps. 

• Deep Visibility: The WildFire solution makes extensive use of Palo Alto Networks App-ID 
analyze all traffic and detect threats even on non-standard ports. WildFire supports a variety of 
applications including email, web, FTP and SMB.  Additionally, on-device SSL decryption 
enables administrators to configure policies that detect file transfers through HTTPS-encrypted 
web applications and send them to WildFire for analysis. 

• Virtualized Sandbox:  When the firewall encounters an unknown file, the file can be 
submitted to the WildFire virtualized sandbox, which is continually maintained by Palo Alto 
Networks threat researchers. Submissions can be made manually or automatically based on 
policy. Each sample is executed in a virtual machine where Palo Alto Networks can directly 
observe more than 100 malicious behaviors that can reveal the presence of malware.  As malware 
behaviors change and develop new anti-analysis techniques, Palo Alto Networks can update 
analysis logic and technology to keep pace with malware without requiring any updates to end-
user hardware. 

• Automated Signature Generator:  When a sample is identified as malware, it is passed on to 
a signature generator, which automatically generates a signature for the sample and tests it for 
accuracy.  Signatures are based on a combination of header and body content of the malicious 
file, enabling a single signature to address multiple variants of a malware sample and to resist 
common repackaging and polymorphism techniques. With WildFire in the cloud, signatures are 
automatically regression tested against an extensive database of samples, and then delivered to all 
WildFire subscribers worldwide within an hour of the initial detection. Palo Alto Networks also 
generates signatures for the all-important command and control traffic, malicious DNS queries 
and any URLs used by the malware allowing staff to disrupt and quarantine any existing 
infections. 

• True In-line Enforcement:  When protections are delivered to customer firewalls, 
enforcement is handled by the proven and 3rd party tested threat prevention engine. Malware 
enforcement is handled by the stream-based malware engine, which enables the in-line blocking 
of malware without the negative performance impacts commonly associated with proxy-based 
solutions. As the in-line firewall, Palo Alto Networks reserves the ability to actually drop 
network traffic instead of relying only on TCP resets, which can be easily filtered or ignored by 
malicious end-points.  
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• Actionable Intelligence:  In addition to protection, administrators have access to a wealth of 
actionable information about the detected malware through the WildFire portal.  A detailed 
behavioral report of the malware is produced, along with information on the user that was 
targeted, the application that delivered the malware, and all URLs involved in the delivery or 
phone-home of the malware. Additionally WildFire subscribers receive integrated WildFire logs 
within minutes of the malware being analyzed, allowing staff to instantly see results and correlate 
WildFire findings with application, URL, users, file and threat logs. 

• Behavioral Botnet Report:  In addition to the direct analysis of malware in WildFire, the 
Palo Alto Networks solution also includes the ability to identify the presence of modern malware 
through the monitoring and correlation of suspicious network traffic.  The behavioral botnet 
report looks for a variety of telltale signs of a botnet infection, such as the presence of unknown 
application traffic, IRC traffic, repeated attempts to download files, and connections to 
unknown or newly registered domains.  The report leverages User-ID to identify the infected 
user and the factors that contributed to the analysis. 
 

  

Excerpt from a malware analysis report 
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WildFire In Action 
WildFire is easily put into action by configuring a simple policy on a Palo Alto Networks next-generation 
firewall. Firewall policies govern exactly what types of files are submitted for analysis and any correlating 
information that should be included or not. When the firewall discovers an unknown file, the firewall can 
query the cloud to see if the file’s hash has been analyzed previously, avoiding the potential to reanalyze 
files repeatedly. If the file has not been analyzed, the file is securely uploaded to the WildFire cloud via 
connection secured by certificates on both sides that are signed by Palo Alto Networks to prevent the 
potential for a man-in-the-middle event. 

	  	    

 

 

 

 

 

 

 

 

 

 

 

 

 

When a new sample is sent to WildFire, the file is executed within a virtual machine, and analyzed for 
malicious behavior.  WildFire monitors activity on the virtual machine, looking for over 100 malicious  
behaviors that can indicate the presence of malware, including modifications to the host system, injection 
of code into other processes, evasion attempts, attempts to subvert local security controls as well as a 
variety of malicious network and hacking activity.  When the analysis is complete, WildFire determines  
whether the sample is benign or malicious, and a log of the analysis is delivered to the WildFire 
subscriber within minutes of the initial submission. IT teams can also elect to have notifications 
delivered via email based on policy. 

WildFire automatically generates signatures for samples that are malicious, which are immediately 
regression tested against an extensive database of clean and malicious samples to ensure signature quality. 
These malware signatures are based a combination of unique identifiers in the file header and body to 
ensure the signature will apply to samples regardless of name changes, byte-padding and basic 
polymorphic techniques. These signatures are delivered to all WildFire subscribers within 1 hour of the 
initial submission of the sample to WildFire, allowing other WildFire customers to be protected from 
rapidly spreading malware. In addition to creating signatures for the infecting files, Palo Alto Networks 
also creates signatures that identify the command and control traffic of the malware, ensuring that staff 
can also instantly stop and quarantine any active threats already in the network. The signatures of all 
malicious WildFire submissions are then bundled with the daily antivirus updates and distributed to Palo 
Alto Networks customers that have a threat protection subscription. 
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Advantages of Combating Malware in the Cloud 
Other virtualized malware detection products have introduced substantial hardware, financial and 
management burden by requiring dedicated hardware appliances at every ingress point to be protected. 
WildFire, on the other hand, leverages the reach and scalability of the cloud while remaining tightly 
integrated with the Palo Alto Networks next-generation firewalls for simple setup and enforcement. All 
that is required to protect against zero-day malware is a Palo Alto Networks next-generation firewall.  

The virtualized analysis of malware, needless to say makes heavy use of virtual systems where malware is 
actively analyzed. Cloud computing has become a dominant force in computing precisely for its ability to 
dynamically scale and add capacity without being limited by local, on-premise hardware. Alternate 
architectures attempt to leverage virtualization for malware analysis, but are hard limited by the hardware 
on-site and are quickly overwhelmed by real-world traffic flows and malware analysis requirements. In 
short a local hardware-based architecture creates a very expensive chokepoint for malware analysis that 
actually decreases accuracy, whereas the WildFire combination of firewall and cloud maintains high 
performance and unlimited analysis capacity. 

Additionally, WildFire can be easily updated by Palo Alto Networks researchers to quickly respond to 
evolving malware strategies, removing the need for IT teams to constantly update software or service 
packs on an in-house sandbox. Malware techniques evolve rapidly, and in many cases new techniques are 
directed at avoiding virtualized analysis. The WildFire cloud offloads these complexities to Palo Alto 
Networks experts who continually update the power of WildFire while requiring no updates to the end-
user firewall. 

Offloading the complex infrastructure and compute resources required to host advanced virtualized 
based malware detection is not the only advantage.  With WildFire in the cloud, Palo Alto Networks 
breaks the silos of information that have traditionally plagued other attempts at malware detection. In 
short, if a new or targeted threat is detected, that information and the ability to protect against the 
threat needs to be shared across the entire enterprise and not limited to the ingress point that detected 
the threat. WildFire centralizes the analysis of unknown files, and also provides a centralized source of 
protections for all Palo Alto Networks firewalls. Users of WildFire automatically receive signatures for 
never-before-seen malware that other users in the network have submitted to WildFire as part of their 
threat prevention subscription service. 
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Fully Integrated Threat Prevention 
For all of the unique power and visibility provided by WildFire, it is important to remember that it only 
represents part of the threat prevention puzzle. The control of unknown malware must be integrated into 
an overall security strategy that incorporates application controls, known exploits and malware, 
dangerous URLs and websites, and even dangerous file types or restricted content. The Palo Alto 
Networks next-generation firewall integrates all of these technologies into a unified view and approach to 
policy. Furthermore, each discipline provides value to the others. When WildFire detects unknown 
malware, the firewall allows users to see the application that delivered the file, the user that was targeted, 
the website that delivered the file and the URLs that it attempted to contact. This provides the context 
that is needed in order to deliver a coordinated and comprehensive response that goes beyond stopping 
individual threats and instead controls the overall risk of the enterprise. 

 

In the end, the detection and prevention of new and evolving malware must be integrated into your 
existing threat prevention and security process. Each discipline should be reliable, fast, provide unique 
value, and correlate with the other available techniques. This ensures the rollout of security technology 
that not only addresses the threat, but also supports your security process. 

 
 

 


