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Summary Findings 
 Deployment of Web 2.0  technologies within enterprises for business purposes is among the most 

significant business and technical developments in 2010. 

 Web 2.0 creates severe tensions between the business need to increase information liquidity and 
the need to protect and restrict the flow of private and sensitive information. Numerous risks are 
emerging that organizational leaders are only now beginning to understand.  These include risk to 
reputation, regulatory compliance and data loss caused by malware and employee foibles. 

 Integrating Web 2.0 technologies with employee workflow potentially provides the best return.  A 
full and complete ROI calculation must include the costs of risk management (software, awareness 
training, etc.). 

 IANS research clients are initially struggling with the question of whether to block use of these 
technologies or not, based primarily on the culture and policies of the organization. 

 Proxies, URL filtering, and content filtering create frustration and dissatisfaction for security teams 
due to insufficient granularity and constricted visibility. Newer breed firewalls are being rapidly 
adopted to maintain security and manage overall risk posture. 

Background 
Big Data and Information Liquidity 

Data and information are more abundant than ever before. Cisco, a maker of communications 
gear, estimates that by 2013, 667 exabytes will flow across the Internet annually.1 In 2008 
researchers at University of California San Diego (UCSD) calculated that American households 
receive 34 gigabytes per day per person.2 

The abundance of data has sparked a crisis. Known as “Big Data,”3 the incomprehensible volume 
of information also tends to make it inaccessible. Finding information, let alone managing it, is a 
significant and growing challenge. All sectors are feeling the pressure of Big Data, from business 
to government, from science to the arts. Everyone is struggling to stay apace particularly 
businesses and business leaders.  

Employees spend considerable effort seeking the right bits of information needed to do their job. 
This is expensive. Inaccessible or siloed information results in lost business opportunities, lost 
innovations, and lost profits. Pressured by febrile competitive environments and constantly eroding 
competitive advantages, some executives are beginning to consider information an economic input 
on par with capital and labor. Indeed, information liquidity – the ability to quickly and cheaply 
convert information to competitive advantage – could be as critically important to corporate 
survival as financial liquidity or the free movement of labor across geographic boundaries. Illiquid 
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information is a growing threat to the business. Web 2.0 technologies appear to offer some 
relief. 

Friends Are More Than Friends 

Web 2.0 technologies include a mix of tools and applications that facilitate interactive 
information sharing such as web services, wikis, blogs, mash-ups, peer-to-peer and social networks 
like Facebook and LinkedIn.4 Web 2.0 gives businesses and people broad, rich, and flexible 
methods to share information and narrate activities to a wide collection of partners, colleagues 
and friends, respectively. Some executives grumble at such narration, interpreting sharing, 
twittering, friending, and chatting as employee activities outside the “real business” of doing their 
jobs.  

To an extent, skepticism towards some Web 2.0 technologies might be deserved, but Web 2.0 
may also help employees find information more quickly and cheaply.  McKinsey, a consultancy, 
estimates that enterprise use of Web 2.0 technologies (called Enterprise 2.0) can provide a 
median increase of 30 percent in the speed at which employees are able to tap experts as well 
as a 10 percent decrease in operational expenses.5 Finding the right person is oftentimes 
paramount to finding the right bit of information at the right time. “Friends” on a social network – 
no matter how loosely defined in the context of on-line social interactions, or cynically viewed by 
executives – act as “information intermediaries.”  

Information intermediaries filter, aggregate, winnow, and share information making it more 
digestible to the recipient. More importantly, information technologies may enable people to find 
information more quickly, but “friends” help determine the value of that information by providing 
the reference points, credibility, and/or integrity of information based upon the quality, integrity, 
and credibility of the “friend” and friend-relationship. This can result in smarter decisions about 
how to deploy tangible and intangible assets thus improving corporate performance and 
competitiveness. A 2009 McKinsey survey found the 69 percent of respondents reported their 
companies have gained measurable business benefits from Web 2.0 technologies, including more 
innovative products and services, more effective marketing, better access to knowledge, lower 
cost of doing business, and higher revenues.6   

Not All Tweets and Sunshine 

Plenty of suspicion remains amongst executives regarding the benefits of Web 2.0. First, social 
networking is perceived to instigate a considerable amount of cavorting – publishing detailed 
profiles, sending invites, sharing ad-hoc commentary, and so on – before “real business-related 
information” is exchanged. Stated more bluntly, Web 2.0 is perceived as a source of lost 
productivity; of social notworking, rather than social networking.  

Such cavorting is not necessarily a function of Web 2.0 technologies per se, but how people tend 
to build relationships and organize “who knows what” and “who knows who” – each prerequisite 
to determining the value of information filtered by an intermediary. Exchanging information has a 
human component that remains largely unaffected or influenced by technological innovation. 
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Distinguishing between vacuous chit-chat and brass tacks information-sharing is sometimes difficult 
for business leaders and managers, giving skeptical executives plenty of reason to question the 
value of Web 2.0.  

Second, Return on Investment (ROI) remains soft even when Web 2.0 technologies are used 
internally by an organization. Andrew McAfee, author of Enterprise 2.0 and principal research 
scientist at the Center for Digital Business at the MIT Sloan School of Management, stated, “I 
haven’t come across people who have done our old-fashioned technology ROIs’ and are happy 
with it.”7  As a result, adopters retreat to softer measures of performance asking questions such 
as, “What business need are we trying to address?” or “What do we want to have happen?” and 
then selecting which technologies to deploy for the intended effect.8 For hard-nosed, bottom-line 
executives some Web 2.0 technology smacks of another Internet bubble in the making where 
rapid adoption – followed by rapid collapse – vaporizes investments long before promised 
returns are captured.  

Finally, many executives harbor reservations about inadvertent disclosure of information. A 2009 
Proofpoint survey found that 18 percent of U.S. companies experienced data loss via a blog (up 
from 11 percent in 2008), 17 percent via social networking sites like Facebook and LinkedIn (up 
from 12 percent in 2008), and 13 percent from short message services like SMS text and 
Twitter.9 Email remains the biggest threat in terms of data exposure:  43 percent of U.S. 
companies investigated an email-based leak of confidential or proprietary information in 2009.10 
But not for long, Web 2.0 usage is rapidly outpacing email.  

Nielsen, a market-research firm, estimates that people are spending dramatically more time with 
Web 2.0 technologies than on email.11  Inadvertent disclosure of information via Web 2.0  is 
likely to increase dramatically in the following years. Software vulnerabilities in Web 2.0 
introduce additional complications. As Web 2.0 technologies gain popularity, cyber attackers turn 
more effort and attention to leverage design and implementation weaknesses to distribute 
malware and enhance phishing scams and social engineering attacks against employees. In the 
first quarter of 2010 alone, Facebook’s 400 million members were targeted by both a worm and 
clickjacking attacks resulting in stolen credentials and exposure of sensitive personal information. 

What to do? Balancing benefits and risks of Web 2.0 remains murky at best and largely 
dependent on industry, sector, and corporate function. This IANS Point of View highlights how real 
companies and business leaders are approaching the challenges of Web 2.0 in the enterprise. 

The Tension 
The impact of Web 2.0 on the enterprise is mixed. From a business perspective, the hyped 
promises of Web 2.0 continue to contaminate perceptions and shroud actual returns. The 
assumption that “everyone is doing it” is not entirely without merit. ComScore, a market-research 
firm, estimates that in October 2009, social networking sites received over 800 million visitors – 
equivalent to 80 percent of the First World population.12  Many reports on the positive impact of 
Web 2.0 on the enterprise are encouraging but are anecdotal and perceived, rather than real 
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and (consistently) measured. That said, competitive companies not wishing to be left behind, view 
not “doing” Web 2.0 as a risk in itself. 

From regulatory, legal, and security perspectives, the outlook is bleaker. Web 2.0 creates severe 
tensions between the business need to increase information liquidity and the need to protect and 
restrict the flow of private and sensitive information.  Bill Joy, co-founder of Sun Microsystems, 
famously remarked, “there are always more smart people outside your company than within it.” 
Companies serious about remaining competitive must find more ways of connecting and 
collaborating with all those smart people outside the organization – something Web 2.0 enables 
quite well. Yet the notion of fluid information sharing across porous network boundaries by a wide 
variety of loosely connected and weakly identified participants directly clashes with traditional 
information security approaches as well as compliance requirements pressuring companies today.  

Attempts at strong authentication of disparate user populations conjoined with hyper-granular 
access controls historically have not scaled or been easy to use. Proxies, URL filters, and content 
filters notoriously lack sufficient granularity and flexibility to manage Web 2.0 risks.  As a vector 
for malware and wellhead of data leakage, IT security teams approach Web 2.0 with deep 
distrust, if not outright hostility. The result often hinders rather than helps information liquidity. It is 
becoming more evident that current IT security approaches to Web 2.0 simply are not keeping 
pace with business demands. 

In the following sections, we address five key questions about the impact of Web 2.0 on the 
enterprise: 

 What are companies doing right now? What has IANS heard? 

 What are the risks of adopting Enterprise 2.0 services?  

 What are the risks of leaving Enterprise 2.0 services unchecked? 

 What policies should be in place?  

 How should these policies be enforced (App vs. Network level)?  
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What IANS Has Heard 
In 2009, IANS surveyed twenty four business and technology leaders1 in the IANS Enterprise 
Client network. The following exhibits draw from the survey and personal interviews.  

In general, more companies than not remain silent on Web 2.0; that is, a majority of surveyed 
companies provide no guidance to employees on use of Web 2.0 nor provide training or 
awareness on acceptable use of social networking services (Exhibits 1 and 2).  

 

 

 

                                                            
1 This sample size is not statistically significant. These results are respresentative of the organizations surveyed and may not be indicative of the 
industry as a whole. 
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From 2008 to 2009, there was a 9 percent change in the number of companies that avoided or 
did not provide awareness/training to employees (from 55.9% in 2008 to 60.9% in 2009).  
Supposition is that enterprises are still experimenting with Web 2.0 technologies and thus lack 
confidence in providing detailed training and awareness programs.  

 

 

In line with lack of training and awareness identified in Exhibit 1, a majority of surveyed 
companies provided no guidance to employees on social media. Interestingly, a sharp increase in 
discouraging use was noted between 2008 and 2009. Supposition is that while companies may 
be enthralled by Web 2.0 benefits, risks are becoming more evident; thus, discouragement is on 
the rise. This observation seems to track with “encouraged” use which experienced a 10 percent 
drop from 2008 to 2009. 

Enterprise use of Web 2.0 technologies (Exhibit 3) is highest for social networking sites (between 
45 and 50 percent) and wikis (47 percent). Internal blogs are used by 40 percent of surveyed 
participants. Leveraging external web services such as Amazon S3 or Google App Engine for 
internal use remains anemic (just below 10 percent). 
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Regarding access control (Exhibit 4), a majority of companies provide unlimited access to blogs 
(non-employer), social networking sites, and other Web 2.0 technologies. This may be because of 
a simple inability to provide granular access control. Only a handful of companies block access 
outright particularly to social networking sites like Facebook (30 percent) and MySpace (36 
percent). Unrestricted access to social media is common. 
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Half of the responding organizations said there were no security controls in place for Web 2.0 
technologies. Some are using URL filtering and content filtering technologies, while others have 
implemented policies for exceptions and enabled role-based access control to limit the usage of 
particular applications using end-point solutions. For those implementing security controls (Exhibit 
5), a majority use some combination of logging and/or anti-malware technologies both of which 
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lag in detecting attacker behavior (logs must be reviewed, anti-malware signatures must be 
updated) and lack visibility of network traffic to make them responsive to Web 2.0 technologies. 
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Implementation Lessons 
Implementation of Web 2.0 technologies largely depends on industry, sector, and business 
function. As such, company policy on Web 2.0 varies widely across sectors and even across 
business units. Our research shows that company Code of Ethics and Acceptable Use Policies 
provide some guidance to employees about Web 2.0 usage; however, corporate-wide policies 
on Web 2.0 are less common except in cases of blanket restrictions. Policies and processes 
regarding Web 2.0 often reflect specific industry or business need rather than broad information 
security or risk-related approaches.  

Our interviews and research have identified five common implementation lessons: 

 Communicate expectations to employees. The line between business and personal use of 
Web 2.0 can be frustratingly ambiguous. Leverage enterprise human resources and legal 
departments to delineate clear boundaries and consequences. 

 Empower specific people to speak on behalf of the company. All employees are 
representatives of the company; however, just as in any public relations or marketing 
campaign, the voice (or voices) of the company should be clear, crisp, and consolidated to 
few spokespeople.  

 Practice technology-agnosticism. Technology agnosticism provides broader coverage and 
flexibility in how Web 2.0 may benefit the business. Web 2.0 will likely be only one of 
the many incarnations of how people interact online; it certainly won’t be the last. 
Acceptable Use Policies or Electronic Communications Policies provide the foundation for 
governing and guiding usage no matter the form. 

 Select defenses carefully. A mix of security technologies are required to control the mix of 
tools and applications that facilitate interactive information sharing. No single technology 
appears to cover the gambit. Newer breed firewalls should be investigate. Traditional 
proxies and filters should be viewed as temporary, insufficient stop gaps that should be 
quickly replaced. 

 Integrate with workflow. Recognizable returns are more likely when Web 2.0 is 
integrated with employee workflow. Companies that structure use of Web 2.0 around what 
impacts daily employee tasks experience the biggest benefits and reduced risk. 

What are the risks of adopting Enterprise 2.0 services? 

Adopting Enterprise 2.0 technologies introduces four risks: 

 Reputational 

 Regulatory and legal 

 Privacy  
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 Data leakage. 

Reputation is built from ongoing interactions between a company’s employees and its customers. 
Web 2.0 lends itself well to this activity but also broadens the opportunity for reputational risk. 
Take for instance, the kerfuffle between Southwest Airlines and movie director Kevin Smith in 
February 2010. Kevin Smith was deemed “too fat to fly” by a flight attendant and was asked to 
leave the plane after being seated. Mr. Smith “tweeted” his rage on Twitter. Though Southwest 
Airlines made no official statement, a spokesman did tweet responses on the company’s Twitter 
account and in so doing included personal travel details without Mr. Smith’s permission (violating 
his privacy). Even when such fumbles might appear minor, to customers, an informal comment by 
an employee via a social networking website could be construed as the official position (or worse, 
the “real” but unacknowledged official position) of a company on a particular topic.    

From a compliance and legal perspective, the risks of adopting Web 2.0 are profound for some 
sectors, less for others. Financial services are particularly challenged due to monitoring and 
logging requirements related to investor protection. For some firms, without the ability to capture 
employee interactions (chatting on Facebook, for example), some Web 2.0 technologies are 
completely blocked. For companies like high-technology firms or companies offering business, 
legal, or professional services, external compliance requirements rarely interfere with deployment 
and use of Web 2.0 technologies.  

What will likely be a common challenge for all companies, however, is addressing U.S. Federal 
Rules of Civil Procedure and eDiscovery proceedings when employees are involved in a legal 
action against the employee and/or the company. Accounting for information and communications 
of employees from Web 2.0 technologies and making it available under subpoena is, as an 
executive of a global conglomerate we interviewed stated, “a big problem.” No doubt. Email 
retention policies in response to eDiscovery precedents are already arduous and expensive. 
Courts tend to punish enterprises that fail to retain records adequately.13 Including into eDiscovery 
the stream of conversations enabled by Web 2.0 promises significant financial and technical 
impact on both collection capabilities and storage requirements. 

From a security and risk perspective, Web 2.0 continues to raise hackles of enterprise security 
leaders. Outside of regulatory and legal risks, security leaders view Web 2.0 as a new and 
dangerously effective vector for malware, social engineering and loss of privacy and sensitive 
information. For example, the Koobface virus, which spread across MySpace, Facebook, LinkedIn, 
Bebo, and eventually Twitter, was used by cybercriminals to trick users into downloading a Trojan 
from a malicious website. Once downloaded, the Trojan harvested sensitive information from the 
infected computer, sending the information back to the cybercriminals.  

The danger of Web 2.0 is that, based on the volume of interactions and the established trust 
relationships, even relatively savvy computer users can be susceptible to what appear to be 
innocuous requests (or links) but in fact are the crafty handwork of cyberattackers. If even savvy 
computer users are hard pressed to protect themselves, less-savvy users are at far greater risk to 
themselves and their organizations.  
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In any case, employees have proven themselves adept at circumventing security controls intended 
to restrict Web 2.0 – sometimes going so far as to set up a proxy on their home network to which 
they can connect from work to any Internet site of their choosing. This behavior further heightens 
the likelihood of data breaches because user traffic, including potentially malicious payloads, are 
likely bypassing security controls such as IP blocking, enterprise proxies, and URL filtering. In 
effect, a company’s inability to prevent arbitrary outbound connections equates to an inability to 
prevent arbitrary inbound connections including malware, Trojans, and other software employed 
by cyber attackers to conduct data-theft. 

Action Steps: 

 Set the tone. Interviewed companies expressed concern over Web 2.0 incidents involving 
celebrities and United Airlines (John Mayer) and Southwest Airlines (Kevin Smith). The tone 
of employee communications should positively reflect the values of the company. You need 
to determine what that voice will sound like to outsiders. Your reputation will be strongly 
influenced by the nature and tone of the company voice. 

 Prepare for discovery. You need to determine current legal requirements and technology 
capabilities to satisfy potential eDiscovery proceedings. This applies to both internal 
employee-to-employee interactions and external employee-to-customer interactions. 
Though no legal precedent has been established for punishing “failure to retain” Web 2.0 
interactions, logically Web 2.0 interactions are similar to email. Forward looking 
companies should prepare for the inevitable.  

 Evaluate defenses. Web 2.0 will force companies to adjust their protective posture even 
if some Web 2.0 technologies are prohibited in the corporate environment. You should 
determine what are current capabilities to mitigate Web 2.0 risks such as malware 
propagation, data leakage, lost productivity, and social engineering and how efficacy of 
risk mitigation activities are measured. 

What are the risks of leaving Enterprise 2.0 services unchecked? 

The risk of unchecked Web 2.0 technologies is unclear at this time for a vast majority of industries 
and sectors. One can argue, quite persuasively, that unchecked usage of Web 2.0 can 
detrimentally affect the business and introduce the three risks highlighted above. One could also 
equally argue that with so few companies regulating the use of social media, that large, direct, 
negative effects should be readily observed by now, especially with over 800 million participants 
and growing. For regulated industries, however, the risk of unchecked Web 2.0 is significant and 
many have taken to blanket restrictions.  

What is clear is that security leaders must connect with business leaders and employees – on their 
terms, using their language – on how best to approach and address potential risks. The first and 
most important step is providing clear guidance to employees on the “do’s and don’ts” of Web 
2.0, particularly as it relates to social networking and how individuals can protect themselves and 
their privacy. Because much of Web 2.0 relies on people’s actual identities – rather than screen 
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names or avatars – people have a vested interested in looking out for themselves, and in so 
doing, for their employers and companies.  

Action Steps: 

 Tell them. Ad-hoc organic use of Web 2.0 technologies amongst company personnel is 
bound to create complications. Establish policy, even interim policy, at whatever level in 
the organization that is most suitable to guide behaviors and usage. Acceptable Use 
Policies are a good place to start.  

 Speak their language. You need to make employees aware of both benefits and risks of 
Web 2.0, particularly social networking, in terms they understand. This is best 
accomplished by IT security teams actively gaining hands-on experience with Web 2.0 
usage and not simply hearsay. As with general security awareness, providing guidance 
company personnel can use immediately to protect their own interests and private usage 
tends to deliver disproportionately positive effects for the company. 

What policies should be in place? 

At minimum, companies should have a Code of Ethics, Acceptable Use Policy, or Electronic 
Communications Policy that provides a foundation for managing Web 2.0 technologies in the 
enterprise.  

Corporate policies should be as technology-agnostic as possible; that is, differentiating between 
Instant Messaging, Bulletin Boards, or Facebook is too specific and is not sufficiently forward 
looking (reserve specifics for technical policies that guide IT staff and implementations). Our 
interviews have identified specific policy statements addressing electronic communications: 

 Employees are not allowed to speak on behalf of the company unless specifically 
authorized.  

 Clearly delimit personal use and statements from that of the company (no representation). 

 Employees shall not share internal company activities, plans, or strategies to unauthorized 
entities regardless of transmission form or media. 

 Specify what type of information is explicitly restricted based on business need or 
regulatory requirements. 

Experienced security practitioners will note nothing new in these policy statements. In fact, from an 
electronic communications perspective, Web 2.0 is nothing new; the form may be different, but 
the essence is the same. That said, generic use policies will likely not effectively address all 
aspects of Web 2.0 and thus a specific Web 2.0 policy (typically focused on social media 
participation) are needed.  

 



IANS PoV: Impact of Web 2.0 on the Enterprise: A Risk Perspective.  June 2010 
 

 
© 2010 IANS. All Rights Reserved. For additional information about IANS or this IANS Point of View, please contact us at partner@iansresearch.com.    
Page 15 of 18 

Action Steps: 

 Define it. For some companies in our interview process, sites like Facebook and MySpace 
were believed to be completely blocked; however, access to Twitter was unrestricted, 
citing that Twitter was not categorized as a social networking site but a business 
communications tool. Because the company did not see inappropriate images or content 
based on the 140 character limitation Twitter places on postings, Twitter was categorized 
differently than other Web 2.0 technologies. This led to an inconsistent approach to risk 
mitigation. You should explicitly identify and define the mix of tools and technologies used 
by the enterprise for Web 2.0, periodically evolving the definition as the mix of tools and 
technologies evolves. 

 Outline Rules of Engagement. Although Code of Ethics and Acceptable use policies are 
helpful, these policies should be viewed as complementary elements to any Web 2.0-
related policies. Employees should know specifically how previous policies relate to Web 
2.0 and what associated behaviors are encouraged or prohibited. Be specific. 
Redundancy with previous electronic communications policies will likely be the norm. State 
Web 2.0 policies anyway.  

 Practice pre-emptive squatting or “brand protection.” Although company policy may 
forbid use of some Web 2.0 technologies by employees, companies should consider 
reserving their names on social networking sites so that another entity cannot impersonate 
the company and negatively impact the brand. 

 Decide how to decide. Interviewed companies would evaluate requests for access to 
Web 2.0 technologies based on business need, perceived risks, current policies, and 
enforcement capabilities. No surprise there. The bigger problem arose when all of a 
sudden, employees heard that access was being granted and a whole new influx of 
requests came flooding in. Inconsistencies rapidly arose along with perceptions of 
favoritism. To avoid further complications, interviewed companies worked with the original 
business owner via a transparent process, identified a facilitator that knew who rightfully 
needed access, and then coordinated with security teams.  

 Plan for the inevitable. The pervasiveness of Web 2.0 technologies and accessibility of 
personal devices like smart phones means that stopping someone from using Web 2.0 
technologies is almost impossible. Plan for after-the-fact discovery of a policy breach and 
the subsequent response. 

 Determine ownership. For Web 2.0 technologies used to benefit the business, such as 
social networking profiles/accounts, at least two key questions must be addressed:, Are 
the accounts owned by the company and to remain with the company when the employee 
leaves? Or are the accounts associated with the employee and will the employee be able 
to continue to blog after leaving their position?   
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 Implement a process (even if informal). Building a business process around company 
blogs, who is allowed to access it as an administrator, who is allowed to post, and the 
approval process (no matter how informal) is helpful in avoiding unfortunate misstatements 
or gaffes. 

How should policies be enforced (Application or Network level)? 

Significant technical difficulties were experienced by companies attempting to allow access to 
selected Web 2.0 technologies or specific functions within Web 2.0 technologies. For instance, one 
of the interviewed companies struggled to limit access to its company Facebook page while 
restricting access to the rest of Facebook because of the risk of malicious code and data loss. This 
challenge is not unique.  

Many Web 2.0 implementations are not single websites but an agglomeration of programming 
interfaces, scripts, and disparate web pages that users interact with or can pull data from 
somewhere other than the original site. Varying degrees of trust across aggregated content is a 
distinct source of new threats. Companies are correct in attempting to mitigate such risk. 
Determining exactly which specific accommodations need to be given to provide company 
personnel appropriate access continues to be a significant challenge however, one that traditional 
block-and-tackle security technologies do not satisfactorily address.   

Our interviews identified that enterprises use a mixture of security technologies to control access 
to Web 2.0 technologies; network, application, and desktop. Proxies, URL filtering, and content 
filtering were the most common control mechanisms, but were also associated with the greatest 
frustration and least satisfaction. Forward looking companies are investigating newer firewall 
technologies as possible solutions to safely enable Web 2.0 applications. Aside from increased 
risk reduction, the ability of these newer technologies to inventory applications-in-use as seen from 
the network is proving to be a compelling benefit.  

Some companies we interviewed also leveraged what they called “enhanced desktop security” 
that could evaluate user behaviors and restrict behaviors as necessary. For instance, if a user 
attempted to copy-and-paste Social Security Numbers (SSN) from an application to a browser 
window, the behavior would be blocked whether the browser was pointed at a social networking 
site or not.   

Action Steps: 

 You need to decide scope and granularity of access for Web 2.0 technologies and 
identify current capabilities to manage those parameters.  

 You need to decide which technologies best manage those parameters based on future 
goals and objectives. We recommend investigating newer breed firewalls that provide 
more contextual and flexible capabilities for controlling specific applications, users, as 
well as content.   
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Forward Looking 
Considering reputational, legal, compliance, and security risks, Web 2.0 introduces significant challenges 
for enterprises. One approach for “responsible use” appears to help more than others: the greatest 
benefit experienced from Web 2.0 arises from integrating with employee workflows rather than ad‐hoc, 
organic use (i.e., free‐form usage at employee discretion).14  Integrating with workflow might also 
provide the best means by which to structure controls. 

A 2009 McKinsey Global Survey on Web 2.0 technologies reported the highest gains from Web 2.0 when 
employing three or more technologies integrated with processes and Web platforms that managed 
significant portions of internal and external company interactions.15 In other words, companies that 
focused use of Web 2.0 around what mattered most to the business experienced the biggest benefits. 
This implies executives cannot simply “hope for the best” and “see where this Web 2.0 thing goes.” A 
weak approach begets weak results.  

Structure is important for successfully using Web 2.0, and employee workflow; that is, the tasks 
employees must do in the course of their jobs to accomplish work, provides a pre‐existing and “natural” 
structure around which to organize Web 2.0 technologies. It also means that usage is more clearly 
defined, tied more closely to business relevant tasks, and may be more difficult to abuse (or at least has 
the potential of making abuse or misuse more obvious). The forward looking executive needs to supply 
permission and resources – as well as set the boundaries – for intelligent and motivated teams to best 
benefit the business. Workflow appears to be the obvious and more effective means to achieve success 
as well as reduce risks. 
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