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Executive Summary 
First-generation collaboration technologies came of age amid an age of tight IT control. Today, Web 
2.0 and newer collaboration tools are available as Internet services accessible directly to enterprise 
users. This has created an environment where: 

· IT and IT security policies often lag behind business need or use. 

· Many enterprises lack the tools for fine-grained control to enforce flexible policy and end up 
sacrificing usability for security. 

· Data loss, a major priority for security teams, is largely unaddressed by these coarse safeguards. 

As a result, neither security nor business needs are adequately addressed when it comes to the 
adoption of these applications in the enterprise. 

Formal Adoption Of Web 2.0 Tools In The Enterprise Is Still In The Early Stages  

North American enterprises with at least 5,000 employees have seen enterprise collaboration tools 
take off in the workplace, with the majority of firms having already deployed or implemented such 
solutions (see Figure 1). Email (94%) and email/calendaring for mobile phones (88%) are the most 
widely deployed tools, and nearly ubiquitous. Other collaboration technologies such as Web 
conferencing, team workspaces, employee portals, instant messaging, and videoconferencing have 
already been deployed by 71% to 79% of North American enterprises.  

While enterprises have broadly adopted a rich variety of collaboration technologies, IT support of Web 
2.0 technologies is just going starting to go mainstream (see Figure 2). The most popular Web 2.0 
technologies officially supported by North American enterprises are wikis (44%), discussion forums 
(39%), and blogs (35%). A quarter of large enterprise IT departments officially sanction use of social 
networking tools, though use of these platforms for business purposes is commonplace on outside of 
IT oversight or on an ad hoc basis.1

                                                      
1 Over 45% of Fortune 100 companies have an active and cultivated presence on Facebook at a 
corporate, department or business unit level, Additionally, all of LinkedIn’s 65 million members could 
arguably be considered using it for business purposes. 

 Wikis and RSS hold the top spot for growth, as 13% of firms have 
plans to implement in 2010 or later. 
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Figure 1: In The Enterprise, Collaboration Solutions Have Become The Norm 

 

Figure 2: Enterprise Adoption Of Web 2.0 Technologies Is Just Becoming Mainstream  

 

Data Loss And Exposure to External Attacks Lead The Concerns Over 
Adopting New Collaboration And Web 2.0 Technologies 
How do security professionals feel about these Web 2.0 technologies making their way into the 
enterprise? When asked about concern over specific risks associated with Web 2.0 and collaboration 
technologies, the top areas IT decision-makers surveyed said they were “very concerned” or 
“concerned” about were data leakage (82%) and exposure to attack from malicious outsiders (81%) 
(see Figure 3). Understandable, as these risks are more out of their control than others. 
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These same IT decision-makers are also more concerned about the impact on bandwidth or network 
resources (73%), ensuring regulatory compliance (66%), or user productivity (65%), than they are 
about monitoring or archiving user activity (54%). It is important to note that for the majority of the 
risks assessed here, at least half or more of IT decision-makers surveyed indicated concern. For Web 
2.0 and collaboration technologies, it’s not so much a matter of which risks enterprises are concerned 
or not concerned about, but rather the degree of concern out of a long list of risks that cause worry. 

Figure 3: Enterprises See Multiple Risks With Web 2.0 And Collaboration Technologies 

 

IT Security Begins To Take The Necessary Steps To Protect The Enterprise 
Collaboration and Web 2.0 technologies are here to stay, and enterprises are taking steps to mitigate 
the risks and concerns surrounding their use. The challenge they face is in balancing the mitigation of 
risk against the business and end user benefits of these applications. Many lack the tools for fine-
grained control and end up sacrificing usability for security. For example, a little more than half (52%) 
of the IT decision-makers we surveyed indicated having a policy that only applications sanctioned by 
IT and deemed necessary for the job function are allowed, and an additional 7% report having policies 
restricting the amount of time someone can use an application regardless of business need (see 
Figure 4). By contrast, only 39% of respondents allow any application deemed necessary to perform a 
job function. 
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Figure 4: Most Firms Restrict Applications Even If Deemed Necessary To A Job Function 

 

Bear in mind that the appropriate use policies put in place at firms are not necessarily a reflection of 
enforcement or what actually may occur in reality. However, it shows that most enterprises’ security 
policies around use of collaboration and Web 2.0 would impose usage restrictions even in the case of 
business need.  

When it comes to enforcement, the survey shows that the security controls firms implement today are 
inadequate compared with what they would like and what they need. The most commonly employed 
controls over use of collaboration and Web 2.0 technologies are at the application level: 75% of firms 
surveyed have the ability to block or allow use of a particular application (see Figure 5). However, 
Forrester continues to see many of these controls being based on techniques such as URL filtering 
and other mechanisms that both users and applications can bypass. Nearly as many organizations 
(71%) currently control use of specific functions within applications, such as allowing read access but 
denying the ability to post information. Fewer organizations are controlling access today based on 
identity at the user or group level (66%), and just more than half (52%) purport controls based on the 
actual content being transmitted.  

Organizations seek to enhance their control capabilities with more contextual and fine-grained 
policies: Within 12 months, an additional 20% of organizations surveyed plan to adopt identity-based 
controls, and an additional 32% plan to adopt content-based controls. Somewhat surprisingly, 14% of 
enterprises surveyed neither have nor plan to acquire the ability to block an application. This is 
despite the fact the majority of organizations surveyed have policies that impose restrictions on the 
use of these Web 2.0 and collaboration applications. 
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Figure 5: Firms Plan Greatest Investments In Content-Based Security Controls 

 

IT Security Is Not Yet Taking A Business-Enabling Role 
The vast majority of organizations, about 85% of them, want to have a security posture that can 
control activity at a granular level according to several parameters: by application function, by user 
identity, or by the specific type of content involved. Today, however, the security policies at the 
majority of organizations prohibit the use of some applications outright — even if there is a business 
need. Given as well that users can evade crude enforcement mechanisms and create a vector for 
inbound attack and outbound data leakage, it becomes clear that IT security groups are failing to 
manage risk effectively amid the changing technology needs of the business. They are either 
providing the business with access they demand under an environment of excessive risk due to 
inadequate protection against attacks and insufficient visibility and control, or they are impeding 
business due to their inability to put fine-grained controls in place. 

Methodology 
This Technology Adoption Profile was commissioned by Palo Alto Networks. Forrester Consulting 
leveraged Forrester’s Business Data Services (BDS) Enterprise And SMB Software Survey, North 
America And Europe, Q4 2009, a survey of 2,165 IT decision-makers at companies in multiple 
industries across North America and Europe. Forrester supplemented the analysis with custom 
questions for 56 IT decision-makers regarding their concerns about Web 2.0 and collaboration 
technologies and what security and use policies their companies currently have or will implement. For 
more information on Forrester’s BDS data panel and Tech Industry Consulting services, go to 
www.forrester.com. 
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