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Challenge

Large organizations operate multiple 

firewalls across different time 

zones and business units requiring 

a great deal of repetitive, manual 

work. Enterprises, managed service 

providers, and auditors need to 

accurately and cost-effectively manage 

security policies, enforce regulatory 

requirements, and automate their 

change request processes. 

Solution

Tufin’s solutions ensure that security 

objectives are aligned with day-to-

day operations by providing security 

administrators with complete visibility 

into security policies across the 

organization, as well as the necessary 

tools to automate and manage the 

security lifecycle efficiently.

Benefits

• Dramatic reduction in manual, 

repetitive, error-prone tasks

• Optimized infrastructure utilization 

and improved network security 

• Compliance with regulatory 

standards and shortened audit 

preparation times

• Proactive risk management

JUNIPER aND TUFIN SECURITy SUITE 
LIFECyCLE MaNagEMENT SOLUTIONS 
gain Visibility and Control of Juniper Networks Firewalls for Operations 
Management, Compliance, and Change automation

In an attempt to apply and enforce security objectives on the ground, highly skilled 

managers rely on an array of administrative tools to implement configuration changes 

and to gather and analyze security data. Today, this process involves many repetitive, 

error-prone manual tasks and success depends entirely on the continuous vigilance 

of the security operations team. As security operations grow, it becomes increasingly 

difficult to keep track of the details and be sure that there have been no human errors. 

In response, forward-thinking IT leaders are turning to Tufin Security Suite for Juniper 

Networks to manage firewall operations, ensure compliance with corporate, industry, 

and regulatory standards and automate the security change lifecycle process. 

The Challenge—Implementing, Managing, and Auditing  
Security Policies

Providing network security for today’s enterprise is a continuous process of implementing 

corporate policy, fielding daily change requests, and demonstrating compliance with 

standards. For most organizations, this has become a complex, resource intensive operation 

involving dozens of components, often located at distributed sites and maintained by 

multiple teams. at the same time, regulatory agencies are demanding increasingly rigorous 

standards of transparency and accountability. Without a comprehensive, top-down view of 

the entire security infrastructure, manual errors and inefficient configurations are difficult to 

avoid. and without process automation, security audits are time-consuming, painstaking, 

and ineffective in identifying threats before they occur.

Whether you are an enterprise, a provider of managed security services, or an auditor, you 

need a tailored solution for implementing, managing, and auditing security policies faster, 

more easily, and more accurately than ever before. 

The Juniper Networks-Tufin Technologies Security Lifecycle 
Management Solution 

More than 700 companies around the world are using Tufin’s award-winning solutions to 

increase the accuracy and efficiency of their firewalls and network devices. 

Tufin Security Suite for Juniper Networks includes SecureTrack™ Firewall Operations 

Management, SecureTrack™ auditing and Compliance, and SecureChange™ Workflow 

Change automation.

SecureTrack Firewall Operations Management

Tufin SecureTrack Firewall Operations Management is the industry-leading security 

operations management solution for Juniper Networks® ScreenOS® Software and Juniper 

Networks Junos® operating system-based firewalls and network infrastructure. With 

comprehensive real-time change tracking, in-depth security policy optimization, risk 

analysis and more, SecureTrack increases security and accuracy while slashing the time 

spent on repetitive, manual tasks.
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Figure 1: SecureTrack spots policy changes in real time and maintains  
an audit trail to quickly reveal compliance breaches

SecureTrack Auditing and Compliance

Tufin SecureTrack auditing and Compliance maintains a 

continuous audit trail, making it far easier for organizations to 

comply with standards and to successfully pass security audits. 

Featuring customized corporate security policies, automatic 

compliance alerts, and a variety of robust, built-in reports such 

as the latest version of Payment Card Industry Data Security 

Standard (PCI DSS), SecureTrack auditing and Compliance can 

slash audit preparation time by 50%. From the very first security 

audit, Tufin dramatically reduces the cost of Juniper Networks 

firewall operations. 

SecureChange Workflow Change Automation

Tufin SecureChange Workflow Change automation automates 

the security change request process for Juniper Networks 

firewalls and related network security infrastructure. With unique 

security-aware technology, SecureChange Workflow replaces or 

complements existing help desk ticketing and workflow systems, 

and it helps security teams to proactively reduce network security 

and business continuity risks and enforce compliance. Designed 

to improve accuracy and efficiency at every stage of the security 

change process—from submission through design, risk analysis, 

approval, verification, and auditing—SecureChange Workflow 

supports IT governance and takes corporate and regulatory 

compliance to the next level.

Figure 2: SecureChange Workflow supports unlimited customized 
workflows that meet your business needs

Features and Benefits

• Central management of all firewalls, routers, switches,  

and more

• Real-time change tracking and a complete audit trail

• Network topology intelligence with automatic discovery

• Policy optimization that identifies unused rules and objects 

• Policy and risk analysis that simulates policy to analyze risk 

and business continuity

• automatic policy generator that eliminates overly  

permissive rules

• Rule recertification that enables documentation and 

identification of expired rules

• PCI DSS report that instantly demonstrates compliance with 

the latest version

• Corporate compliance reports and alerts, easily customized

• Distributed deployment and multi-domain support

• Firewall and network change management

• Unlimited customizable workflows with a simple editor

• Proactive risk analysis prior to approvals and change 

implementation

• SLa tracking that tracks service-level agreements for request 

workflows from submission through verification

• Ticketing and change management integration



 3

“It is nearly impossible to manually audit 
firewall and router rules and policies,” 
Kindervag said. “To do it properly, you need to 
correlate the rule base to the log files to see 
what rules are being fired and which are just 
open holes into the network. Most companies 
are not even addressing this issue. I regularly 
see companies that have never reviewed their 
firewall rule sets.”
John Kindervag,  

Forrester

Tufin offers solutions that are tailored for the needs of different 

types of security organizations, combining cutting-edge 

technology and usability with expert training and support. These 

solutions consist of the Tufin SecureTrack and SecureChange 

Workflow product suite along with additional features, licensing, 

and support options that meet the needs of each market.

Enterprises

Providing enterprises with an end-to-end solution for network 

security teams helps to streamline operations, reduce risk, and 

optimize Infrastructure performance. Tufin enables organizations 

to successfully pass audits and proactively enforce corporate 

regulatory and industry compliance standards.

Managed Security Service Providers (MSSPs)

To compete in an increasingly competitive marketplace, 

MSSPs need to enrich their service offerings while providing 

comprehensive network security for enterprises of all sizes. 

Featuring a scalable, multi-tenant architecture, versatile 

distributed deployment, and role-based administration, Tufin 

enables MSSPs to handle more customers more effectively with 

fewer resources. 

Auditors

Security audits are becoming a standard part of the corporate 

IT landscape. as concerns over network security grow, more 

organizations are required to perform regular audits and 

demonstrate compliance with corporate, regulatory, and industry 

standards. Tufin’s solution for independent IT security auditors 

features a variety of targeted reports that assess an organization’s 

current security posture while providing valuable information for 

mitigation and improvement. Tufin enables auditors to differentiate 

with a rapid, robust, and cost-effective service offering.

Figure 3: SecureTrack and SecureChange Workflow network environment

Solution Components

Tufin Security Suite for Juniper Networks consists of SecureTrack 

Firewall Operations Management, SecureTrack auditing and 

Compliance, and SecureChange Workflow Change automation 

software and appliance-based solutions.

Juniper Networks-Tufin Integration

Tufin SecureTrack and SecureChange Workflow are offered in 

three form factors—as an appliance-based installation, a Redhat 

or CentOS Linux-based software installation, and as a VMware 

installation. The appliance runs the TufinOS, a specialized 

hardened Linux OS. Customers that deploy SecureTrack and 

SecureChange Workflow use these products to fully automate 

security change management and monitor firewall devices of 

several Juniper product families including ScreenOS and Junos 

OS-based products, Juniper Networks SRX Series Services 

gateways, Juniper Networks J Series Services Routers, and 

Juniper Networks Network and Security Manager. Basic textual 

configuration integration management is also available for Juniper 

Networks E Series Broadband Services Routers and Sa Series 

SSL VPN appliances. Typically, Tufin’s products are deployed in 

the operations center and connect to devices that are located in 

operations centers, data centers, and remote sites.

SecureTrack and SecureChange Workflow are complementary 

solutions for comprehensive management and auditing of Juniper 

Networks firewalls and network devices. Through SecureChange 

Workflow, change requests are managed from end user business 

request all the way to change verification. The request forms, 

design, and approval tools are customized to Juniper Networks 

firewall change processes. 
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To purchase Juniper Networks solutions, 

please contact your Juniper Networks 

representative at 1-866-298-6428 or  

authorized reseller.

SecureTrack uses system logs to track all of the changes made 

to Juniper Networks devices in real time, and it displays device 

configuration in a native format that allows administrators to 

feel as if they are working directly inside the Juniper Networks 

device. Every time SecureTrack is notified of a change by the 

firewall device or by NSM, it retrieves the current policy via 

SSH. SecureTrack stores policies as a revision in its database 

in a format that allows quick and efficient analysis for change 

management, comparison, and auditing purposes. 

“Compliance and complexity are driving the 
requirement for better capability in optimizing 
the existing firewall rules base, and examining 
the impact of any proposed rule changes.” 
greg young, 

gartner

Summary—Meeting Today’s Network Security 
Requirements 

Whether you are an enterprise, a provider of managed security 

services, or an auditor, Tufin’s Security Suite enables you to automate 

critical operational processes, saving a significant amount of time 

and money while improving network security posture. 

The Juniper and Tufin joint solution includes SecureTrack Firewall 

Operations Management to track changes, analyze device 

configurations, and optimize rule bases; SecureTrack auditing and 

Compliance to adhere to industry and regulatory standards; and 

SecureChange Workflow Change automation to automate the 

entire lifecycle of a security policy change request.

Next Steps

For further information, product demonstration, or evaluation 

requests, please email us at sales@tufin.com or access the list of 

Tufin sales offices at www.tufin.com/about_contact.php.

About Tufin Technologies

Tufin™ is the leading provider of security lifecycle management 

solutions that enable companies to cost-effectively manage their 

network security policy, comply with regulatory standards, and 

minimize IT risk. Tufin’s award-winning products SecureTrack™ 

and SecureChange™ Workflow help security operations teams to 

manage change and perform reliable audits while dramatically 

reducing manual, repetitive tasks through automation. Founded 

in 2005 by leading firewall and business systems experts, Tufin 

serves more than 700 customers in industries from telecom and 

financial services to energy, transportation and pharmaceuticals. 

For more information, visit www.tufin.com.

About Juniper Networks

Juniper Networks is in the business of network innovation. From 

devices to data centers, from consumers to cloud providers, 

Juniper Networks delivers the software, silicon and systems that 

transform the experience and economics of networking. The 

company serves customers and partners worldwide. additional 

information can be found at www.juniper.net.


