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“The implementation of the 
Astaro Security Gateway 
helped to change the structure 
of our IT environment, 
supporting our goal to make it 
more efficient.”

Olivier Hertu, 
Chief Information Officer at 
Loxam

“Overall, Astaro uses the best 
technology has to offer to 
provide a good balance of 
capability and administrative 
ease.” 

Neil Fusillo, 
Systems and Security Architect 
at Georgia Public Web

Securing over 100,000 computer networks in 60 countries, the award-winning AstaroTM Security Gateways protects against 
the endless number of viruses, spam and hackers that threaten to compromise network security and employee produc-
tivity today. Astaro Security Gateways are powerful modular solutions that simplify IT managers‘ tasks to implement the 
mission critical security functions necessary for continuous business operation. 

30 day free trial:   www.astaro.com/freetrial
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Astaro Security Gateway offers 
comprehensive enterprise-class 
security applications including 
Firewall, VPN, IPS, Antivirus, 
Antispam, Email encryption, Web 
Filter, Web Application Firewall, 
and Wireless Security. 

All functions are integrated into 
a hardened linux OS and run 
on standard Intel-compatible 
server systems without requiring 
any proprietary hardware chips. 
This allows for fast updating and 
integration of new features. 

No  
Compromise
The same set of security applica-
tions, even features like Active/
Active Clustering, WAN Link Balan-
cing or Active Directory integration 
is available on every model – 
either being deployed as hardware, 
software or virtual appliance.

Every model includes an inte-
grated hard drive for local spam 
quarantine and log/reporting 
storage. As such even your 
smallest location receives the 
same safeguards as your central 
office – without compromise.

Designed  
for sMBs
Being specifically designed to  
fulfill the needs of small to medi-
um sized businesses all functions 
can easily be configured and 
used without requiring deep 
technical security knowledge. 

For this purpose every function can 
be configured through an intuitive 
browser-based GUI which is availa-
ble in more than a dozen local 
languages. There is no need for 
using a Command Line Interface or 
any client software

Common Criteria
zertifiziert

Astaro All-in-one internet security



„With Astaro our manual intervention dropped by about 75%.“
Michael Mierwinski, CIO at Mid-America Overseas

Choose your Security Gateway Platform

No matter if you want to protect very small offices with up to 10 users at an economical price or if you need maximum performance and 
reliability within most demanding environments for up to a few thousand users, you’ll always get the same strong set of enterprise-class 
security functions, integrated into an easy to use browser based management interface.

The Astaro Security Gateway offers complete UTM protection and can be installed as either hardware, software or as a virtual appliance. 

Hardware Appliance ASG 110/120 ASG 220 ASG 320 ASG 425 ASG 525 ASG 625

FW-Throughput 1.8 Gbit/s 3 Gbit/s 3.4 Gbit/s 4 Gbit/s 6 Gbit/s 10 Gbit/s

VPN-Throughput 180 Mbit/s 480 Mbit/s 560 Mbit/s 580 Mbit/s 900 Mbit/s 1,000 Mbit/s

IPS-Throughput 240 Mbit/s 750 Mbit/s 1,000 Mbit/s 1,200 Mbit/s 2,200 Mbit/s 2,400 Mbit/s

UTM-Throughput 45 Mbit/s 95 Mbit/s 165 Mbit/s 180 Mbit/s 300 Mbit/s 575 Mbit/s

Concurrent Connections 120,000 300,000 600,000 1,000,000 1,700,000 2,500,000

IPSec VPN Tunnels 25 125 400 600 1,000 1,500

Ethernet Interfaces (Copper) 4*GE 8*GE 8*GE 6*GE 10*GE 10*GE

Ethernet Interfaces (SFP) - - - 2*GE 4*GE 8*GE

Storage 160 GB 160 GB 160 GB 160 GB 320 GB 450 GB

Astaro Security Gateway Hardware Appliances
Astaro Security Gateway hardware appliances are purpose built, high-performance security devices. 
They integrate Astaro’s security applications with a hardened Operating System on optimized 
Intel-compatible server systems that cater to every business size.

Astaro Security Gateway Software Appliance
Astaro Security Gateway software appliances integrate all security applications with a hardened 
Operating System bundled within a single software image. While offering the same capabilities as the 
hardware appliances, they can be easily installed on your hardware of choice - maximizing deploy-
ment flexibility.

Astaro Security Gateway Virtual Appliance for VMware
Pre-installed and pre-configured for VMware environments, Astaro Security Gateway virtual applian-
ces are based on the software equivalent. Furthermore, Astaro Security Gateway is the first unified 
threat management product to be certified as „VMware Ready“.
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„We chose Astaro for its all-in-one approach, trouble-free installation and management at an affordable price.“
Martin Bělohlávek, Systems Administrator, MAN ČR, MAN Group

Choose your Security Applications

Astaro Mail Security
Astaro Mail Security ensures that the abuse which email is subjected to, such as spam, viruses and 
privacy issues, do not affect your daily business routines. Through this application, real messages are 
properly delivered and employees can find what they need without being exposed to damaging 
content.

Astaro Web Security
Astaro Web Security protects employees from threats and allows you to apply terms and conditions 
to where and how they can spend their time online. Spyware and viruses are stopped before they can 
enter the network and cause damage. Everything is tracked and arranged in detailed reports which 
show how effective your policy is so adjustments can be made.

Astaro Web Application Security
Astaro Web Application Security protects your web servers and applications like Outlook Web Access 
(OWA) from modern attacks like SQL Injection and Cross Site Scripting (XSS) which hackers are 
using to gain access to sensitive information like credit card data, social security numbers and other 
personal data. It also aids you in compliance efforts where a web application firewall is required.

Astaro Wireless Security
Astaro Wireless Security is a new approach that dramatically simplifies the operation of secure and 
reliable wireless networks. Its affordable and configuration-less access points, in combination with 
the built-in wireless controller in the Astaro Security Gateway, redefines wireless networking for small 
and medium businesses.

Astaro Network Security
Astaro Network Security protects against sophisticated types of worms and exploits that can‘t be 
detected by a firewall alone. It offers a configurable Intrusion Protection system and Flood Protection 
against Denial of Service attacks and comprehensive IPsec and SSL tunnel mechanisms for building 
flexible site-to-site and remote access vpn connections between offices and mobile workers.

Astaro OS
Each Astaro Security Gateway is delivered with a secured and hardened Linux based Operating System. By activating the free Astaro 
Essential Firewall license you can take advantage of fundamental security features to protect business networks, like firewalling, networ-
king tools, routing, and secure remote access - for free. 
As your needs evolve you can further enhance the functionality of your security gateway by adding any combination of subscriptions 
listed below.



© 2011 Astaro. Subject to change without notice.
Astaro and Astaro Security Gateway are trademarks of Astaro.

All other trademarks and registered trademarks are the property of their respective owners.
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Add Gateway Accessories
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For more sophisticated deployment scenarios, you can choose additional Gateway Accessories that enable new functionality for your 
gateway, and central management tools help ease your business routines. 

Astaro RED
Reinventing Branch Office Security.

Astaro RED (Remote Ethernet Device) is the easiest and most affordable way to secure your branch 
offices. You can centrally configure it via an Astaro Security Gateway located at your headquarter 
which automatically distributes the configuration to the Astaro RED appliance. By forwarding all 
traffic to the central Astaro Security Gateway, Astaro RED provides complete UTM security even for 
your smallest remote or home office. In contrast to standard security appliances Astaro RED not only 
provides stronger security but also slashes the total cost of ownership by 80% as there‘s no need for 
technical skill or ongoing maintenance at the remote site.

Astaro Access Points
Air traffic control for your network.

Deploying the Astaro access points AP 10 and AP 30 is the easiest and most cost-effective way to 
secure your wireless networks. You can centrally manage them via an Astaro Security Gateway, 
which acts as a wireless controller. The Astaro access points are configuration-less, meaning that the 
intelligence in the access points have been minimized and centralized in the wireless controller 
instead. Through this approach, the total cost of ownership of a wireless LAN can be reduced signifi-
cantly, because of less expensive upgrades and easy migration paths for to future technology.

Astaro VPN Clients
Secure remote access to cooperate networks.

Remote access to corporate network data from any location at any time is a necessity for mobile or 
home workers in many businesses. However, setting up these clients on individual PCs often becomes 
a huge administrative burden. Astaro VPN clients offer secure and flexible remote access for any type 
of network environment and operating system with minimal administrative effort.

Astaro Command Center
Manage all your security products from single location.

Astaro Command Center is a central management application which enables users to see and work 
with all Astaro Security Gateways through a single log in. From instant hardware reports to security 
trend information, monitoring and managing all devices becomes an efficient and effective process. 
With just a few simple steps, IPSec VPN tunnels can be established and policies can be deployed to 
many installations.

EMEA 

Astaro GmbH & Co. KG 
- a Sophos company
Amalienbadstr. 41/Bau 52
76227 Karlsruhe 
Germany 

T: +49 721 255 16 0 
emea@astaro.com

Americas 

Astaro Corporation  
– a Sophos company 
3 Van de Graaff Drive 
2nd Floor · Burlington 
MA 01803 USA

T: +1 781 494 5800 
americas@astaro.com

Asia Pacific 

Astaro Asia 
- a Sophos company
2 Shenton Way
SGX Centre 1
#17-01
Singapore 068804
T: +65 6227 2700
apac@astaro.com

Japan 

Astaro KK
- a Sophos company
Shibuya Mark City West
1-12-1 Dogenzaka, Shibuya-ku Tokyo, 
Japan 163-0532 

T: +81 3 4360 5506 
salesjp@astaro.com 


