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Introduction
E-discovery demands attention from multiple departments, requires complex business
processes to implement and can include massive amounts of data. Any one of these
characteristics is cause for potential worry, but what is most often the crux of an ediscovery effort, is the legal hold process. “Legal hold” refers to the responsibility of
an organization to notify custodians (i.e., anyone potentially involved in the matter,
including partners, employees, IT departments, subsidiaries, etc.) of their duty to
preserve potentially relevant information when litigation is reasonably anticipated.
It is often the first step in the e-discovery process and is required in nearly every case
regardless of the eventual outcome. While notifying custodians about their duty to
preserve and actually preserving electronically stored information (ESI) are fairly
simple concepts, the reality is that the process is complicated and fraught with risk.
It is critical for all organizations to conduct legal holds properly due to the increasing
risk of sanctions from the judiciary system, which include fines, witness and evidence
preclusions, spoliation inferences, and in the most severe situations terminating sanctions.
This white paper discusses why the legal hold process is important, the challenges
associated with the traditional legal hold process, and how the Clearwell E-Discovery
Platform is being used to solve these challenges.

Why Does Legal Hold Matter?
Improving the legal hold process is at the forefront of corporate to-do lists because of
the growing risk of sanctions from the judiciary system as a result of faulty legal hold
processes.
In 2003, U.S. District Court Judge Scheindlin issued a number of opinions in the case
of Zubulake v. UBS Warburg. The Zubulake case is considered a landmark case in
e-discovery because it was one of the first to rule on a number of key e-discovery issues including:
• The scope of a party’s duty to preserve ESI when litigation is reasonably likely
• A lawyer’s duty to monitor their clients’ compliance with electronic data
preservation
• The imposition of sanctions for the spoliation of electronic evidence
During an employment discrimination matter between Laura Zubulake and UBS
Warburg, the ongoing discovery dispute revealed that defendants had failed to appropriately preserve ESI and were subsequently unable to produce emails relevant to the
case. These failures led Judge Scheindlin to issue several groundbreaking opinions on
counsel’s responsibility to preserve ESI. She found that once the duty to preserve was
triggered, counsel did not take affirmative steps to monitor compliance and ensure all
relevant sources were identified and searched.1 She held that litigators had an obligation to guarantee that relevant information was preserved by placing the information
under a litigation hold. These errors, amongst others, led to an adverse inference
jury instruction and an eventual $29.2 million verdict against UBS. However, beyond
the verdict’s sticker shock, this case was paramount to the e-discovery industry in
articulating the definition of a legal hold, what a legal hold process includes, and the
processes that counsel must be prepared to defend.
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A more recent case has helped further define a defensible legal hold process, with an
emphasis on clearly articulating the preservation instructions and monitoring custodian compliance. In the Pension Committee of the Univ. of Montreal Pension Plan, et al.,
v. Banc of America Securities, LLC case, the same Judge Scheindlin stated that “simply
emailing a hold notice to a custodian and recording the hold on a spreadsheet” was
not enough. According to the court, the email and spreadsheet approach did not
adequately monitor compliance or clearly inform custodians about the criticality of
the preservation process.2 While simply issuing a written legal hold notice was previously regarded as an appropriate first step, more importance is now being placed on
the effectiveness of the notice.3 Counsel failed to periodically remind custodians of
their obligation to preserve, track their acknowledgement of the preservation notice,
and communicate with custodians to determine whether the preservation obligations were actually understood. In the end, all thirteen plaintiffs were sanctioned for
e-discovery failings given her finding of gross negligence.
The legal hold process is not under the microscope of only one judge. Sanctions as
a result of faulty legal hold processes are widespread and increasing. As published in
the Duke Law Journal, e-Discovery sanctions are up 271% with the majority of sanctions resulting from an organization’s “failure to preserve.”4 Specific monetary awards
attributed to e-discovery sanctions have increased as well, ranging from $250 to over
$8.8 million.
Instances in which organizations disregarded their responsibility to enforce a reasonable and defensible legal hold strategy resulted in significant cost and exposure to
legal risk. They also helped demonstrate why a proper legal hold process is instrumental to a defensible e-discovery process.

The Typical Legal Hold Process
In an attempt to escape sanctions and adverse jury instructions like those given in
the Zubulake and Pension Committee cases, organizations have hastily implemented
manual processes and disparate tools to comply with the duty to preserve. These
legacy legal hold practices lack a holistic approach to safeguarding against sanctions
and are laden with inefficient processes that burden the business with undue risk.
THE EMAIL AND SPREADSHEET SOLUTION

It is common practice for both legal and IT departments to regularly devote time
and resources to the notification and preservation effort. This results in significant
organizational costs, both in terms of manpower and lost productivity. In many cases,
legal teams must identify the potential preservation requirements and, in parallel with
the notification to custodians, must convey preservation instructions to the IT team.
The legal team often records notices on a spreadsheet and attempts to track dozens of
custodians across multiple (and overlapping) cases. This manual process is repeated
every time there is a subsequent change or update in the case. The IT team receives
instructions and manually implements the holds, hopefully able to react to the same
changes and modifications in scope as the case progresses. This results in an errorprone legal hold process that wastes resources, increases risk and has compounding
complexity as cases pile up over time.
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Not surprisingly, this spreadsheet approach historically used to document and track
the legal hold notification process is increasingly coming under fire. As highlighted
in the opinion of the Pension Committee v. Banc of America Securities case, manual
notification and tracking of all key pieces of information related to every legal hold
via a spreadsheet is simply not defensible. Judge Scheindlin acknowledges, “…parties
need to anticipate and undertake document preservation with the most serious and
thorough care, if for no other reason than to avoid the detour of sanctions.”
In addition to the legal hold notification and acknowledgement, key pieces of information must be documented, such as dates, custodians, target data, initial scope of
hold, subsequent changes in the scope, reminders, and notes associated with each
process step.5 In fact, the Sedona Conference Commentary on Legal Holds notes that
without significant and detailed documentation of the legal hold process, organizations may be unable to demonstrate the effectiveness of the legal hold process to opposing parties. The legal hold process is always evaluated in hindsight, with litigants
defending their decisions potentially after years between the legal hold process trigger
and their day in court. Relying on those involved to manually track legal hold steps,
remember the details of what steps were taken after so much time and defend why
decisions were made is a serious gamble.
THE STAND ALONE SOLUTION

To reduce this manual effort, many organizations purchased third party notification
tools which manage the legal hold process. In addition to the relatively high licensing
costs of many of these applications, they typically only solve the management of legal
hold notifications and fail to assist in the actual preservation of ESI. By solving only
half of the preservation problem, organizations are still at significant risk of spoliation
from routine disposition of data based on records management policies or modification and deletion of data through routine business processes. In order to completely
solve the preservation duty, it is paramount that organizations utilize a solution that
combines both the workflow and data aspects of the preservation process. Moreover,
many of these tools are difficult to integrate with applications that support downstream e-discovery stages, such as collection, processing, analysis and review. This
effort requires the investment of considerable time and money and can result in a
risky workflow that requires moving data between solutions and makes tracking chain
of custody difficult. When moving data between e-discovery phases, IT resources
and time are devoted to the exporting and importing of data from one application to
another. Throughout this migration process the information is exposed to potential
spoliation, metadata changes, corruption, and re-indexing problems.
It is generally accepted that the sooner relevant ESI is collected and preserved, the
less risk there is of spoliation. In Wilson v. Thorn Energy, LLC, 2010 WL 1712236
(S.D.N.Y. 2010), Judge Frank Maas held that failure to preserve ESI from a portable
USB flash drive constituted a violation of the duty to preserve. In this case, the
defendant corporation identified a flash drive that contained relevant ESI, but rather
than preserving that data safely to a centralized evidence repository, the defendant’s
employee chose to hold on to the drive, putting it instead into a desk drawer. When
the files were requested for review and production, the files could not be read from
the drive. The defendant’s employee attempted to repair the drive or recover the ESI
contained on it, but those efforts failed. This is a classic example of “it’s better to be
safe than sorry” with respect to data preservation.
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The duty to preserve, while extremely important, is only one step in the e-Discovery
process. After satisfying the duty to preserve, legal teams must also collect the relevant
data, cull the data set down, review that data, and eventually produce responsive
documents in court. Often times during these other processes, counsel will identify
potentially relevant data or custodians that are not included in the purview of the
original legal hold, and subsequently require new notices to be issued. This coupled
with other typical changes in case requirements make e-discovery an iterative, nonlinear process. If an organization’s legal hold workflow is not tightly integrated with
all other aspects of e-discovery to allow for this level of flexibility, the organization is
operating inefficiently and thus encounters higher cost than is necessary.
Without a repeatable and defensible legal hold workflow, organizations are not only
wasting money and resources, but they are hindering the defensibility of their ediscovery process. In the recent case of Phillips Electronics v. BC Technology, the court
found that a proper litigation hold wasn’t issued until 19 months after the duty to
preserve arose, and within that timeframe thousands of files were deliberately deleted
from key custodians’ machines. Due to the faulty legal hold process the court concluded “that extreme sanctions are warranted in this case where discovery abuses of
a serious magnitude [occurred].”6 As the threat of sanctions and costs grow, and the
compliance efforts continue to strain multiple departments, organizations need to reevaluate their legal hold strategy and address legal hold as a critical business process.
While initiated and governed by a judicially mandated duty to preserve, legal hold
strategy must also weigh cost effectiveness and potential disruption to the continuity
of business.

Streamlining the Legal Hold Process with Clearwell
Judges are the ultimate decision makers on determining whether the legal hold is
effective and their opinions often provide the framework for a defensible legal hold
process. Based on these continually evolving opinions it is critical that a legal hold
solution:
• Communicates the duty to preserve by providing instructions to all key
custodians and IT professionals when litigation is “reasonable likely”
• Periodically reminds all key players regarding their duty to preserve
• Continuously tracks and monitors compliance
With this judicial framework in mind, Clearwell’s Legal Hold Module, a part of the
Clearwell E-Discovery Platform, is helping organizations create a repeatable and
defensible legal hold workflow that is not only streamlining the legal hold process, but
significantly reducing the risk of legal sanctions.

The Clearwell Legal Hold Module
The Clearwell Legal Hold Module enables corporations, law firms, and government
agencies to automate and manage their legal hold process. The Module streamlines
legal hold management by enabling a repeatable workflow that allows Legal teams to
satisfy the duty to preserve from anticipation to completion of litigation. Since the
Module is part of the Clearwell E-Discovery Platform, users have one seamless application to not only manage hold notices but also rapidly collect and preserve critical
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data on demand. As a result, the Module minimizes the risk of sanctions while providing the highest level of defensibility across the entire
e-discovery lifecycle. The following describes how organizations are using
the Clearwell Legal Hold Module to improve their legal hold process.

Figure 1: Customized surveys can be inserted into
the legal hold notice to expedite interaction with
custodians and gather critical case information

When litigation is reasonable likely, legal teams simply securely log in to
Clearwell and create a new legal hold project to initiate, send, and track
notifications. Hold notices can be quickly created and sent to relevant
custodians and IT system administrators via email. Different notices can
be sent to custodians and system administrators, streamlining the notification process. Because the Clearwell Legal Hold Module is integrated
with Microsoft Active Directory® and ships with customizable notification templates, legal teams can perform these tasks rapidly. Notices can
be sent immediately or scheduled for delivery. In addition, teams can
schedule automatic reminders and escalation notices to ensure a reasonable effort is made to convey and comply with the preservation obligation.
To capture critical information regarding a case, custodians can also
complete surveys while acknowledging the receipt of the legal hold
notification (see figure 1). By automating and providing an interactive
means of communicating with custodians, legal teams can quickly gather
and consolidate information from custodians such as the top data sources
to be targeted for the collection process or the level of involvement for
each custodian (see figure 2). The early insight and information gathered
from surveying custodians helps attorneys prioritize custodians and data
collections.

Figure 2: Easily access survey response reports to
rapidly gain insight into case details and prioritize
custodians and target data

With the Clearwell Legal Hold Module legal teams can monitor custodian
compliance and track their adherence through automated tracking and
reporting (see figure 3). Teams have immediate visibility into the status of
all legal hold notices across all cases through a single pane of glass. Users
can drill-down by case to view the status across all custodians, including
those who have received and responded to their hold notices and, more
importantly, those who haven’t. Reminders and escalation events are
included in the reports so the legal team may be confident in the comprehensiveness and the defensibility of their process. As Judge Scheindlin
stated in the Montreal Pension Committee v. Banc of America opinion, it is
necessary for counsel to “actively supervise a party’s compliance” with the
legal hold notification process. The Clearwell Legal Hold Module provides
the ability to defensibly automate this supervision and access real time
graphs illustrating the status of all legal holds in all cases.

Figure 3: Gain real time visibility into the status of all
legal hold notices across all cases and ensure defensibility with automated tracking and reporting
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The Benefits of an Integrated
Legal Hold Solution
Organizations adopting the Clearwell Legal Hold Module
benefit from seamless integration with all Modules across
the Clearwell E-Discovery Platform, allowing them to
manage all of the workflow aspects of legal hold notice
IDENTIFICATION
PROCESSING
REVIEW &
LEGAL HOLD
management as well as the actual preservation of ESI (by
& COLLECTION
& ANALYSIS
PRODUCTION
also employing Clearwell’s Identification and Collection
Module). This platform integration mitigates chain of cusCASE MANAGEMENT & LIFECYCLE REPORTING
tody risks as all documents are tracked throughout the entire process and seamlessly move through the e-discovery
process virtually, not physically. Attorneys, many of whom
are already familiar with Clearwell’s review interface, can
Figure 4: The legal hold module seamlessly
manage the legal hold notification process from the same user interface employed in
integrates with Clearwell’s end-to-end
e-discovery platform
the collection, analysis, review, and production phases of e-discovery (see figure 4).
Legal and IT users can directly manage a case through all stages of the e-discovery
process providing for better collaboration and informed decisions. As a result, all key
players associated with case have a secure, single e-discovery portal to access a holistic
view of case progress and tracking.

Conclusion
The judicial system continues to stress that legal hold is imperative to the e-discovery
process. As case complexity continues to expand, organizations will need to turn to
an automated legal hold solution that will cost effectively manage the preservation
effort and mitigate their risk.
Clearwell delivers an integrated and intuitive solution that automates the legal hold
notification process and simplifies preservation efforts. Organizations using Clearwell are clearly articulating preservation instructions, leveraging surveys to easily
gather case facts, and are defensibly automating the monitoring and tracking of custodian compliance. Where legacy legal hold methods were cumbersome, expensive and
risky, Clearwell streamlines the legal hold process to achieve both cost effectiveness
and legal defensibility.

FOR MORE INFORMATION

For more information about Clearwell
or the Clearwell E-Discovery Platform,
please visit www.clearwellsystems.com.
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