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Advanced Data Protection and Compliance for Microsoft Office 365
Proofpoint Enterprise makes it easy to add enterprise-grade data protection and compliance to any Microsoft Office 365 

cloud deployment. The solution delivers data security, data privacy, discovery readiness, and regulatory compliance features  

in the cloud to protect information and assist organizations in complying with many types of state/local, national, 

international and industry regulations. Proofpoint Enterprise extends Office 365’s existing security capabilities through a 

suite that includes Proofpoint Targeted Attack Protection, Proofpoint Enterprise Privacy, Proofpoint Enterprise Archive, and 

Proofpoint Enterprise Governance.
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The Distributed Enterprise and Data Protection Risks
The rapid pace in which technology is advancing and business is conducted means that enterprises 
are more distributed than ever before. Employees are increasingly working remotely, and organizations 
are adopting more cloud-based applications, such as Microsoft Office 365, to facilitate easier 
collaboration with colleagues, suppliers, customers, and partners. The side effect of these trends is 
that business information is proliferating, and complexities are increasing around government and 
industry regulation, making it a nightmare for IT departments that are responsible for protecting 
their organization’s sensitive information. To avoid costly fines, guilty verdicts, and damaged 
reputations, they must make careful considerations for data protection in four key areas: data 
security (protection from outside attacks), data privacy (data loss prevention), legal discovery 
(identify and collect data on a moment’s notice), and regulatory compliance (industry and multi-
national regulations). 

Office 365 Puts You in the Cloud…Proofpoint Ensures 
You’re Covered
Proofpoint Enterprise for Microsoft Office 365 is a cloud-based solution designed to complement 
Microsoft Office 365 with advanced data protection and compliance capabilities. The suite protects 
critical information as well as assist organizations in complying with common international, 
industry, and U.S. data protection regulations. Proofpoint Enterprise for Microsoft Office 365 offers 
the benefits an organization would expect from a certified cloud infrastructure, such as ease of 
deployment, low total cost of ownership and budget predictability.

Data Security with Proofpoint Targeted Attack Protection
Proofpoint Targeted Attack Protection integrates with Microsoft Office 365 to provide your 
organization with comprehensive defense against advanced persistent threats, regardless of whether 
workers are on the corporate network or at a remote location. By using big data techniques, Target 
Attack Protection’s Anomalytics models an organization’s normal email behavior so that new threats 
can be identified the first time they appear.  A threat dashboard provides unprecedented visibility 
for administrators into attacks, targets, and methods enabling rapid response and on-going defense 
for their organization. Targeted Attack Protection arms your Office 365 deployment with the most 
powerful defense against today’s advanced attacks.

Proofpoint Value to Microsoft 
Office 365 Customers

•	 Proven track record in addressing 
the needs of Microsoft’s largest 
customers

•	 Reduce Compliance & Discovery 
Risks: instantly produce inclusive 
data, with proof of data safety and 
integrity

•	 Innovation that enables proactive 
response to emerging threats. It is 
our core.

•	 Future-proofs current investments in 
Exchange: on premise, in the cloud, or 
while in migration

How Proofpoint Enterprise 
Integrates with Microsoft Office 365

Whether your organization is prepared 
to fully migrate to the cloud, or take 
a phased-approach with a hybrid 
configuration of on-premises and 
cloud, Proofpoint’s flexible deployment 
options have you covered. Proofpoint 
easily integrates with Office 365 using 
Microsoft’s standard feature set and 
mail flow scenarios:

•	 With Proofpoint Targeted Attack 
Protection: pointing MX records to 
Proofpoint and routing to FOPE

•	 With Proofpoint Enterprise 
Privacy: routing via the Outbound 
Smart Host Connecter 

•	 With Proofpoint Enterprise 
Archive: via Remote Journaling for 
Office 365, or via integration for 
Office365D and ITAR data centers

Proofpoint Enterprise enhances and extends Microsoft Office 365 with advanced data protection and compliance capabilities for data 
security, data privacy, discovery readiness, and regulatory compliance.



Data Privacy with Proofpoint Enterprise 
Privacy
Proofpoint Enterprise Privacy is designed to protect organizations from 
the improper disclosure of sensitive data about employees, customers, 
patients, and other stakeholders in an accurate and cost-effective 
manner, without impeding legitimate transactions. It is composed of 
multiple layers of defense and analyzes every aspect of an outgoing email 
message including structured and unstructured content, attachments 
and message attributes. Customizable rules, managed dictionaries and 
“smart identifiers” automatically scan for non-public information—such 
as protected health information and personal financial information—and 
block or encrypt messages as appropriate. Proofpoint Enterprise Privacy 
helps meet regulatory requirement around encryption by incorporating 
the industry’s most powerful and flexible solution for policy-driven email 
encryption.  Proofpoint Encryption is transparent and provides secure 
communication for users on desktops, as well as those on mobile devices.

Legal Discovery Readiness with 
Proofpoint Enterprise Archive
Proofpoint Enterprise Archive allows organizations faced with complex 
regulatory and discovery requirements to meet those needs, while 
realizing the cost, flexibility, and collaborative benefits of Microsoft 
Office 365. And, as importantly, Proofpoint can address these 
requirements while ensuring that data privacy and security is being 
managed to address the high standards that companies have established 
for any other business critical system.

For Discovery Readiness, 
Proofpoint extends the 
capabilities of Office 365 by 
providing a robust policy engine 
that allows organizations to 
create, maintain and, most 
importantly, enforce a clear 
corporate retention policy 
for email in accordance with 
regulatory and geographic 
market requirements. 
Additionally, Proofpoint 
provides the ability to automate 
the creation and management 
of an unlimited number of legal 
holds, this enabling greater 
risk management for critical 
data preservation processes. 
Proofpoint provides a full 
audit trail and reporting to aid in process defensibility, extending from 
data ingestion, search, legal holds, through export via its EDRM-XML 
interface.

In addition to Proofpoint’s standard Enterprise Archive offering that 
integrates directly to on-premise Exchange environments, Proofpoint 
also delivers an offer built specifically for Office 365. Proofpoint utilizes 
remote journaling and Active Directory synchronization to provide access 
to archiving services. Proofpoint can support customers anywhere – 
either on-premises, in the cloud, or while in migration.

Sustainably Fast Information Access Backed by SLA
With distributed search architecture and grid-storage infrastructure, 
Proofpoint Enterprise Archive provides a Search Performance SLA that 
guarantees consistent, near real-time search results. Immediate access 
allows compliance and legal department staff to significantly decrease 
the time to meet even the most demanding regulatory or discovery 
information requests.

Regulatory Compliance with Proofpoint 
Enterprise
Driven by the need for compliance with increasingly stringent data 
privacy laws and industry regulations, the need for enterprises to invest 
strategically in compliance solutions is becoming more compelling and 
urgent every day. Proofpoint has developed solutions for Office 365 
environments to enable enterprises to respond quickly to increased 
pressures around corporate governance, compliance, managing potential 
conflicts, and creating a stronger sense of readiness.

Industry and government regulations such as PCI-DSS, HIPAA, and 
GLBA have created significant and complex requirements for the proper 
protection of electronic communications.  Proofpoint Enterprise Privacy is 
designed to protect data from improper disclosure, and includes pre-built 
and customizable checks of structured data to accurately detect sensitive 
information and make it easier to comply with regulatory requirements.

For regulations as it pertains to SEC, FINRA, and the Dodd-Frank 
Act, Proofpoint Enterprise Archive enables organizations to enforce 
retention policies and perform supervisory review of email to ensure 
that the organization is in compliance with these regulatory policies. 

In addition, the solution 
complements Office 365 
by archiving information 
in tamper-proof storage. 
For data residing outside of 
managed systems and “living 
in the wild,” Proofpoint 
Enterprise Governance enables 
IT departments to account 
for and apply governance to 
documents moving through an 
enterprise’s disparate systems 
including Microsoft SharePoint,  
hard drives, shared drives, 
removable drives, and other 
online collaboration services.

With over 2,000 customers 
running Microsoft environments, Proofpoint protects your investment in 
Office 365 with proven solutions that deliver uncompromised security, 
enable improved responsiveness to emerging threats, and ensure that you 
are prepared to address even the most complex discovery and regulatory 
requirements.

How Proofpoint Compliance for Microsoft Office 365 integrates with Microsoft Office 365 
to deliver email archiving, eDiscovery capabilities, and regulatory compliance capabilities.
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