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Introduction
A sad truth of the modern networked world is that 
organizations of all sizes are under attack.  Malware, 
breaches, and regulations (and associated penalties) 
continue to increase. Unfortunately for most mid-size firms, 
the security staff is not increasing, but in many cases is 
declining. These organizations do not have a dedicated 
staff of security administrators, and many firms have almost 
no security expertise on staff at all.   

However, these firms, like their larger brethren, must 
manage and secure valuable information such as financial 
records, private customer data, and intellectual property. 
These organizations are often subject to the same legal 
mandates as their larger competitors, who have bigger 
security and compliance budgets and more onsite 
resources. 

With little to no security expertise and few to no dedicated 
security administrators onboard, mid-size firms must find 
a way to secure their data without breaking the bank. Any 
security monitoring solution must do the “heavy lifting” and 
make the IT administrator’s life easier through automation 
and built-in security expertise. 

This paper describes the critical security and compliance 
challenges facing mid-size organizations today. It also 
introduces the ArcSight Express family, and a new 
compliance and security monitoring appliance from 
ArcSight. For organizations that face growing threats to 
their network and their critical information, yet have limited 
resources and expertise to address these threats, ArcSight 
Express provides a simple, automated, cost-effective 
solution.  ArcSight Express acts as a security expert “in a 
box,” delivering pre-built rules and reports for solving the 
critical security and compliance problems faced by ArcSight 
customers.  ArcSight Express goes on to address the 
fact that most businesses are unable to staff a dedicated 
security operations center.  With ArcSight Express, security 
incident detection and notification is automated and IT 
personnel are able to focus on responding to important 
security incidents.  

Organizations that deploy ArcSight Express enjoy improved 
security and compliance at a lower cost, due to automated 
expert security analysis and monitoring, ready to go upon 
product installation.

Challenges Faced by Mid-Sized 
Companies
A company with a central HQ, several remote sites and 
hundreds of employees may have a variety of specific 
security technologies such as firewalls, anti-virus products, 
intrusion prevention systems, remote access, and VPNs. 
Each of these products is operated with its own console 
and requires dedicated resources and time to function 
effectively. A recent analysis by the Small Business 
Technology Institute showed that over half of the companies 
surveyed lack the funding, expertise, and dedicated 
resources to put good security practices in place. 

Administrators often do not have the time or expertise 
necessary to closely monitor the thousands, sometimes 
millions of events generated by these systems. As a result, 
security incidents like viruses, worms and data breaches 
are reported, but the alerts are lost in a sea of events 
and go unnoticed for long periods of time. The challenge, 
therefore, for firms that do not have dedicated security 
staff is to gain visibility into security incidents early enough 
to prevent downtime, data loss, or catastrophic business 
impact.

The First Step toward Effective 
Security
Gaining visibility into network activity is the best way to 
increase the effectiveness of security investments. This 
is often quite difficult, and organizations need to prioritize 
and focus on the most likely threats. As the market 
leader in Security Information and Event Management 
(SIEM), ArcSight has experience working with over 1,000 
organizations, and has found that many firms struggle with 
one or more of these common problems: 

•	 Bot, Worm, and Virus Attacks
•	 Hacker Detection
•	 Bandwidth Hogs and Policy Violations
•	 Unauthorized Application or System Access
•	 VPN Sneak Attacks
•	 System and User Impact
•	 Failed Audits, Fines and Penalties
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Bot, Worm, and Virus Attacks
Malware has the potential to wreak immense damage on 
companies, their customers and partners. According to 
Computer Economics, malware alone cost companies 
over $13 billion in 2007.  Some of the worst viruses have 
spread in a matter of minutes and caused incredible 
financial and operational damage across the globe. Smaller 
organizations are more susceptible to virus attacks because 
anti-virus definitions become out of date or AV updates fail. 
In other cases, critical servers may be already infected, but 
the infection goes unnoticed if the server does not show 
signs of infection. The errors and infections are embedded 
in AV logs and server administrators are unaware, leaving 
business critical systems open to attack. Bots and key-
loggers can be a cause of data loss, including password 
and account ID theft. The PCI Data Security Standard 
(DSS) specifically calls for organizations to ensure that 
antivirus software is used and updated regularly. Update 
failures can silently put systems at risk, opening up a firm to 
malware even though it believes itself to be protected. 

Hacker Detection
Organizations are under a constant barrage of external 
attacks, including those from hackers and phishers. 
Hackers can enter the corporate network when security 
technologies are not operating correctly, and detection can 
be difficult. Unusual network activity or account activity is 
often a sign of hacking attempts. For example, multiple 
failed logins to one or more systems in a short period of 
time can be a sign of “brute-force login” attempts, where a 
hacker repeatedly tries to access an account using common 
passwords.  In theory this should be easy to detect, but in 
practice it requires broad monitoring and effective analysis. 

Bandwidth Hogs and Policy Violations
Unauthorized use of a company’s networking resources 
affects the bottom line in multiple ways. Users who access 
unauthorized websites, download content, communicate 
over peer-to-peer networks and run personal services on 
company networks cause slow downs and in some cases, 
complete downtime to the organization’s online presence.  
Bandwidth hogging can also be a tell-tale sign of potential 
malware.

Unauthorized Application or System Access
Unauthorized account activity is potentially the most 
damaging to any organization. When credentials to 
personal systems are compromised or shared between 
users, the organization loses all ability to secure its critical 
infrastructure and assets, or to identify account activity. 

The smaller organization typically endures hundreds of 
reconnaissance scans and malicious access attempts 
without even knowing it, and also typically does not know 
the origin or destination of these attacks.

VPN Sneak Attacks
Remote access provides risky points of entry for threats 
like worms, viruses, spyware, hacking and information 
theft. In smaller organizations, it is common for the remote 
connection to be deployed in an unprotected or incomplete 
manner at one or both the end-points. This also occurs 
when users connect from insecure networks, like hotels, 
coffee shops, airports, trade shows and from their own 
homes and personal machines. Remote access exposes 
the network to the threat of malicious users and malicious 
software.

System and User Impact
If an attack has occurred, organizations often cannot 
determine easily which systems and users are actually 
impacted and need remediation. As a result, malware may 
remain on a few users’ machines and spread once again 
to any cleaned systems. What is needed is a clear report 
indicating which systems are impacted by a threat, so that 
remediation costs and time can be controlled.

Failed Audits, Fines and Penalties
The high cost of complying with an increasing number of 
regulatory and industry mandates takes a toll on the bottom 
line, especially for smaller organizations. A typical company 
that is listed on a US public exchange, conducts business 
over the internet and with state, local and federal entities, 
and has a few hundred employees that may need to 
comply with over a dozen regulatory, industry and internal 
mandates including SOX, PCI, segregation of duties, IT 
security, employee information confidentiality and various 
other policies.

The requirement to demonstrate compliance with these 
mandates and policies involves collecting information 
from all of the various sources described in this paper 
so far, compiling them into appropriate reports and then 
combining potentially hundreds of these reports into 
meaningful information. This sequence of tasks is simply 
overwhelming for most organizations, causing them either 
to be unsuccessful in their compliance efforts or to do the 
bare minimum to demonstrate compliance.
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Introducing ArcSight Express
Mid-size corporations have tremendous business pressure 
to extend their customer base, operate more efficiently, 
reduce costs and automate processes to survive. These 
pressures translate directly to increasingly complex IT 
infrastructures and hence, inadequate security tools and 
practices. For organizations struggling to improve security 
and compliance with reduced budgets and time, ArcSight 
Express delivers world-class security monitoring in a 
simple, cost-effective appliance solution.

ArcSight Express is a SIEM appliance solution that collects, 
monitors and reports on the activity that is occurring across 
an organization’s firewalls, servers, desktops, anti-virus 
products, intrusion prevention systems, remote access, 
VPN devices, routers, switches and other inter-connectivity 
gear. It focuses on the needs of corporations with limited 
resources for installation and ongoing administration. 
With ArcSight Express, any organization can easily detect 
problems by consolidating security information to one 
central location.

ArcSight Express comes with the necessary best practices 
and security expertise built-in. This is included in the 
form of rules, alerts, reports and dashboards that are 
focused on the common areas of risk described earlier. It 
couples this expertise with the market-leading correlation 
capability to provide a comprehensive and easy-to-use, low 
maintenance solution focusing on the perimeter, network, 
infrastructure and compliance monitoring challenges most 
commonly faced by smaller companies.  ArcSight Express 
goes on to address the fact that most businesses are 
unable to staff a dedicated security operations center.  With 
ArcSight Express security incident detection and notification 
is automated and IT personnel are able to focus on 
responding to important security incidents.  

ArcSight Express is delivered as a one- or two-box solution, 
and consists of the following key components:

ArcSight Express Correlation Appliance 
At the heart of ArcSight Express is a world class market 
leading correlation engine. The correlation engine uses a 
variety of methods to quickly identify events that could be 
potential security problems.

Correlation rules can factor in many attributes to determine 
the importance of every event, including historical trend 
analysis, asset importance, attack history, statistical 
analysis and other techniques. This ensures that the 
millions of unnecessary events are filtered out and only 
the key critical incidents are brought to the administrator’s 
attention. This enables administrators to quickly focus on 
the real issues without having to sift through mounds of 
log data, or without monitoring many different consoles for 
specific security products.

Built-in, Expert Correlation Rules, Dashboards 
and Reports
ArcSight Express includes a set of rules, reports, alerts 
and dashboards that allow smaller security teams to gain 
visibility into their environment on the first day, with no 
report development required. Already-stretched IT teams do 
not have to define and build the appropriate content on a 
development platform.

ArcSight Express provides your Security Expert “In the box” 
by addressing all the challenges described:

•	 Bots, Worms, and Virus Reporting – Discover 
new, zero-day outbreaks before they cause 
damage. Check and mitigate any viruses that may 
be spreading in your environment. Report on AV 
definitions and failed AV updates.

•	 Hacker Detection – Understand where external 
attacks originate and what hosts/servers they are 
targeting, perimeter alerts and alert types, and keep 
up to date with firewall rules and IDS/IPS signatures. 
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•	 Bandwidth Hogs and Policy Violation  
Reporting – Monitor the use of expensive network 
resources, allow business critical components to 
run responsively, prevent unauthorized services and 
applications on the corporate network. Use bandwidth 
variances as an early warning system to detect 
malware.

•	 Unauthorized Application and System Access 
Detection – Determine which systems may have 
compromised user accounts by detecting brute-force 
login attempts or out of the ordinary login activity on 
critical servers.

•	 VPN Sneak Attack Detection – Understand the 
remote access patterns in your organization. Prevent 
illegal users from entering the corporate network, 
detect infected machines used to access internal 
resources, and understand remote access patterns 
for local and remote users.

•	 System and User Impact – Discover which systems 
and users have been impacted by infections or 
attacks to prevent virus spread and reintroduction 
across the organization. 

•	 Compliance Audit Support – Easily compile the 
necessary information for auditors and executives, 
demonstrate that policies are being adhered to, find 
compliance violations proactively, and identify and fix 
gaps.

ArcSight Express Log Management  
Appliance -- Efficient and Self-Managing 
Storage  
Compliance mandates usually have retention periods for 
event log data. ArcSight Express includes a complete, 
market-leading log management appliance for long-
term data retention. The log data is stored in an efficient, 
compressed format, and is available for fast searching and 
analysis without the need to revert to unpack the stored 
data. ArcSight Express also does not require separate 
additional storage infrastructure to meet the retention 
requirements for most compliance mandates.  The log 
management appliance in ArcSight Express eliminates the 
tradeoffs seen in competing log management products, 
which require customers to trade off between fast data 
capture, fast search, and high compression. The ArcSight 
Express Log Management Appliance provides a unique 
data storage architecture that captures logs at high speeds, 
supports high speed simultaneous search, and maintains 
an average data compression of 10:1.

ArcSight Connectors 
In order to understand the overall security posture of the 
organization, it is necessary to collect event logs from all 
these devices across the network. ArcSight Express allows 
out-of-the-box event log collection from over 275 devices 
through pre-built ArcSight Connectors. These connectors 
collect event logs in their native format and then normalize 
and categorize them to a common data format for easy 
correlation and analysis. For example, configuration 
changes on a Linux server, a Cisco router and an Oracle 
database all look different. ArcSight Connectors put all of 
these disparate events in a common format so that it is 
easy to report on ALL configuration changes across the 
organization. As a result, security administrators spend less 
time trying to understand the relevance of any particular 
event. 
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The ArcSight Connector architecture also enables “future-
proof” monitoring, as the system will continue to work even 
when network technologies are swapped out and replaced 
with those from new vendors. 

Automated Security Operations: Case 
Management and Workflow
ArcSight Express has a full-functional case management 
and workflow engine built in. This engine automates the 
process of creating cases and notifying administrators when 
a security incident is detected. As a result, operations that 
may otherwise require a staffed Security Operations Center 
(SOC) can be managed via PDAs and email, SMS, or pager 
notifications. This enables ArcSight Express to operate in 
environments without a dedicated SOC staff or security 
administrators.

Ease of Deployment and 
Management
Smaller organizations look for rapid deployment of their 
SIEM solutions and want to minimize any extra steps 
necessary to get up and running. ArcSight Express includes 
the necessary pre-packaged rules, alerts, reports and 
dashboards to get going fast.

ArcSight Express is delivered as 1or 2 purpose built 
appliances, to avoid the hassle of acquiring, configuring and 
separately securing extra hardware.

For ongoing maintenance ArcSight Express supports 
agentless collection. This allows the smaller organization 
to avoid the necessity of pushing and maintaining software 
agents, in particular for Windows devices that can not 
natively push logs to ArcSight Express.

Finally, ArcSight uses self-managing storage that requires 
no external storage or database expertise.

Summary
Mid-size organizations struggle with many of the same 
security and compliance challenges as Fortune 500 firms 
do. However, mid-size firms must protect their network with 
limited budgets, staff, and expertise. A strong SIEM and log 
management solution can help by automating the collection 
and analysis of security event data; the result is less time 
and effort required by IT staff. This is especially important in 
organizations that do not have dedicated staff for security. 

ArcSight Express brings market-leading event collection, 
correlation, and log management capabilities to 
organizations that require a more cost-effective and 
low-maintenance solution. By acting as your security 
expert in a box, ArcSight Express addresses the most 
common security problems and brings value on day one. 
Organizations that are struggling to control and monitor 
their networks will benefit from the power and simplicity of 
ArcSight Express.


