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Persistent enterprise security threats
Your network is under persistent security attacks. From the 
inside, there are the physical attacks of tampering and theft from 
terminated or disgruntled employees, the misuse of organizational 
resources, and the constant struggle to balance employee 
convenience versus enterprise security as the growing use of 
personal mobile devices puts organizations at risk and leaves you 
vulnerable to attacks. And from the outside, hackers are looking 
for easy targets, employees of third parties might be able to access 
unencrypted data, and a lack of transparency in cloud services can 
all put your organization at risk. Attackers don’t come from one 
place at one time, they come fast and furious. And, if you want to 
defend against them, you have to be ready on all fronts.

Teams, tools, and solutions you use to respond to ever-increasing 
risks must be quick, decisive, and adaptive. Disparate teams must 
come together; information must be shared; and, it all must happen 
in near real time. An effective enterprise security solution must be 
greater than the sum of its parts and strategically built to deliver 
market-leading threat intelligence, software security, network 
security, encryption, and real-time security information and event 
management to bridge functional and technological divides. 

Providing an integrated response 
The threats that you face are complex and your defenses must 
be adaptive, integrated, and up to date with the latest threat 
intelligence.  You also must know what all of this means to your 
business as a whole.  A solution with a top-to-bottom view of the 
activity occurring in your organization right now and for historical 
analysis through coordinated monitoring and response at the user, 
application, system, and network layers provides the comprehensive 
security you need to meet unlimited and always-evolving threats.  
Rolling all of this information into a business-focused view gives you 
the intelligence you need to help you move from responding in the 
here and now to preparing for the future.

Our new approach is radically changing the enterprise security 
landscape with a market-leading security intelligence platform. 
The HP Security Intelligence Platform uniquely leverages advanced 
threat research and powerful correlation of security events and 
vulnerabilities with contextual data to deliver security intelligence 
spanning IT operations, applications, and infrastructure.

Based on market-leading products from ArcSight, Fortify, Atalla, and 
TippingPoint, the HP Security Intelligence Platform enables you to 
take a proactive approach that integrates security correlation, deep 
application security analysis, and network-level defense mechanisms, 
all backed by our best-of-breed range of information security services.

See everything—protect everything
Looking for a partner you can trust for security and risk management? 
Our broad portfolio spans advanced security technology, IT 
operations, application security, and managed, professional, and 
cloud services—as well as user devices such as printers, laptops, and 
other mobile devices. We complement this portfolio with a worldwide 
ecosystem of product and service providers. 

•	 ArcSight 
This product suite is designed to help organizations understand 
who is on the network, what information they are seeing, and 
which actions they are taking with the information. Three hundred 
sixty degree security monitoring to detect incidents empowers 
a level of visibility that can protect the business while reducing 
operating costs. The products are used today across the globe, 
preventing threats and securing information. 

 “The HP ArcSight platform has enabled us to reduce the  
 40 million security events we receive each day down to  
 just 45 critical events. That’s about a million-to-one  
 improvement ratio!”

 I-fang Wu, Deputy Managing Director, Data Communications 
 Business Group, Chunghwa Telecom

Figure 1 
The building blocks for a security intelligence platform
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•	 Fortify 
Applications are the most common target of cyber attacks 
and constitute the single biggest security headache for your 
enterprise. Combining proactive security testing to protect 
applications with deep application security expertise and 
extensive software development experience has created award-
winning products and assessment services that provide software 
security from development to production. This product suite 
fortifies software for the most demanding customer deployments, 
including the world’s largest, most varied code bases.

 “HP Fortify is a very important technology partner, one  
 that contributes significantly to the success of our business  
 as an IT company in the travel world. From a business  
 perspective, HP Fortify helps us gain competitive advantage,  
 thanks to the secure software we release. With HP Fortify as  
 part of our overall process, I am confident that we are  
 generating code that is even more secure, more robust, and  
 more reviewed and tested than the travel industry standard.”

 Ariel Silverstone, Information Security Director  
 Travelport

•	 TippingPoint 
New vulnerabilities and zero-day attacks are discovered every 
day, and in order to block the exploitation of these vulnerabilities 
your network defenses must constantly adapt. The ability to 
defend your network automatically in a constantly changing 
world where an IP address is completely safe one minute and then 
infected with malware the next is key to managing risk in your 
enterprise. With its combination of deep research capabilities and 
intrusion-prevention products, this product suite delivers these 
advanced network defense capabilities to our customers.

 “The HP Enterprise Security solution that we have  
 implemented at HHS provides global situational awareness  
 and a common operational picture, greatly enhancing  
 our ability to protect critical department data. HP  
 ArcSight and HP TippingPoint technologies, and the HP  
 subject matter experts that support them, are central to  
 the success of our cyber-security program.”

 Dan Galik, Chief Information Security Officer 
 U.S. Department of Health and Human Services 

•	

•	 Atalla 
Secure card information can help your organization validate, 
securely process, and encrypt stores of authentication, stripe, 
personal identification, and personal account numbers. Securely 
managing encryption keys throughout their lifecycle, this product 
suite can be embedded in hardware to safeguard sensitive data, 
such as financial transactions over private and public networks 
and to offload all security processing from the server.

 “Security should not be seen as the icing on the cake, being  
 added at the last minute to make an application attractive,  
 but instead as the basic vital ingredient needed to ensure  
 the success of the recipe and therefore incorporated right at  
 the beginning.”

 Luc Porchon, Banking Applications Project Manager  
 Parkeon

Platform integration to manage risk
Our comprehensive and customizable solutions suite combines 
the correlation of information, context, and technologies to give 
you the tools you need to deliver security intelligence and manage 
risk. Integrations between the platform technologies break down 
security silos between network security, application testing, and 
security monitoring. The complete visibility, deep context, and 
automated response functions of the platform have the net effect of 
substantially improving your security risk posture.

Figure 2 
The HP Security Intelligence Platform
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This is an HP Indigo digital print.

Mitigate risk in today’s hybrid  
IT environment
Mitigating risks in today’s hybrid environments requires security 
and compliance solutions that can defend against any advanced 
threats—even threats you don’t even realize are out there. 
By combining market-leading products from ArcSight, Fortify, 
TippingPoint, and Atalla, you’ll get advanced correlation, application 
protection, and network defense technology to protect today’s 
applications and IT infrastructures from sophisticated cyber threats. 

 “We are extremely pleased to have HP ArcSight ESM as  
 the basis for our security foundation. Its versatility and  
 raw ability to combat cyber threats and risk make it an  
 excellent choice.”

 Scott Carlson, former Principal Engineer  
 Apollo Group Data Center Architecture 

The HP Enterprise Security vision
Only HP can deliver all the pieces to deliver security intelligence and 
risk management to the modern enterprise—market-leading security 
solutions, market-dominating security research, and the support of 
an ecosystem of security industry partners that is second to none. As 
a result, we are the only vendor that can deliver on the vision of full 
context and intelligence for monitoring and managing security risk in 
applications, operations, and even business processes.

About HP Enterprise Security
HP is a leading provider of security and compliance solutions for 
the modern enterprise that wants to mitigate risk in its hybrid 
environment and defend against advanced threats. Based on 
market-leading products from HP ArcSight, HP Fortify, HP Atalla, 
and HP TippingPoint, the HP Security Intelligence Platform uniquely 
delivers the advanced correlation, application protection, and 
network defenses to protect today’s hybrid IT infrastructure from 
sophisticated cyber threats. 

For more information 
To read more about HP Enterprise Security Products, go to 
hpenterprisesecurity.com.

Get connected  
hp.com/go/getconnected 

Get the insider view on tech trends,  
support alerts, and HP solutions.
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HP Services
HP ESP Global Services offerings take a holistic approach to building 
and operating cyber security and response solutions and capabilities 
that support the cyber threat management and regulatory 
compliance needs of the world’s largest enterprises. We use a 
combination of operational expertise—yours and ours—and proven 
methodologies to deliver fast, effective results and demonstrate 
ROI. Our proven, use-case-driven solutions combine market-leading 
technology together with sustainable business and technical 
process executed by trained and organized people.

Learn more about HP ESP Global Services at hpenterprisesecurity.com.  

http://www.hpenterprisesecurity.com
http://hp.com/go/getconnected
http://www.hpenterprisesecurity.com

